SESSION RECORDING SERVICE

Session Recording service

Note:

* The Session Recording service is available for provisioning in the Asia Pacific South
(APS), EU, Japan, and US regions of Citrix Cloud. For more information, see Citrix Cloud

Geographical Considerations.

» For information about the Session Recording service customer data storage, retention,

and control, see Customer data management.

» The Session Recording service doesn't send data to Citrix Analytics for Security (CAS).
On-premises Session Recording servers can send data to CAS. For more information,
see Connect to Session Recording deployment in the Citrix Analytics for Security

documentation.

Overview

Session Recording is a key differentiator for security in Citrix DaaS (formerly the Citrix Virtual Apps
and Desktops™ service). A common challenge that prevents you from benefiting from Session
Recording is the solution's deployment and management complexity. The introduction of the
Session Recording service provides an advanced administration experience and simplifies

deployment.

The Session Recording service is a management platform that provides comprehensive
automation, faster troubleshooting, and informative insights. It facilitates administrative tasks by
providing a unified entry point to manage and observe the Session Recording servers across your

organization.

The following diagram illustrates how the Session Recording service works.


https://docs.citrix.com/us/en/citrix-cloud/overview/signing-up-for-citrix-cloud/geographical-considerations.html
https://docs.citrix.com/us/en/security-analytics/getting-started-security/virtual-apps-desktops-data-source.html#connect-to-session-recording-deployment
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Note:

With versions 7.40.13020.11 and later of the cloud client, you need to only open a single port
(TCP port 443) for communication. With a cloud client earlier than version 7.40.13020.11,
allow the outbound ports 80, 443, 8088, and 9090-9094 for session recording traffic. For

more information, see Ports.

Video about the Session Recording service:

Prerequisites

Prerequisites for using the Session Recording service:

* You have subscribed to Citrix DaaS.

* You have a Session Recording 1912 LTSR, 2203, or later deployment in place.

For information on how to install the Session Recording components, see the installation

article.


https://www.youtube.com/watch?v=Z_P4ljd_a5U
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What's new

A goal of Citrix® is to deliver new features and product updates to Session Recording service
customers when they're available. New releases provide more value, so there's no reason to delay

updates. Updates are rolled out to the service release approximately every six weeks.

This process is transparent to you. Initial updates are applied to Citrix internal sites only, and are
then applied to customer environments gradually. Delivering updates incrementally in waves helps

ensure product quality and maximize availability.

October 2026

Deep inspection in AI-powered insights

Session Recording now supports deep inspection in the security analysis of Al-powered insights.
Administrators define behavior indicators — end-user activities such as unauthorized access or
unusual file transfers — in a security prompt template, and the Al investigates each recording for

those behaviors.
Key capabilities include:

e Custom behavior indicators: Describe the behaviors to detect in plain language, and the Al

generates detection guides that you can review and refine.

* Incident reporting: Matches appear as incidents in the Deep inspection results section of the

security analysis report, each with a clickable timestamp for playback.

» Confidence tagging: Incidents that are difficult to distinguish from normal activity are tagged

Low confidence for manual review.
Deep inspection requires an Al model that supports reasoning.

For more information, see Al-powered insights for session recording.
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August 2026

Session event data export as JSON

When administrators export a recording using the Session Recording Export console, Session
Recording now generates a sidecar JSON file alongside the exported MP4, containing all detected

session events.

For more information, see Session Recording file export.

Idle period detection in event detection policies

Session Recording now supports idle period detection as a configurable event type in event
detection policies. Administrators can enable idle period detection directly in a policy to log periods

of user inactivity within recorded sessions.

For more information, see Configure event detection policies.

April 2026

Playback scaling support in the web player

The Session Recording web player now supports playback scaling. This feature ensures that you
can clearly view all session recordings directly in the web player, regardless of resolution

differences between the recording source and your playback device.
Key capabilities include:

 Fit to Window: Scales the recorded session to fit your current browser window. This provides a
complete overview of the session, allowing reviewers to quickly understand the overall

operational context. High-quality resolution is provided by default.

 Original Size: Displays the recording at its native resolution. This mode is intended for detailed

forensic analysis that requires the highest level of clarity and pixel-perfect detail.

For more information, see Open and play recordings.


https://docs.citrix.com/en-us/session-recording/service/manage-recordings/session-recording-file-export.html
https://docs.citrix.com/en-us/session-recording/service/configure/policies/event-detection-policies.html
https://docs.citrix.com/en-us/session-recording/service/view-recordings/play-recordings.html
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March 2026

Al-powered insights for session recording

This new feature uses Al to analyze session recordings and provide actionable insights without

manually reviewing hours of video.
Key capabilities:

* Insights dashboard for session activities
 Detailed reports for security and productivity analysis

e Customizable prompt templates for tailoring analysis to your business needs

For configuration details, see Al-powered insights for session recording.

December 2025

Session recording for endpoint devices (preview)

The Session Recording service can now configure to capture user actions on endpoint devices
when accessing Citrix-delivered web apps, virtual apps and desktops. This capability, currently in

preview, helps you monitor user actions on the endpoint itself.

For more information, refer to endpoint recording policies and Site settings.

September 2025

Enhanced visibility for session recording agents and servers

Session Recording service now provides enhanced visibility into your Session Recording agents
and servers. Key updates include a comprehensive agent status overview on the dashboard,
detailed agent information within site management, and the introduction of server geolocation. For

more information, see the articles under Site and server settings and Management dashboard.

Session recording file export

Authorized administrators can now securely export session recordings to MP4 format. This feature
is designed for critical use cases like digital evidence and compliance audits. Key capabilities

include:

» Role-based access control to ensure only authorized users can export.
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» Mandatory justifications for every export action.

» A complete audit trail for all export activities in the Playback Logging.

For more information, see Session recording file export.

June 2025

Interactive Demo Mode for exploring Session Recording

The Interactive Demo Mode for Session Recording allows administrators to explore and
understand the functionalities of the session recording service without impacting real user data or
requiring initial server setup. This feature provides a hands-on management experience using pre-

generated or synthetic data, offering a risk-free environment to learn the service.
The Interactive Demo Mode offers a risk-free environment for administrators to:

» Navigate the management interface and become familiar with its layout.
» Observe how data is presented and how different features operate using sample data.
» Evaluate the service's suitability for their organization's needs before onboarding actual session

recording servers.

For more information, see Interactive Demo Mode for exploring Session Recording

Enhanced Recording Playback Insights

The Session Recording service now offers enhanced insights into recording playback activity. This
includes a new "Recording playback" statistical section on the management console's Dashboard,

as well as the ability to view detailed playback history for individual recordings within the player.

These new capabilities help administrators better understand how session recordings are being

utilized. Key benefits include:
» Quickly identify frequently accessed or critical recordings through the "Most played recordings”
view.
» Understand the primary consumers of recordings via the "Top viewers" data.
» Audit playback activity for specific recordings directly within the player through a detailed

history.

For more information, see the articles under Tips for using the dashboard and the Open and play

recordings.
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March 2025

Agent installation prompt on the welcome page

The Session Recording agent is essential for recording sessions and capturing detailed user
activity. We've updated the Session Recording service welcome page to include a required agent

installation prompt. Find it within the service or learn more here: Get-started guide

Support for multiple Azure AD identity provider instances

The Session Recording service now supports multiple Azure AD identity provider instances. When
configuring policies and playback permissions, selecting Azure AD as the identity provider allows
you to choose an instance from the drop-down list. For more information, see the articles under

Configure policies and the Playback permissions.

Site-level user activity reporting to the cloud

Based on event detection in recorded sessions, Session Recording now empowers you to identify
incidents from events. It also displays the event and incident data in the cloud for aggregation and

analysis, providing a comprehensive view of user activity across an entire site.
This site-level reporting feature enables you to:

 Quickly filter incidents from events by category.
* ldentify abnormal activity with greater efficiency.

e Gain a broader understanding of user activity patterns across your site.

Note:

The availability of the event data in the cloud is solely determined by the active event
detection policy, and is independent of settings or Session Recording server versions.

Therefore, if the active policy dictates event data, it will always be displayed in the cloud.

The availability of the incident data in the cloud is governed by three factors: the active event
detection policy, site-specific event data analysis settings, and incident library settings that
identify incidents from events. Separately, Session Recording 2503 or later is required for

incident identification and display in the cloud.
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Incidents, like event data, are tagged within recordings, which simplifies searching and

review during playback.

For more information, see Site-level user activity reporting.

November 2024

Session Recording service now available in the Japan region of Citrix
Cloud™

The Session Recording service is now available for provisioning in the Japan region of Citrix
Cloud.

Diagnostic logging
A new diagnostic logging view is now available in the cloud, providing enhanced visibility into

issues detected on the VDAs.

Diagnostic logging is available and enabled by default with Session Recording version 2411 and

later. For more information, see Diagnostic logging.

Capturing printing activities in recorded sessions is now generally available

You can capture printing activities that occur during recorded sessions, tagging them as events for
easy search and playback. This feature, which captures the full path of printed files for enhanced
context, was previewed in Session Recording 2407 and is now generally available in both the
cloud and on-premises releases, starting with Session Recording version 2411. For more

information, see Configure event detection policies.

Unified platform experience with Citrix DaaS™

We have redesigned the Session Recording service nhavigation pane to offer a unified platform

experience with Citrix DaasS.
Tip:

To access the Session Recording service, scroll down in the DaaS navigation pane and

locate Session Recording which is at the same level as the Manage menu. You can hover
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over and pin the Session Recording menu to the top PINNED section of the navigation

pane for quick access.

Fixes

Automatic upgrades of the cloud client might fail if PROXYMODE was set to 2 for automatic proxy
setup during the previous installation. This release resolves the issue, allowing successful
automatic upgrades from this version onward. If your cloud client is not upgraded to the latest

version, follow these steps to upgrade it manually:
1. Download the latest installer for the Session Recording cloud client by following the relevant
step in Connect existing Session Recording servers to the cloud.

2. Run the following command to upgrade the Session Recording cloud client manually.

msiexec /i SRCloudClientServices.msi /1*v "C:
\tmp\srcloudclientupgrade.log" /qn+

July 2024

Deployment to Microsoft Azure is further simplified and enhanced

When creating and deploying a site through a host connection, you now have the option to create

private endpoints for storage and databases, and to create an Azure load balancer with the internal

type.

For more information, see Deploy Session Recording resources to a cloud subscription.

Hide specific applications during screen recording

This feature requires that you select Enable lossy screen recording. It lets you hide specific
applications with a layer mask during screen recording. The color for the layer mask is

configurable, which can be Black, Gray, or White.

Explicit user consent before recording sessions

If the active recording policy records sessions with notifications, users receive recording
notifications after typing credentials. This feature forces end users to explicitly consent to the

session recording disclaimer before they can continue with their session. If end users accept the


https://docs.citrix.com/en-us/session-recording/service/get-started/connect-existing-session-recording-servers-to-the-cloud.html#steps
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disclaimer, their session continues with session recording enabled. If end users deny the

disclaimer, their session is terminated.

To enable this feature, configure Session Recording Server settings. For more information, see

Site and server settings.

Capture printing activities in recorded sessions (preview)

We have extended the scope of event detection to monitor printing activities that occur during
recorded sessions and tag the printing activities as events in recordings for later search and

playback.
To use this feature, make sure that:
* You have configured and activated a session recording policy that specifies sessions to record.

For more information, see Configure session recording policies.

* You have created an event detection policy and selected the Printing option when specifying

events to log. For more information, see Configure event detection policies.

Note:

This is a preview feature. It is available with Session Recording version 2407 and later.
Preview features might not be fully localized and are recommended for use in non-production

environments. Citrix Technical Support doesn't support issues found with preview features.

Fixes

Error 8632 might be raised when you archive or delete recordings.

April 2024

Azure Resource Manager template (ARM template) support for simplified
deployment in Azure

You can now create an Azure Resource Manager template (ARM template) to deploy Session
Recording resources in Azure. The ARM template is a JavaScript Object Notation (JSON) file that
contains how and which resources you want to deploy. For more information, see Create and

deploy a site through an ARM template.

10
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Pure Azure Active Directory (Azure AD) deployment can now be achieved
through simplified deployment

Simplified deployment refers to creating and deploying a site through a host connection or an ARM
template. While doing simplified deployment, you now have an option to join the Session
Recording servers you are about to deploy to an Azure AD domain where your VDASs reside. For

more information, see Deploy Session Recording resources to a cloud subscription.

Community-driven event trigger templates

To help you quickly find a template that fits your business need, Cloud Software Group has created
a community for all full admins of the Session Recording service to contribute towards it. You can
contribute to the community by publishing templates of your organization for other customers to
access for free. Cloud Software Group has also built a resource library to accommodate all event
trigger templates, both from your organization and from the other community members including

Cloud Software Group itself.

Note:
See the End User Agreement before submitting a template.

For more information, see Create a custom event response policy.

Recording success rates visualized on the cloud

You can now see a new widget showing the recording success rates for the current site on the
upper right corner of the Session Recording management dashboard. You can see both the latest

recording success rate and the recording success rates for the past 12 hours.

To facilitate identifying issues, recording success rates below 100% are displayed as an orange dot
in comparison to 100% success rates that are displayed as a green dot. You can hover over an
orange dot and click the link in the hint to jump to the corresponding event logged on the Activity

Feed page where you can:

* view the event details including those sessions which failed to record.

 subscribe to Email notifications to get notified when a recording success rate is below 100%.

Note:

11


https://www.cloud.com/content/dam/cloud/documents/legal/end-user-agreement.pdf
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This feature is available with the cloud client versions 7.42.15010.4 and later. To use this
feature, make sure that only one site has available servers and this feature is enabled on the

dashboard settings page of that site.

For more information, see Management dashboard.

Fixes

» Attempts to add or modify a policy might fail if the length of users or user groups specified as

the applicable scope exceeds 16 characters.

o Attempts to install a Session Recording server from within the cloud might fail. The issue
occurs when you connect the Session Recording server to a cloud database but the database

password you provide contains a double quote ().

March 2024

Azure Active Directory (AD) support (preview)

You can now install the Session Recording server and agent on an Azure AD joined machine and
enable Azure AD support for them. Later when you configure various policies and playback
permissions from the cloud, you can specify Azure AD users and groups who launch sessions from

Azure AD joined machines.
For information about installing Session Recording, see Install, upgrade, and uninstall.

For information about configuring policies and playback permissions from the cloud, see Configure

session recording policies and Playback permissions.

Note:

Azure AD support is available with Session Recording version 2402 and later.

12
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January 2024

Storage consumption forecast

A storage consumption forecast for the next 7 days can be generated based on sufficient historical
consumption data of approximately one month. This feature allows you to predict resource usage

and take precautions in advance. For more information, see the Management dashboard article.

Support for sharing recordings as restricted and unrestricted links from the
cloud player

You can now share recordings as restricted and unrestricted links from the cloud player. Other
users can use the links to access the shared recordings directly, which obliterates the need to
search among many recordings. If you share a recording as a restricted link, only users who
already have playback permission can view the recording using the link. If you share a recording

as an unrestricted link, anyone in your AD domain can view the recording using the link.
For unrestricted recording sharing, you can further:

» Specify whether to issue email notifications to specific recipients when an unrestricted

recording link is generated. For more information, see Notifications.

» View the events related to unrestricted recording sharing on the Events tab of the activity feed.
To share recordings as links and manage unrestricted links, you must have full access to the
Session Recording service. It means that you must be a Citrix Cloud administrator assigned any of
the following permissions:

* Full access

e Cloud Administrator, All role

» Session Recording-FullAdmin, All role

For more information, see Share recordings as links and Types of Session Recording

administrators.

13
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October 2023

Simplified Session Recording deployment to Microsoft Azure is now
generally available

You can create a site to deploy the Session Recording resources to your Azure subscription from
within the Session Recording service. The feature is now generally available and enhanced to let
you:

» Add resources including servers and storage to an existing site deployed on Azure.

» Change the IP addresses that are allowed to access the load balancer.

For more information, see Deploy Session Recording resources to a cloud subscription.

Introduction of event trigger templates

By event triggers in event response policies, you can specify actions in response to different
events including session starts and the events detected in recorded sessions. Starting with this
release, you're provided with event trigger templates for direct use or customization. For more

information, see Configure event response policies.

Support for single-port communication

With versions 7.40.13020.11 and later of the cloud client, you need to only open a single port (TCP

port 443) for communication.

Fixes
» Host connections can't be created successfully until you've onboarded at least one Session

Recording server to the Session Recording service.

* Viewing the Session Recording management dashboard causes high CPU utilization on the

database machine.

e Custom policies aren't available for a site containing the Session Recording server 1912.

September 2023

Administrative access to the Session Recording service is enabled for Azure
Active Directory (AD) users and groups

For more information, see Add administrators from Azure AD.

14
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Audio recording for non-optimized HDX™ audio (preview)

You can now enable audio recording for non-optimized HDX audio when configuring session
recording policies. The audio that is handled on the VDA and delivered to/from the client where the
Citrix Workspace app is installed is referred to as non-optimized HDX audio. Unlike non-optimized
HDX audio, optimized HDX audio has its processing offloaded to the client, as seen in the Browser

Content Redirection (BCR) and Optimization for Microsoft Teams scenarios.

For information about enabling audio recording, see Configure session recording policies.

Note:

This feature is available with Session Recording version 2308 and later.

Lossy screen recording

Lossy screen recording lets you adjust compression options to reduce the size of recording files

and to accelerate navigating recorded sessions during playback.
You can enable lossy screen recording in any of the following ways:

» Activate a system-defined session recording policy that has lossy screen recording enabled.

» Create and activate a custom session recording policy, and make sure to select Enable lossy

screen recording when creating the custom policy.

» Select Enable lossy screen recording when configuring an event response policy. When a

monitored event is detected later, lossy screen recording is triggered.

After you enable lossy screen recording, you can adjust compression options through the Lossy
Screen tab of Session Recording Agent Properties.

For more information, see:

» Configure session recording policies
» Configure event response policies

» Enable or disable lossy screen recording

Note:

15
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This feature is available with Session Recording version 2308 and later.

Fast seeking through ICA® screen recording

You can now enable fast seeking through ICA screen recording by configuring how often an I-

Frame is generated. This feature significantly improves the playback seeking experience.

For more information, see Configure preferences and Enable fast seeking.

Note:

This feature is available with Session Recording version 2308 and later.

Fixes
» Session recording and event response policies configured from the cloud don't take effect. This

issue occurs when you use Session Recording server 2305 or earlier.

July 2023

Simplified Session Recording deployment to Microsoft Azure (preview)

You can now deploy the following Session Recording resources to your Azure subscription from
within the Session Recording service: the Session Recording servers, databases, storage, and
load balancer. You can also obtain recommended VM and storage configurations, predict costs,

and view the actual costs for using Azure from within the Session Recording service.

For more information, see Deploy Session Recording resources to a cloud subscription (preview).

Remove Session Recording servers from the cloud

You can now remove servers with the Offline, Uninstalled, and Installation Failed states from the

cloud to display only the desired Session Recording servers.

For more information, see Server removals.

Troubleshoot Session Recording servers from the cloud

You can perform a few troubleshooting actions from the cloud for the Session Recording servers

connected to the Session Recording service.

16



SESSION RECORDING SERVICE

For more information, see Server troubleshooting from the cloud.

Specify players for a site

You can now specify either the cloud player, on-premises players, or both to play the recordings of

a site. By default, both the cloud player and on-premises players are selected.
This feature is available with Session Recording server 2308 and later.
For more information, see Specify players for a site.

Fixes

o Attempts to send storage consumption and session statistics to the Session Recording
management dashboard always fail for Session Recording servers with a French operating

system.

April 2023

A daemon introduced for the cloud client

This release introduces a daemon to keep the Session Recording cloud client running and to
automatically repair it when it runs abnormally. The daemon is available in cloud client versions
7.38.10030.16 and later.

Activity feed

As a supplement to the Session Recording management dashboard, the Session Recording

service introduces an activity feed to improve data visibility and data visualization.
The activity feed gives you information about the events and tasks that happened in the past.

For more information, see the Activity feed article.

Email notifications

To get notified about specific events and tasks through email, you can now subscribe to email

notifications.
You can subscribe to be notified about:

* Resource usage alerts: When resource usage thresholds are exceeded

e Server status changes: When the status of a Session Recording server changes

17
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» Storage maintenance results: A digest of the results of automated tasks for archiving and

deleting recordings

For more information, see Email notifications.

Fixes
» Automated tasks for archiving and deleting recordings are terminated if the target sessions are

still live.

* If you edit more than one rule of a policy in the Session Recording service, your edits might not

take effect and a "Policy adding failed" error is logged in your web browser console.

o Attempts to edit policy rules that have a Japanese name fail.

February 2023

Support for scheduling cloud client upgrades

Previously, the Session Recording cloud client was automatically upgraded each time a new
release was issued. Starting with this release, you can upgrade the Session Recording cloud client
immediately or schedule automatic upgrades. For more information, see Schedule cloud client

upgrades.

Cloud client enhancement

We've enhanced the Session Recording cloud client in version 7.37.9010.3. This version of the
cloud client handles REST API requests and file streaming requests directly, which brings the

following benefits and changes:

» Previously, to make a Session Recording server work properly in the cloud, you must install an
SSL certificate on it and add a certificate binding in IIS. Versions 7.37.9010.3 and later of the
cloud client don't depend on the local certificates on Session Recording servers and don't
support the CUSTOMDOMAIN parameter.

For more information, see Connect existing Session Recording servers to the cloud or Install
Session Recording servers from within the cloud.

e Versions 7.37.9010.3 and later of the cloud client obliterate the need to configure the web

streaming service in 1IS if you want to use the cloud player only.

* We've removed the web configuration file (Web.config) from <Session Recording server
installation path\>/WebSocketServer, and use the registry instead for setting the transport

packet size. You can locate the registry key at

18
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HKEY_LOCAL_MACHINE\SOFTWARE!\Citrix\SessionRecording\CloudClientService\BlockSizeMultip

For more information, see Increase the transport packet size.

» The cloud client enhancement increases playback speed and creates a greater playback

experience.

December 2022

Server installation from within the cloud

Previously, you could connect only existing Session Recording servers to the Session Recording

service. For more information, see Connect existing Session Recording servers to the cloud.

Starting with this release, you can connect any machine to the Session Recording service and then
install the Session Recording server component on it from within the cloud. After installation
completes successfully, the machine becomes a Session Recording server that is connected to the

Session Recording service. To do so:

1. Prepare a machine and install the Session Recording cloud client on it. The machine is
automatically connected to the Session Recording service, appearing in the Unallocated

servers list on the Server Management page.

2. Verify that the machine is in the Ready to install status, and then click the installation icon.

The installation wizard appears.
3. Follow the wizard to install the Session Recording server component on the machine.
This new feature obliterates the need to download the Citrix Virtual Apps and Desktops installer or
the SessionRecordingAdministrationx64.msi file. It also performs domain joining and certificate

binding checks to prevent issues that might keep Session Recording servers from functioning after

being connected.

For more information, see Install Session Recording servers from within the cloud.

Improved experience in server onboarding
To connect a Session Recording server to the cloud, you must install the cloud client on it.

Previously, you had to manually enter a command to do that.

This release introduces a Generate command wizard where you can generate a command by
providing the necessary information. The wizard also provides important reminders such as for

certificate binding. To open the wizard, click Generate command on the Server connection guide

19
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page or click Continue configuration on the Session Recording service Welcome page and then

click Generate command.

For more information, see Connect existing Session Recording servers to the cloud and Install

Session Recording servers from within the cloud.

Playback justification logging

This release introduces playback justification logging and creates a Playback Logging page to
aggregate all playback logs. With playback justification logging enabled, each time a user plays a
recording, a dialog box appears, asking the user to enter a justification for playback. For more

information, see Playback logging.

November 2022

Session Recording management dashboard
The Session Recording service introduces a comprehensive management dashboard that helps
you gain insights into your system. The dashboard lets you monitor various aspects of your
system, including:

» Server status

» Storage consumption

Session statistics

Client device information

For more information, see the Session Recording management dashboard.

Trace collection from cloud clients

Citrix collects traces from the cloud clients installed on on-premises Session Recording servers

and uses the traces for troubleshooting.

20
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September 2022

Support for automatically archiving and deleting recordings on a regular
basis

In addition to archiving and deleting recordings manually, you can now schedule site-level tasks to
automatically archive and delete recordings on a regular basis. For more information, see

Manage recordings.

Recording access control
You can now restrict access to selected recordings from within the Session Recording service. In

addition to playback permissions, this feature provides more granular access control.

Citrix Cloud administrators assigned any of the following access permissions are allowed to place

access restrictions on recordings:

Full access

Cloud Administrator, All role
» Session Recording-FullAdmin, All role

» Session Recording-PrivilegedPlayerAdmin, All role

Session Recording-ReadOnlyAdmin, All role

Restricted recordings aren't accessible to Session Recording read-only administrators, that is,
Citrix Cloud administrators assigned only the Session Recording-ReadOnlyAdmin, All role.
Session Recording read-only administrators do not have permission to access the Restricted
page or remove access restrictions on the page. For more information, see Place access

restrictions on recordings.

July 2022

Support for 1912 LTSR

Previously, using the Session Recording service required a Session Recording 2203 or later
deployment. Starting with this release, you can connect Session Recording servers in a 1912 LTSR

deployment to the Session Recording service.

21
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Support for archiving and deleting recordings

You can now archive and delete recordings using the Session Recording service. When archiving
recordings, you can choose to move the recording files to a different location from the one where
they were originally stored. When deleting recordings, you can choose to also delete the recording

files along with the database records.

For information about the archiving and deletion operations, see Manage recordings.

June 2022

Session Recording service is available in the Asia Pacific South (APS) region
of Citrix Cloud

In addition to the US and EU regions, the Session Recording service is now also available for

provisioning in the Asia Pacific South (APS) region of Citrix Cloud.

Load-balancing Session Recording servers across sites

You can how manage Session Recording servers by load-balancing them across multiple sites.
You can also create or activate a policy for all Session Recording servers in a site at a time. For
more information, see Connect existing Session Recording servers to the cloud, Configure Session

Recording servers, and Configure session recording policies.

Custom domain name support for HTTPS requests

In addition to the default FQDN, a Session Recording server can now use, for HTTPS requests, a
custom domain name with an SSL certificate binding. For more information, see Connect existing

Session Recording servers to the cloud.

Support for configuring additional event response actions from the cloud
You can now configure, from the cloud, the following actions in response to logged events in
recorded sessions:

» Lock session

» Log off session

e Disconnect session

This feature is available for Session Recording 2206 and later. For more information, see

Configure event response policies.
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April 2022

Session Recording service available in the EU region of Citrix Cloud

In addition to the US region, the Session Recording service is now also available for provisioning in
the EU region of Citrix Cloud.

Administrator logging data available in the Session Recording service

The Session Recording service presents administrator logging data for Session Recording server
2204 and later. The data contains logs of administrator activities and of applicable policies

triggering recordings. For more information, see Query administrator logging data.

Support for configuring playback permissions

By default, all Citrix Cloud administrators with the Session Recording role have permission to play
all recordings. You can now limit playback permissions so that Session Recording read-only
administrators can play only specific recordings on a target Session Recording server. For more

information, see Configure playback permissions.
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Third party notices

The Session Recording service might include third-party software licensed under the terms defined

in the following document:

The Session Recording service third party notices
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Known issues

» A Session Recording server might persist in maintenance status. The issue occurs when the
Session Recording cloud client that you installed on the Session Recording server didn't

update with the new release. As a workaround, complete the following steps:

a. Remove the cloud client package ( SRCloudClientService.msi ) from the Session

Recording server.

b. Download a new cloud client package to the Session Recording server. To download the
package, navigate to Configuration > Server Management > Server connection guide

and then click Download.

c. Install the Session Recording cloud client by using a command similar to the following:

msiexec /i SRCloudClientService.msi CUSTOMERID="<Citrix Cloud
customer ID>" CLIENTID='"<secure client ID>" CLIENTSECRET='"<secure
client secret>" CUSTOMDOMAIN="<a custom domain name of the Session
Recording server>" PROXYMODE="<set the value to 1 or 2>"
PROXYSERVER="<http://proxy.example.com:proxy_port_number>"
PROXYSCRIPT="<script address>" PROXYBYPASS='"<entries separated by

semicolons (;)>" /1*v "<log path>" /qn+

Note:

Versions 7.37.9010.3 and later of the cloud client don't depend on the local
certificates on Session Recording servers and don't support the CUSTOMDOMAIN

parameter.

For information on the command variables, see Connect existing Session Recording

servers to the cloud.

» Accounts created in 2025 may be unable to use the Generate Command button. If the
automatic generation fails, assemble the installation command manually by applying your client

ID and secrets from secure client or service principal.
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Get started

This section provides instructions for you to:

* Plan your deployment

» Get-started guide

» Connect existing Session Recording servers to the cloud

* Install Session Recording servers from within the cloud

» Deploy Session Recording resources to a cloud subscriptions

» Schedule cloud client upgrades

Plan your deployment

Connectivity requirements

Session Recording cloud client

The Session Recording cloud client requires access to the following addresses:

* https:/I*.citrixworkspacesapi.net (provides access to Citrix Cloud APIs that the services use)
* https:/I*.cloud.com (provides access to the Citrix Cloud sign-in interface)

* https:/I*.blob.core.windows.net (provides access to Azure Blob Storage, which stores

updates for the Session Recording cloud client)
The cloud player requires access to the following address over WebSocket:
» wss:/[*.apps.cloud.com (provides access to play back recorded session files)
FULL URL ADDRESSES
srs.apps.cloud.com
srs-eu.apps.cloud.com

srs-ap-s.apps.cloud.com
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FULL URL ADDRESSES

srs-a.apps.cloud.com

srs-b.apps.cloud.com

srs-eu-a.apps.cloud.com

srs-eu-b.apps.cloud.com

srs-ap-s-a.pps.cloud.com

srs-ap-s-b.apps.cloud.com

trust.citrixworkspacesapi.net

trust-us.citrixworkspacesapi.net

trust-eu.citrixworkspacesapi.net

core.citrixworkspacesapi.net

produssrcloudclient.blob.core.windows.net

Ports

With versions 7.40.13020.11 and later of the cloud client, you need to only open a single port (TCP

port 443) for communication:

SOURCE DESTINATION TYPE PORT
Session Citrix Cloud™ TCP (HTTPS, 443
Recording and Microsoft Websocket)
cloud client on Azure

each Session
Recording
server

Cloud clients earlier than version 7.40.13020.11 require you to open more ports:
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SOURCE

Session
Recording
cloud client on
each Session
Recording
server

Session
Recording
cloud client on
each Session
Recording
server

Proxy

DESTINATION

Citrix Cloud and
Microsoft Azure

Session
Recording
service

TYPE

TCP (HTTPS)

TCP
(Websocket)

PORT

80, 443

8088, 9090
9094

DETAILS

Communication
with Citrix
Cloud and
Microsoft
Azure.

WebSocket
connection
between the
Session
Recording
cloud client and
the Session
Recording
service

You can set up a proxy when installing the Session Recording cloud client. For more information,

see Connect existing Session Recording servers to the cloud.

Increase the transport packet size

1. On the Session Recording server where you installed the cloud client, browse to
HKEY_LOCAL_MACHINE\SOFTWARE!\Citrix\SessionRecording\CloudClientService\BlockSizeMultip

2. Edit the BlockSizeMultiple value.

The default value is 4 (16 KB). We recommend you set the value to 8 (32 KB).
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- -Relei- 2cDad TH0aRED

Install certificates in IIS

Note:

If you're using version 7.37.9010.3 or later of the cloud client and want to use the cloud

player only, you can skip this step.

Add an SSL binding in 1IS so that:

e The Session Recording servers can connect to Citrix Cloud properly.

* You can use HTTPS to access the player.

For more information, see step 1 of HTTPS configuration.

Switch to web streaming service version 2.0

Note:

If you're using version 7.37.9010.3 or later of the cloud client and want to use the cloud

player only, you can skip this step.

29



SESSION RECORDING SERVICE

A fresh installation of Session Recording 2103 and later connects your web browser to the
web streaming service hosted in [IS when you access the player. The web streaming service
hosted in IIS is versioned 2.0, as indicated by WebSocketServerVersion under

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server .

¥ Registry Editor - X
File Edit View Favorites Help
[ Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server
v | SOFTWARE A || Name Type Data A
7-Zip 2b| DatabaseFailoverPartner REG_SZ
Business Objects ab) DatabaseName REG_SZ CitrixSessionRecording2

v Citrix DeferredHashCalcFileSizeThreshold REG_DWORD 0x00200000 (2097152)
Citrix Desktop Delivery Controller rmantTimelnHours REG_DWORD 0x00000030 (48)
> InstallAgent EnableAnalytics REG_DWORD 0x00000001 (1)
Metalnstall

$ EnableAzureSQLService REG_DWORD 0x00000000 (0)
EnableRecordingActionLogging REG_DWORD 0x00000001 (1)
{ EnableSRStoragelLogging REG_DWORD 0x00000001 (1)

v SmartAuditor
Server
> XenDesktop

) EnableWebBasedSrPlayer REG_DWORD 0x00000001 (1)
> B Xenfooks 28] LinkEmail REG_SZ
XenToolsInstall e .
en 0o Nl a5 LinkExpire REG_SZ 1728000000000
XenToolsNetSettings a8 LinkHost REG.SZ
Classes ~~JHinkHos -
. 2b|LinkSalt REG_SZ kk20d974
> Clients — )
DefaultUserEnvironment & LoggingBlockState REG_DWORD 0x00000000 (0)
dotnet b)LoggingDatabaseFailoverPartner REG_SZ
GitForWindows 3b]LoggingDatabaseName REG_SZ CitrixSessionRecordinglLogging
> Google '-’-',{ LoggingLoggingState REG_DWORD 0x00000001 (1)
> 1 Intel '-’-'«} MaxOpenfFiles REG_DWORD 0x00002710 (10000)
JavaSoft %4 MaxRolloverFileSizeInMB REG_DWORD 0x0000012¢ (300)
JreMetrics PlaybackProtection REG_DWORD 0x00000001 (1)
> Microsoft 9 PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
MorzillaPlugins av) PolicyFilePath REG_SZ C:\Program Files\Citrix\SessionRecording\Server\\A...
ODBC % PolicyFileRefreshPeriodInSeconds REG_DWORD 0x0000012c¢ (300)
> OpenSSH $5|RoleBasedSecurityEnabled REG_DWORD 0x00000001 (1)
> Partner #4|RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
Policies RolloverTimelnHours REG_DWORD 0x0000000c (12)
Python 4 ipReceiverVersionCheck REG_DWORD 0x00000001 (1)
> Qualys 2b)SmAudDatabaselnstance REG_SZ 10.108.92.40
RegisteredApplications %) WebPlayerDisableAllRecording REG_DWORD 0x00000000 (0)
Setup AL WebSocketServerVersion REG_SZ 20
< > v

An upgrade installation from an earlier version to Session Recording 2103 and later connects your
web browser to the Python-based web streaming service (version 1.0). To connect to the web
streaming service hosted in IIS, run the <Session Recording Server installation

path>\Bin\SsRecUtils.exe -enablestreamingservice command.

Get-started guide

The get-started guide outlines the necessary procedures for new and experienced administrators

to deploy and use the Session Recording service.

1. Access the Session Recording service hosted in Citrix DaasS.
Tip:

To access the Session Recording service, scroll down in the DaaS navigation pane and
locate Session Recording which is at the same level as the Manage menu. You can
hover over and pin the Session Recording menu to the top PINNED section of the

navigation pane for quick access.
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Tip:

You can also access the welcome page by clicking the question mark icon (?) in the

upper right corner of any Session Recording service page. For example, see the following

screen capture:
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Daas Premium (2 anf0] TST_testing | g v
B DS > Session Recording > Dashboard
[ unuNkuaNGoo2 v =
Servers O Refresh  Last refreshed: Mar 10, 2025, 4:15:18 PM
Server name CPUusage Network (send)
LINLINKUANGO02 S D e . 35Kbps . 14Kbps
Storage Mar 2-8, 2025
Storage locations Total size of all recordings. 7-day total 7-day average Weekday average
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= : Help x
LINLINKUANG002 v
Servers CvRefresh  Last re

Network (send)

-
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&
Storage
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2. On the welcome page, review the Session Recording service's deployment and usage

procedures. If you've already installed the Session Recording server and agent and are familiar
with the configuration, click Skip guide to go directly to the service pages for setup. Otherwise,

click Get started to begin deployment.

(Optional) Follow the wizard to complete the getting started procedures.

a. Server setup: This page guides you through installing the Session Recording server and

connecting it to the cloud by downloading and installing the cloud client on it.
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Daa$ Premium

@ serversetw
@ Server settings
® Agentinstaliation
(@ Recording policies
®

Admin authorization

@ TST_testing

Configure Session Recording X

Install Session Recording servers

© 17 you don't have an existing Session Recording deployment, use one of the following methods to
install servers and other administration components:
« Install Session Recording using the Citrix Virtual Apps and Desktops installer
- Automate installation using command lines
« Install Session Recording servers from the cloud
= Deploy Session Recording resources to a cloud subscription

Connect to Session Recording servers ® Watch video

Step 1: Download the Session Recording cloud client to the target server

Step 2: Install the Session Recording cloud client on the target server

Generate a command and then use the command to install the cloud client. For more information, see the.
Installation Guide.

Step 3: Refresh

After the Session Recording cloud client completes installation, the targst server is connected to the
Session Recording service. Click Refresh to update the list of connected servers. It might take a few
minutes for your servers to be detected.

Connected servers
@ o d into load sites later.
> Unaliocated servers 1 Servers
> Haos 1 Servers, 0 Available
> LINLINKUANG002 1 Servers, 1 Available

b. Server settings: This page displays essential server settings for using the service. More
settings can be configured later, as detailed in Server settings.

TIX  DaaS Premium

(a0 TST_testing

co
Configure Session Recording X
Configure server settings ® Watch video
@ serversewp
(@ server setings
File storage location
Agent installation
W store sessions in storage, specity

®
@ Recording policies
®

Admin authorization

multiple locations across different volumes.

C\AutomateTest202502281422

‘Add location

Certificate

Recorded session files can be digitally signed using a machine certificate. I no certificate is provided,
files will be stored without a signature.

Browse.

Customer Experience Improvement Program
‘The Citrix Customer Experience Improvement Program is a way to make the product better. Learn more

@ Join the Citrix Customer Experience Improvement Program

c. Agent installation: This agent installation prompt reminds you that the Session Recording

agent, which is essential for recording sessions and capturing detailed user activity, must

be installed. Install it on each target VDA to record hosted sessions.
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Daa$ Premium [2a©] TST_testing | oo v

Configure Session Recording X

Install Session Recording agents

@ senversewp
‘The Session Recording agent must be installed on each VDA to enable recording. Follow the instructions
o

@ senversettings
dy installed, skp this step.

@ Agentinstallation
@ Recording policies

(® Admin authorization

®

d. Recording policies: Activate a recording policy to enable session recording on a specific
site. The policy you activate applies to all Session Recording servers of the site. For policy

configuration details, see the Configure policies chapter.

i CifriX | DaaS Premium [0 TST_testing o v
Configure Session Recording X
Configure recording policies © watchideo
@ serversetwp
By default, Session Recording does not record any sessions. Activate a recording policy to start
recording. Only one policy can be activated for a site at a time.

@ server settings Site

SR2405 v
a» = custom

@ Asentinstallation

@ Recording policies

(D aitesta Custom

(® Admin authorization

(o Dometresord System-
" This policy means no sessions will be recorded. defined

Record entire sessions excluding audio (for everyone, with

@ ™ifiestion) System-
Users defined
& recording notifcations in advance.
Record entire sessions excluding audio (for everyone, without
(g titication) System-
. Users do defined

Record entire sessions excluding audio with lossy screen recording
enabled (for everyone, with notification)

System.
0> P defined

advance.

« ®

e. Admin authorization: This page reminds you to assign permissions to administrators. For

more information, see Administrator permissions.
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i CifriX | DaaSPremium 2 0} TST_testing cop. v

Configure Session Recording X
Grant permissions to administrators ©Watchvideo
@ serversewp
To manage authorized users, go to Identity and Access Managament.
When you're done, click Refresh to view the roles you have assigned to users and user groups.
@ server settings
Authorized users and user groups
@ Agentinstallation Q
@ rocorsngpotis iz e Gz
user Custom
(®  Admin authorization User Full Admin
User Full Adrmin
user Custom
User Full Admin
User custom
User Full Admin
User Full Admin
User Full Admin
User Full Admin
23>

Connect existing Session Recording servers to the cloud

You can connect Session Recording servers in a 1912 LTSR, 2203, or later deployment to the
Session Recording service.

Before proceeding to the following steps on each server you want to connect, watch the video

about connecting Session Recording servers:

Note:

Since July 2023, Microsoft has renamed Azure Active Directory (Azure AD) to Microsoft Entra
ID. In this document, any reference to Azure Active Directory, Azure AD, or AAD now refers to
Microsoft Entra ID.

Steps

To connect an existing Session Recording server to the Session Recording service, complete the

following steps on the server:
1. Allow the outbound ports based on the version of your cloud client.

* If you are using version 7.40.13020.11 or later of the cloud client, allow the outbound port
443 only.
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* If you are using a cloud client earlier than version 7.40.13020.11, allow the outbound ports
80, 443, 8088, and 9090-9094.

2. Download and install the Session Recording cloud client. After the Session Recording cloud

client completes installation, the target server is connected to the Session Recording service.

Note:

A daemon maintaining the cloud client's running state is available for versions
7.38.10030.16 and later of the cloud client. The daemon automatically fixes the cloud

client when it runs abnormally.

a. Signin to Citrix Cloud.
b. In the upper left menu, select My Services > DaaS.

c. Inthe Daas tile, scroll down in the left navigation pane and select Session Recording. You
can hover over and pin the Session Recording menu to the top PINNED section of the
navigation pane for quick access. You can reorder pinned menus by dragging them to the

desired places.

d. In the Session Recording service view, select Configuration > Server Management from

the left navigation.

e. Click Download on the Server connection guide page.

= CifriX | paas Premium a (-] ceiD: 7

Server connection guide X

© The following steps walk you through the procedure of connecting a Session Recording server to the Session
Recording service.
To create a new Session Recording deployment with your host connections, click Create site on the Server
Management page.

Step 1: Download the Session Recording cloud client to the target server

Step 2: Install the Session Recording cloud client on the target server

Generate a command and then use the command to install the cloud client. For more information, see the Installation
Guide.

Generate command

Step 3: Refresh

After the Session Recording cloud client completes installation, the target server is connected to the Session
Recording service. Click Refresh on the Server Management page to update the list of connected servers. It might
take a few minutes for your servers to be detected

®

Tip:
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* The Generate command button for cloud client installation is unavailable for the

administrators that are added through Azure AD groups.

e You can also access the Download and Generate command buttons by clicking

Continue configuration on the Session Recording service welcome page:

f. Install the cloud client on the Session Recording server. To do that, run a command as an

administrator from the location of the cloud client .msi file that you downloaded earlier.

You can enter a command manually or generate a command by clicking Generate

command on the Server connection guide page.

= CilrIX | paas Premium 2 0 ceip: 4

Server connection guide X

@ The following steps walk you through the procedure of connecting a Session Recording server to the Session
Recording service.
Tocreate a new Session Recording deployment with your host connections, click Create site on the Server
Management page.

Step 1: Download the Session Recording cloud client to the target server

Step 2: Install the Session Recording cloud client on the target server

Generate a command and then use the command to install the cloud client. For more information, see the Installation
Guide.

Generate command

Step 3: Refresh

After the Session Recording cloud client completes installation, the target server is connected to the Session

Recording service. Click Refresh on the Server Management page to update the list of connected servers. It might
take a few minutes for your servers to be detected

®

Answer questions and provide information where necessary on the Generate command

page. After that, click the Generate command button.
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Generate command X

To generate acommand, answer the following questions and provide specific information where
necessary.

Are you using a proxy setup?

(o) Yes ® No
a Enable verbose logging

Log path

‘ C:\CloudClientServicelnstall.log

Generate command

®

Generate command X

Are you using a proxy setup?

@ Yes O No

Proxy mode

Manual v

Proxy server @

: J

Proxy bypass (optional) @

@ Enable verbose logging

Log path

C:\CloudClientServicelnstall.log

@ Copy

msiexec /i SRCloudClientService.msi CUSTOMERID="2viumgl7gifl"
DEPLOYMENTLOCATION="Production” CLIENTID="edb6@4f6-ad50-4dbf-bdd2-6b2c92adda12"
CLIENTSECRET= PROXYMODE="1" 1" /1%
“c:\cloudclientServiceInstall.log" STAGING="false" TEST="true" /qn+

@ Make sure to run the command as an administrator from the location of the .msi file.

®©

If you modify the answers or provide different information after clicking the Generate
command button, the generated command automatically updates accordingly. The
Generate command button is available again after you sign out and sign back in to Citrix
Cloud.

The command is similar to the following:

msiexec /i SRCloudClientService.msi CUSTOMERID="2viumgl7qifl"
DEPLOYMENTLOCATION="Production" CLIENTID="edb604f6-ad50-4dbf-
bdd2-6b2c92a4dal2" CLIENTSECRET="yPj5zU_BVuo30d2eZTHaCw=="
PROXYMODE="1" PROXYSERVER="1" /1*v "C:
\CloudClientServiceInstall.log" STAGING="false" TEST="true" /qn+
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Where:

* SRCloudClientService.msi installs the Session Recording cloud client that enables
interaction with Citrix Cloud. Download or copy the .msi file to each Session Recording

server you want to connect.

Note:

The status of a Session Recording server might not change to Offline after you
stop the cloud client service (CitrixSsRecCloudClientService) on it. For more

information, see Configure Session Recording servers.

Citrix® collects traces from the cloud clients installed on on-premises Session

Recording servers and uses the traces for troubleshooting.

» CUSTOMERID is a required parameter. You can find the Citrix Cloud customer ID in
the upper right corner of the Citrix Cloud console. You can also find it on the Secure
Clients tab (Identity and Access Management > APl Access > Secure Clients). For

example, see the following screen capture:

= | cifnx

« |dentity and Access Management

Authentication ~ Administrators APl Access  Domains  Recovery
Secure Clients Product Registrations

Secure Clients are used to interact with Citrix Cloud APIs. Learn more about the APIs.

To use a secure client in a silent Cloud Connector install or to access Citrix Cloud APls, use zok9h8n3pizo as the customer ID parameter.

Name your Secure Client Create Client

Name D Created By Creation Date Last Used Date Actions

4:20:13 PM Mar 2, 2022 o
2:02:39 PM Mar 7, 2022 5:10:29 PM Mar 7, 2022 jof
4:22:24 PM Feb 8, 2022 1:35:13 PM Mar 30, 2022 of

» CLIENTID is a required parameter. The secure client ID is a Universally Unique
Identifier (UUID) automatically generated when you create the secure client. Secure

clients are used to interact with Citrix Cloud APIs.

» CLIENTSECRET is a required parameter. The secure client secret shows only once —
at the client creation time. After the secure client is created, click Download to save

both the secure client ID and the secure client secret in a file.
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Note:

You need the secure client ID and secure client secret of the secure principal that

will be used to install the Session Recording Cloud Client.
To obtain these values, you must first create a secure principal in Citrix Cloud.

Ensure that the secure principal is created with Full Access permissions.

(oo P .

Securs Clients are used 1o interact with Citrix Claud APIs. Learn mare abaut the APls.

Touse asecu X Dparameter

Name 4 L) @ Last Used Date

6:57:19 PM Jan 5, 2022
ID and Secret have been created successfully =

Download the ID and secret to store in a safe place. You cannotaccess the secret after you exit 210:22PM lan 19, 2022
this mad .

« PROXYMODE is an optional parameter. Set the value to 1 or 2 to enable a manual or
automatic proxy setup for the Session Recording service, respectively. If you leave the

parameter unspecified, the default value is 0, which means the proxy is disabled.

» PROXYSERVER is an optional parameter. However, if you set PROXYMODE to 1, this
parameter is required. It specifies the proxy server name or IP address and the proxy

port number. For example, <http://proxy.example.com:proxy_port_number> .
* [I*v is an optional parameter. It specifies verbose logging.
* Ign+ is a required parameter. It specifies a silent install with a user prompt at the end.
After the Session Recording cloud client completes installation, the target server is
connected to the Session Recording service. Click Refresh on the Server Management

page to update the list of connected servers. It might take a few minutes for your servers to
be detected.
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Server management

You can manage Session Recording servers by load-balancing them across multiple sites. A site
can contain multiple Session Recording servers that connect to the same Session Recording

database.

After you connect a Session Recording server to the Session Recording service, the server is
automatically grouped to the site connected to the same Session Recording database. If no such

site is available, the server becomes a site itself and the site name is the name of the server.
You can perform the following actions for server management:

» Create and edit sites with custom names and descriptions.
e Expand sites to access Session Recording servers in them.

e Drag and drop Session Recording servers to different sites. You can also change a server's site
by clicking the Settings icon of the server. The Settings icon is present only for available

servers.

» Configure server settings. For more information, Configure Session Recording servers.

Install Session Recording servers from within the cloud

You can connect existing Session Recording servers to the cloud. You can also install Session

Recording servers directly from within the cloud.

This feature obliterates the need to download the Citrix Virtual Apps and Desktops installer or the
SessionRecordingAdministrationx64.msi file. It also checks domain joining to prevent issues that

might keep Session Recording servers from functioning after being connected.

This article walks you through the process of installing a Session Recording server from within the

cloud and provides guidance for post-installation actions.

Note:

Since July 2023, Microsoft has renamed Azure Active Directory (Azure AD) to Microsoft Entra
ID. In this document, any reference to Azure Active Directory, Azure AD, or AAD now refers to

Microsoft Entra ID.
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Installation steps

To install a Session Recording server from within the cloud, connect a machine to the Session
Recording service and then install the Session Recording server on it from within the cloud. To do
so:
1. Prepare a machine.
2. Allow the outbound ports based on the version of your cloud client.

* If you are using version 7.40.13020.11 or later of the cloud client, allow the outbound port

443 only.
* If you are using a cloud client earlier than version 7.40.13020.11, allow the outbound ports

80, 443, 8088, and 9090-9094.

3. Download and install the Session Recording cloud client on the machine.

Note:

A daemon maintaining the cloud client's running state is available for versions
7.38.10030.16 and later of the cloud client. The daemon automatically fixes the cloud

client when it runs abnormally.

a. Sign in to Citrix Cloud.
b. In the upper left menu, select My Services > DaaS.

c. Inthe Daas tile, scroll down in the left navigation pane and select Session Recording. You
can hover over and pin the Session Recording menu to the top PINNED section of the
navigation pane for quick access. You can reorder pinned menus by dragging them to the

desired places.

d. In the Session Recording service view, select Configuration > Server Management from

the left navigation.

e. Click Download on the Server connection guide page.
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f.

= CilrIX | Daas Premium

Tip:

20 cei: v

Server connection guide X

@ The following steps walk you through the procedure of connecting a Session Recording server to the Session
Recording service.
Tocreate a new Session Recording deployment with your host connections, click Create site on the Server
Management page.

Step 1: Download the Session Recording cloud client to the target server

Step 2: Install the Session Recording cloud client on the target server

Generate a command and then use the command to install the cloud client. For more information, see the Installation
Guide.

Generate command

Step 3: Refresh

After the Session Recording cloud client completes installation, the target server is connected to the Session
Recording service. Click Refresh on the Server Management page to update the list of connected servers. It might
take a few minutes for your servers to be detected

®

* The Generate command button for cloud client installation is unavailable for the

administrators that are added through Azure AD groups.

* You can also access the Download and Generate command buttons by clicking

Continue configuration on the Session Recording service welcome page:

Install the cloud client on the machine. To do that, run a command as an administrator from

the location of the cloud client .msi file that you downloaded earlier.

You can enter a command manually or generate a command by clicking Generate

command on the Server connection guide page.
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= CilrIX | Daas Premium L (] ceiD: e

Server connection guide X

@ The following steps walk you through the procedure of connecting a Session Recording server to the Session
Recording service.
Tocreate a new Session Recording deployment with your host connections, click Create site on the Server
Management page.

Step 1: Download the Session Recording cloud client to the target server

Step 2: Install the Session Recording cloud client on the target server

Generate a command and then use the command to install the cloud client. For more information, see the Installation
Guide.

Generate command

Step 3: Refresh

After the Session Recording cloud client completes installation, the target server is connected to the Session
Recording service. Click Refresh on the Server Management page to update the list of connected servers. It might
take a few minutes for your servers to be detected

®

Answer questions and provide information where necessary on the Generate command

page. After that, click the Generate command button.

Generate command X

To generate acommand, answer the following questions and provide specific information where
necessary.

Are you using a proxy setup?

QO Yes @ No

a Enable verbose logging

Log path

| CCloudClientServicelnstall.log

Generate command

)
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If you modify the answers or provide different information after clicking the Generate

Generate command

Are you using a proxy setup?
@Ys QMo

Proxy mode

Manual

Proxy server @

1

Proxy bypass (optional) @

@ Enable verbose logging

Log path

C:\CloudClientServicelnstall.log

(@ Copy

msiexec /i SRCloudClientService.msi CUSTOMERID="2viumgl7qifl"

DEPLOYMENTLOCATION="Production” CLIENTID="edb64f6-ad5e-4dbf-bdd2-6b2c92adda12"

CLIENTSECRET=

1" /1*v

“C:\CloudClientServiceInstall.log" STAGING="false" TEST="true" /qn+

@ Make sure to run the command as an administrator from the location of the .msi file.

®

command button, the generated command automatically updates accordingly. The

Generate command button is available again after you sign out and sign back in to Citrix

Cloud.

4. Verify that the status of the machine shows Ready to install, and then click the installation

icon.

Server Management

To add Session Recording servers, follow the Server connection guide.

-+ Createsite (> Refresh

v Unallocated servers
Servers that do not belong to any load-balancing site.

AUTOSERVER1 Server version

Manage your Session Recording servers by load-balancing sites and configuring server settings.

Cloud client version
7.37.8000.2

1 server

O Ready to install

G

5. Follow the wizard to install the Session Recording server component on the machine.
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Install Session Recording X
sr-p2uyo2e-0

° Overview Prerequisites

@® Server inavalid domain

@ Databases and logging Load-balancing site
© Create a new site srtest ]

@ Summary O Add to a non-empty site

Components to install Version:, 2308 v

Session Recording server

Session Recording broker and storage management

Session Recording administrator logging

Administrator logging captures Session Recording server configuration changes and recording
activities to the session recording database

Session Recording database

Session Recording database

Installation location
Specify the location for the installation

C:\Program Files\Citrix ] Check path

@ Path valid

©

a. On the Overview page, complete the following steps:

i. Run a check to verify that the machine is in a valid domain.
The prerequisite check is to prevent issues that might keep Session Recording servers
from functioning after being connected.
ii. Create a site for the machine or add the machine to an existing non-empty site.
iii. Choose a server version to install.
iv. Specify an installation path and verify that the path is valid.

v. Click Next to proceed to the Databases page.
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b. On the Databases page, choose whether to use a cloud database, fill the fields
accordingly, and then click Test connection to test the connectivity to the Session

Recording database and the administrator logging database.

Install Session Recording X
CNENG5REQMKF8PX
0 Overview Databases

We will create 2 SQL databases for recording and logging data, respectively. Specify the
instance name and customize the database names as needed.

@ Databases and logging
() Usecloud database

@ Summary Instance name

| |

Session Recording database name

| |

Administrator logging database name

Test connection

Administrator logging options

Enable administrator logging

Enable or disable the administrator logging service.

Enable mandatory blocking

Lets you allow or block changes to policies and server properties if logging fails.

@ ®©

Tip:

* If you allocated the machine to an existing non-empty site earlier, the fields on the

Databases page are automatically filled.

* You can deploy the Session Recording database on the following cloud SQL

database services:
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Azure SQL Database

o

o

Azure SQL Managed Instance

o

SQL Server on Azure Virtual Machines (VMs)

o

AWS RDS

o

Google Cloud SQL Server

Install Session Recording N
serverl
@ overview Databases
We will create 2 SQL databases for recording and logging data, respectively. Specify the
@ Databases and logging instance name and customize the database names as needed.
@ Summary Use cloud database

Database service type

{ Azure SQL Managed Instance A4 ]

Instance name

[ Enter instance name ‘

User name

{ Enter user name }

Password

{ Enter password ]

Session Recording database name

[ Enter database name ‘

Administrator logging database name

[ Enter database name ]

(_ Test connection )

Administrator logging options

Enable administrator logging

Enable or disable the administrator logging service.

* Instance name: If the database instance isn't a named instance, you can use only the
computer name of the SQL Server. If you have named the instance during the instance
setup, use computer-namelinstance-name as the database instance name. To
determine the server instance name that you are using, run select @@servername on
the SQL Server. The return value is the exact database instance name. If your SQL

server is configured to be listening on a custom port other than the default port 1433,
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set the custom listener port by appending a comma to the instance name. For example,
type DXSBC-SRD-1,2433 in the Instance name text box, where 2433, following the

comma, denotes the custom listener port.

e Session Recording database name: Type a custom database name. If the Session
Recording server and the database instance are installed on different machines, grant
the sysadmin role permission on the database to the machine where the Session
Recording server is installed. If both the Session Recording server and the database
instance are installed on the same machine, grant the sysadmin role permission on the
database to the machine where the Session Recording server is installed and to the NT
AUTHORITY\NETWORK SERVICE and NT AUTHORITY\SYSTEM accounts. Click
Test connection to test the connectivity to the SQL Server instance and the validity of

the database name.

« Administrator logging database name: The administrator logging database name
must be different from the Session Recording database name. After typing the
administrator logging database name, click Test connection to test the connectivity to

the administrator logging database.

» Enable administration logging: By default, the administration logging feature is

enabled. You can disable it by clearing the check box.

» Enable mandatory blocking: By default, mandatory blocking is enabled. The normal
features might be blocked if logging fails. You can disable mandatory blocking by

clearing the check box.

Session Recording now supports different types of sql authentication, please refer to the

following table for details:

SUPPORTED SQL AUTHENTICATION SUPPORTED SQL SERVER TYPE
METHOD
SQL Server Authentication - On-Premises SQL Server

- Azure SQL Database

- Azure SQL Managed Instance

- SQL Server on Azure VMs

- AWS RDS

- Google Cloud SQL Server
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SUPPORTED SQL AUTHENTICATION
METHOD

Microsoft Entra ID Password
Authentication with Cloud Managed Entra
id account

Microsoft Entra ID Service Principal
Authentication with Cloud Managed Entra
id account

Azure managed identity

Note:

SUPPORTED SQL SERVER TYPE

- Azure SQL Database

- Azure SQL Managed Instance

Azure SQL Managed Instance

- Azure SQL Database

- Azure SQL Managed Instance

Need to install OLE DB Driver and ODBC Driver on the same machine as the cloud

client.

c. On the Summary page, verify your settings and click Install.
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Install Session Recording X
sr-p2uyo2e-0

° Overview Summary
Component
° Databases and logging Session Recording server

Session Recording administrator logging

Session Recording database

@ Summary

Version
2308

Installation location
C:\Program Files\Citrix

Databases

Instance name

tcp:sessionrecording-p2uyo2eunvalo.database.windows.net, 1433

Session Recording database name

sessionrecording

Administrator logging database name

sessionrecordinglogging

d. Check the installation progress by clicking the icon next to Installation in progress.

Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide,

~+ Createsite (™ Refresh

N Unallocated servers

Servers that do not belong to any load-balancing site. 1server

Cloud client version —
AUTOSERVER1 Server version 7.37.25476.47456 B3 installation in progress @

For example, the installation has progressed to the first step.
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Install Session Recording p 4
AUTOSERVER1

Step 1 of 4: Downloading SessionRecordingAdministrationx64.msi

Installation in progress. You can close this dialog and check back later. After the installation completes, you can find the server under
Site srtest on the Server Management page.

®

After installation completes successfully, the machine becomes a Session Recording server

that is connected to the Session Recording service. You can find the server under the site
that you created or specified. Refresh the Server Management page to view all connected

Servers.

Server Management ®

"

Manage your Session servers by load. ing sites and configuring server settings.

To add Session Recording servers, follow the Server connection guide,

+ Createsite > Refresh

> Unallocated servers (Empty) 0 server
Servers that do not belong to any load-balancing site.
N srtest 1 server, 1 available
Server version Cloud client version -
AUTOSERVERL 22.10.0.8 7.37.25476.47456 © Available 8

If the installation fails, click the icon next to Installation failed and run diagnostics to
identify possible issues. Fix the issues if any, restart the machine, and then restart the

installation wizard.
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Install Session Recording pY
TESTEL

o Installation failed

Run diagnostics to identify possible issues, Restart the installation wirard when youw ane ready 1o retry,

Run disgrostics

WS

A

®

Post-installation actions

After installing a Session Recording server from within the cloud, perform the following operations:

e Connect the newly installed Session Recording server to the target Session Recording agent.
Go to the target VDA or VDI machine and open Session Recording Agent Properties. Type
the computer name of the machine where you installed the Session Recording server. Type the

protocol and port information for the connection to the Session Recording server.
» Configure server settings, policies, and playback permissions based on your needs.

» Launch sessions to verify that sessions are recording.
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» View administrator logging data.

» Go to the Session Recording management dashboard to gain insights into your deployment.

For fresh installations, data is not immediately available on the dashboard.

Deploy Session Recording resources to a cloud subscription

This article provides information on deploying Session Recording resources to an Azure

subscription.

You can deploy the following Session Recording resources to an Azure subscription from within the
Session Recording service:

e Session Recording servers

e Databases

» Storage

Load balancer
There are two ways of deploying Session Recording resources to an Azure subscription:

» Use a host connection that connects to the Azure subscription. Creating a host connection
requires you to provide your subscription information. For more information, see Create and

deploy a site through a host connection later in this article.

* If you do not want to provide your subscription information, create an Azure Resource
Manager template (ARM template) that contains how and which resources you want to
deploy. For more information, see Create and deploy a site through an ARM template later in

this article.

Create and deploy a site through a host connection

This section guides you through the procedure of creating and deploying a site through a host

connection and the following operations that can be performed on a site deployed this way:

» Add resources to an existing site deployed on Azure
» Change the IP addresses that are allowed to access the load balancer

* View actual costs for using Azure

Create and deploy a site through a host connection

1. Select Configuration > Server Management from the left navigation of the Session Recording

service.
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Server Management

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

~+ Createsite (™ Refresh

7

- -

No data available.

2. On the Server Management page, click Create site. The Create Site page appears.

Create site

Site inf ti
@ e tformation What would you like to do?

S

e Create an empty site
LS Create a site and add servers later.

C\" Create and deploy a site through a host connection

Deploy Session Recording resources using a host connection that connects to
your specific cloud subscription. Learn more

Create an Azure Resource Manager template (ARM template) to deploy Session
Recording resources in Azure. Learn more

P Create and deploy a site through an ARM template
oo

Site name

Description (optional)
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3. Select Create and deploy a site through a host connection. The main steps are listed in the

left navigation.

Create site X

Site information

What would you like to do?
About your deployment
Optional - .
phonsa |'+‘| Create an empty site
Ao Create a site and add servers later.

Network

Virtual machines Create and deploy a site through a host connection

Deploy Session Recording resources using a host connection that connects to
Domain and certificate your specific cloud subscription. Learn more

@7

SNONONONONONONONONGC)

Storage
— Create and deploy a site through an ARM template
|-CIDI:I Create an Azure Resource Manager template (ARM template) to deploy Session
Databases Recording resources in Azure. Learn more
Load balancer
Tags .
Optional Site name
Secure client
@ Summary Description (optional)
: ary

Host Connection
[ APlAutoTestTurnkey v }

( Add connection )

®

Enter a site name and description, select a host connection that connects to your Azure

subscription, and specify a region.

 If you don't have a host connection in place, add one by referring to Add a host connection

later in this article.

« Azure Government regions aren't supported.

. After completing the site information, click Next to continue.

(Optional) To get recommendations for VM and storage configurations, provide information

about your recording needs.
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You can skip this step by clicking I'm good, skip this step or by clicking Next with nothing

selected.

Create site X

Site information . ) )
Tell us about your recording needs, so we can provide some recommendations for your

VM and storage configurations.
About your deployment s g

Optional I'm good, skip this step.
Network
Virtual machines The following information helps determine the recommended number of Session

Recording servers.

Domain and certificate
How many concurrent sessions do you have at most?

®@Q @6 O

Storage 4,000-6,000 v ‘
Databases
Recommended number of servers: 3 z) reset
Load balancer
@ Tags
Optional
The following information helps determine the recommended storage capacity.
@ re client
How much visual movement do your sessions typically have?
@ Summary ‘ Some, the display changes but not drastically v ‘

How many sessions do you need to record per day?

‘_ 5,000-10,000 v ‘

For how long do you need to retain each recording file?

‘ 15-30 days v ‘

Recommended storage capacity: 30TiB z) reset

@ ®

When you select an option from the drop-down list, a recommendation is presented according

to your selection. A reset button is available next to the recommendation. It lets you clear your

selections and the corresponding recommendation in that section.

7. Go to the Azure portal and create a new virtual network in the region you selected and set up
virtual network peering between the new virtual network and the one that your VDAs are
connected to. Then, add a subnet in the new virtual network. Find and enter the subnet ID

below.
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Create site X

Site information Before you continue, head over to Azure and create a new virtual network in the region

you selected and set up virtual network peering between the new virtual network and
About your deployment

Optional the one that your VDAs are connected to. Then, add a subnet in the new virtual network
and enter the subnet ID below. This will be the subnet for your Session Recording
Network resources to connect to.

How to find the subnet ID?

Virtual machines

Subnet ID
Domain and certificate ‘

Databases (0) Create private endpoints for storage and databases

Load balancer @ Use this option if you need to keep the connections between resources within the
private network.

Tags

Optional

Secure client

SOMONONONONONONON < I

Summary

«@ ®

To keep the connections between resources within the private network, select the Create

private endpoints for storage and databases check box.

After you select the Create private endpoints for storage and databases check box, decide

on whether to enter another subnet ID by taking the following into consideration:

* If you do not plan to join your Session Recording servers to an Active Directory domain, the

subnet is not needed and thus leave the subnet ID field empty.

« |f you leave the subnet ID field empty, you are joining your Session Recording servers to an

Azure Active Directory domain.
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Create site X

Site information . ) ) )
Before you continue, head over to Azure and create a new virtual network in the region

you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to.
Then, add a subnet in the new virtual network, this is the subnet that your Session
Network Recording resources will connect to.

After you set up the new virtual network and subnet, select them below.

About your deployment
Optional

Virtual machines
Virtual network

Domain and certificate [ turn-key-v2-vnet (Resource group: a-turn-key-v2-xinzh) v }
Storage Subnet
[ session-recording-subnet v }

Databases

Select a subnet that your VDAs can connect to.

ONONONOMONON I

Load balancer

Tags

Optional @ Create private endpoints for storage and databases

Using private endpoints requires a DNS private resolver, which needs a dedicated
subnet. In the same virtual network you created, add another subnet and select it
below.

Secure client

® 6 ©

Summary
Note: If you do not plan to join your Session Recording servers to an Active Directory
domain, the subnet is not needed.

Subnet

dns-private-resolver-outbound-endpoint-subnet v

Estimated cost (per month)
$182.5

8. Create virtual machines (VMs) as your Session Recording servers.
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Create site X

Site information ) . ) )
Create virtual machines as your Session Recording servers.

About your deployment
Omicna%! ploy Session Recording server version to install: | 2311 W ‘

Network
Image

Virtual machines ‘ Windows Server 2022 Datacenter; Azure Edition-x64 Gen2 v ‘

Domain and certificate Size
‘ Standard_D4s_v3-4vcpus, 16 GiB memory v ‘
Number of VMs

Databases (
‘ 3 }%{ e Recommended for you: 3

Load balancer

Estimated cost (per month)
Tags

Optional $812.16

Secure client

Create an administrator account for the virtual machines.
Summary

(SEGMONONONONMORON N BN

Administrator account username

Password

| °

Confirm password

| °

« ®

Note:

* The Number of VMs field is prefilled with the recommended number if there's one.

Change the number as needed.

» Estimated costs are based on standard pricing and don't take discounts into

consideration. You can expect lower actual costs than estimated.
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9. Join the Session Recording servers to the same domain with your VDAs and specify a

certificate for the Session Recording servers.

« |f your VDAs connect to an Active Directory domain, select the Join servers to an Active
Directory domain check box and enter the relevant information. By selecting the Join
servers to an Active Directory domain check box, you are configuring the deployment for

a hybrid scenario, integrating on-premises Active Directory with Azure AD.

* If your VDAs connect to an Azure Active Directory (Azure AD) domain, clear the Join
servers to an Active Directory domain check box. After you complete creating the current
site, make sure to manually join the Session Recording servers to the same Azure AD
domain. Notice that pure Azure AD deployment is available only for Session Recording
2402 and later.
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Create site

Site information

About your deployment
Optional

Network
Virtual machines

Domain and certificate

Load balancer

Tags
Optional

Secure client

Summary

® 6 00000000

@

X

Join servers to an Active Directory domain

0 This should be the domain where your VDAs reside.

Domain name
Domain controller IP address
Username

Specify a domain user with sufficient rights to join machines to the domain.

Password

| ® |

Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

| ®
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Create site X

Site information : : : :
(0) Join servers to an Active Directory domain

ébQUt %’OW deployment o Supported only on Session Recording server version 2402 or later. Please select a
ptiona compatible version in the previous step. Go back

Network

Virtual machines Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

Domain and certificate

Databases ‘ ®

Load balancer

Tags
Optional

Secure client

Summary

® 6 000000

« ®

Note:

Since July 2023, Microsoft has renamed Azure Active Directory (Azure AD) to Microsoft
Entra ID. In this document, any reference to Azure Active Directory, Azure AD, or AAD

now refers to Microsoft Entra ID.

10. Configure an Azure storage account and file shares to store your recording files. For pricing

information, see Azure Files pricing.

63


https://azure.microsoft.com/en-us/pricing/details/storage/files/

SESSION RECORDING SERVICE

Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags

Optional

Secure client

Summary

® 6 0000000040

«

X

Configure a storage account and file shares to store your recording files. For pricing
information, see Azure File Pricing.

0 A separate storage account will be created for your archived recordings, which does
not generate any cost if not used.
Storage account

Performance

@ Standard: Recommended for most scenarios (general-purpose v2 account).

O Premium: Recommended for scenarios that requires low latency.

Redundancy

‘ Locally-redundant storage (LRS) %

File shares

Tier

Transaction optimized

Maximum capacity
5TiB

Number of file shares

5] }%{ e Recommended for you: 6

Estimated cost (per month)
51843.2 (max.)

$0.06 per used GiB, actual cost depends on your usage.

11. Create two SQL databases in Azure. One is used as the Session recording database (named

sessionrecording) and the other as the administrator logging database (named

sessionrecordinglogging).
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Create site X

Create 2 SQL databases for recording and logging data, respectively.
Site information

Compute + storage
About your deployment
Optional

Service tier

Network General Purpose

Compute tier
Virtual machines P

0 Provisioned
0 Domain and certificate Hardware configuration
Standard-series (Gen5)
0 Storage Up to 128 vCores, up to 625 GiB memory
@ Databases vCores
A
O ‘ 2 v
Load balancer
Data max size (GiB)
@ Tags ( ~
Optional =0 ‘ 32
@ Secure client Estimated cost (per month)
$441.3
@ Summary
Database administrator
Username
‘ dbadmini ‘
Password
‘ ................ ® ‘
Confirm password
[T o |
- J =D ©
Note:

When adding resources, specifically Session Recording servers, to an existing site
deployed through a host connection, you are required to provide the database

administrator password set during the site creation.

12. Create a load balancer to distribute workload among the Session Recording servers. Enter the

IP addresses or ranges of your VDAs and separate them by a comma (,) in the Restrict
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access of the load balancer to only the following addresses field. For pricing information,

see Load Balancer pricing.

Create site

Site information

Load balancer

Create a load balancer to distribute workload among the servers. For pricing
information, see Load Balancer Pricing.

o About your deployment
Optional
Azure load balancer
o Network
SKU
o Virtual machines Standard
o Domain and certificate Type
O Public
o Storage ® Internal
o Databases Tier
Regional

Estimated cost (per month)

@ Tags $61.6
Optional
@ Secure client Access
@ Summary Restrict access of the load balancer to only the following addresses @

0.0.0.0/0

13. (Optional) Apply tags to the Azure resources to be created.
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Create site X

Site information You can apply tags to the Azure resources that will be created.

If no tags are needed, simply click Next to continue.
About your deployment
Optional

Network Name Value

~+ Add
Virtual machines

Domain and certificate

Storage

Databases

Load balancer

Tags
Optional

Secure client

Summary

® 00000000

D ®

14. Create a secure client to onboard the Session Recording servers to the Session Recording

service.

Click Create client to let Citrix create a secure client on your behalf. Alternatively, you can
create a secure client through the Identity and Access Management > API Access tab of the

Citrix Cloud™ console and then fill in the information below.
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Create site X

Site Information Create a secure client to onboard the Session Recording servers to the Session

Recording service.
About your deployment g

Optional Click Create client and we will create a secure client on your behalf. Alternatively, you
can create a secure client through the Identity and Access Management > AP| Access tab of
the Citrix Cloud console and then fill in the information below.

Virtual machines Create client

Domain and certificate

Network

ID
‘ 6b63afdf-d048-49e1-b27d-781bffead7a? ‘

Storage

Databases Secret

Load balancer

Tags
Optional

Secure client

®©® 0000000000

Summary

<

15. View the summary about the site to be created. Click the pencil icon to edit your settings if

needed or click the button to start deployment.
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Create site X

Regiun o Cdst &

Site information

Resource group
About your deployment
Optional
3 Virtual machine 9 V74
Network

Image Windows Server 2022 Datacenter: Azure Edition-x64 Gen2

. . Size Standard_D4s_v3-4vcpus, 16 GiB memory
Virtual machines

Domain and certificate [ Storage account V7 [ Storage account (for archive)
Performance Standard Performance Standard
Storage
Redundancy LRS Redundancy LRS
Databases File shares File Share
Maximum capacity 5TiB Maximum capacity 5TiB

Load balancer

© 0000000000

Tags
Optional
: 8 Databases @ V4 o& Load balancer V4
Secure client Service tier General Purpose SKU  Standard
vCores 2 Type Internal
Summary Data max size 32 GiB Tier  Regional
Estimated cost (per month) $1534.04

Virtual machines 5$541.44 Databases $441.30

Storage $307.20 Azure load balancer $61.60

Azure DNS $182.50

Start deployment

The following are examples of the deployment process:

Deployment in progress:

Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

~+ Createsite (> Refresh

My test site (Some description for my test site.) .
View status
A7) Site deployment in progress

While a site deployment is in progress, you can click View status to view the progress.

Deployment failed:
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®

Server Management

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

~+ Createsite (> Refresh

My test site (Some description for my test site.)
View status

A O Site deployment failed

If errors occur during the deployment process, click View status to view the error details. For

an example of the error detalils:

X

Create site

0 Error

Go back to adjust your input as needed and then try again. When you retry, we will delete the resources that have been

created and start afresh.

Don’t want to create this site anymore? You can cancel the deployment and we will delete any resources already created.

N

\

&

Back to configuration
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You can click Back to configuration or cancel the deployment. If you click Back to
configuration, you're taken back to the Create Site page where you can alter your
configurations and try again. If you're sure to cancel the deployment, follow the wizard to

remove the site and the Azure resources created for the site. For example:

Cancel deployment X

O Deleting site and resources...

You can now close this dialog. The site will be removed once the resources are deleted.

Deployment success:

When a site deployment is complete, you can expand the site and view and manage the

resources created under it. The View status button changes to Settings. An Azure icon is
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available to represent sites deployed on Azure. For information about site settings, see Site and

server settings.

Server Management @

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

~+ Createsite (> Refresh

My test site (Some description for my test site.)

. . Settings
A 2 servers, 2 available 2 storage locations Cost {current month):

Add resources to an existing site deployed on Azure

For an existing site that you have deployed on Azure through a host connection, you can add
resources including servers and storage to it. To do so, complete the following steps:

1. Select Configuration > Server Management from the left navigation of the Session Recording

service.

2. On the Server Management page, locate and unfold the target site. An Azure icon is available

to represent sites deployed on Azure.

3. Click Add resources.

Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

-+ Createsite (> Refresh

My test site (Some description for my test site)

Settings
A 2 servers, 2 available 2 storage locations Cost {current month): $746.47 Add resources
B Servers
srserverl Server version Cloud client version o Available
Server description goes here. 23.05.0.1 7.39.16000.1
srserver2 Server version Cloud client version o Availabl
wailable
Server description goes here 23.05.01 7.39.16000.1
[ storage locations  Storage maintenance
) ) ) Maximum capacity
“\est.file.core. windows.netirecordingsl
5TiB
) . . Maximum capacity
Wtest.file.core.windows.net\recordings2 5TiE
& Databases
di Pricing tier
sr-recordi
ne General Purpose: Serverlass, Gens, 1 vCore
1 Pricing tier
sr-loggin,
i General Purpose: Serverless, Gen5, 1 vCore
o& Load balancer
sr-load-balancer 3]

Site1 (This is the description for Site 1.)

) Settings
3 servers, | available

Site 2 (This is the description for Site 2.)

) Settings
1server, 1 available
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4. On the Add resources page, click Add server and Add storage as needed.

Add resources 4

My test site

~+ Add server

~+ Add storage

Start deployment

e To add servers, click Add server and then complete the following steps:
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Add resources X

[0] Session Recording Site

Server  Estimated cost (per month): $270.72 1
Image Size
Windows Server 2022 Datacenter: Azure Edition-x64 Standard_D4s_v3-4vcpus, 16 GiB memory
Gen2
Domain @ Secure client ®
sr.cloud (10.9.0.4) Provide credentials Create client
Administrator accounts e Session Recording server version to install
Provide credentials 2408 @
-+ Add storage

©

a. Specify the number of servers to add.

b. Click Provide credentials in the Domain section to join the new servers to the same

domain as the existing servers.

c. Click Provide credentials in the Administrator accounts section to provide the
database administrator password set during the site creation. Additionally, you need to
set a password for the administrator account on the server machine(s) being added. We

recommend using the same password as the one set during site creation.
d. Click Create client to onboard the new servers to the Session Recording service.

e. Click Start deployment.

e To add storage for storing recording files, click Add storage and then complete the

following steps accordingly:
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a. If your site was created with a standard storage account, you're prompted to specify the

number of file shares to add. For example:

Add resources N4

My test site

—~+ Add server

File shares  Estimated cost (per month): $307.20 (max.) @ O 1 e
Tier Maximum capacity
Transaction optimized 5TiB

Start deployment

b. If your site was created with a premium storage account, you can specify the number of

file shares to add and customize the capacity of each file share. For example:
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Add resources e

My test site

-+ Add server

File shares  Estimated cost (per month): $819.20 @ O 1 ®

Provisioned capacity (GiB)

5120 }%]

Start deployment

c. Click Start deployment.

Note:

o The Start deployment button is available when either of the following

conditions is met:

o At least one server has been specified and the domain and secure client

have been configured.
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o At least one file share has been specified.

o When resource deployment is in progress, the Settings button for the load
balancer is disabled.

o The deployment of added resources can fail and the Session Recording
service might not be able to remove these resources from your subscription. In

this case, a prompt similar to the following is provided for you to take action:

Resource deployment X
My test site

0 Deployment failed. Resolve the issue and try again.

Some resources have been created and we were unable to clean them up. Check in your Azure portal to make sure that the
following resources have been deleted to avoid unnecessary costs.

In resource group: citrix-session-recording-dov3h6mvvzxn5

[J Virtual machines (2)
srserver3
srserver4

B File shares (1) In storage account: srstoragern2olxc980bfr

recordings3

@ o

Change the IP addresses that are allowed to access the load balancer

For an existing site that you have deployed on Azure through a host connection, you can change
the IP addresses that are allowed to access the load balancer. To do so, complete the following
steps:
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1. Select Configuration > Server Management from the left navigation of the Session Recording

service.

2. On the Server Management page, locate and unfold the target site. An Azure icon is available

to represent sites deployed on Azure.

3. Click the Settings button in the Load balancer section.

Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

~+ Createsite (> Refresh

My test site (Some description for my test site.)

N Settings
H 2servers, 2 available 2 storage locations Cost (current month): $746.47 Add resources
B servers
srserverl Server version Cloud client version
Availabl
Server description goes here. 23.05.01 7.39.16000.1 a varabie @ @
srserver2 Server version Cloud client version
Availabls
Server description goss here 2305.0.1 7.38.16000.1 @ duilable Q &

[ Storagelocations Storage maintenance

Maximum capacity

‘West file.core.windows.net\recordingsi 5TiB
i

Maximum capacity

Wtest.file.core.windows.netirecordings2 5Tia
i

B Databases

di Pricing tier
sr-recordi
g General Purpose: Serverless, Gen5, 1vCore
— Pricing tier
sr-loggin,
BEINE General Purpose: Serverless, Gens, 1 vCore

o& Load balancer

sr-load-balancer

Site 1 (This is the description for Site 1)
> Settings
3 servers, 1 available

Site 2 (This is the description for Site 2.)
> Settings
1 server, 1 available

4. On the Load balancer settings page, enter the new IP addresses or ranges of your VDAs and
separate them by a comma (,) in the Restrict access of the load balancer to only the

following addresses field.
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Load balancer settings X

Access

Restrict access of the load balancer to only the following addresses @

192.168.99.0/24, 192.168.103.0/24

5. Click Save.

View actual costs for using Azure

For an existing site that you have deployed on Azure through a host connection, click the cost

amount to view the cost details. For example:
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Server Management @

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

~+ Createsite (> Refresh

My test site (Some description for my test site.)
A Settings
A 2 servers, 2 available 2 storage locations Caost (current month): $746.47
8 servers
sr-server-01 Server version Cloud client version o Availabl
Server description goes here. 221200 7362541254733 warate
sr-server-02 Server version Cloud client version o Availabl
wailable
Server description goes here. 2212.0.0 7.35.25358.46145

[ Storage locations  Storage maintenance

Maximum capacity

‘test file. windows.net\sharel
‘Wtest file.core.windows.n are’ 5TiB

Maxi it
Wtest file.core.windows.net\share2 ximum capacity
5TiB
& Databases

Pricing tier

sr-recordi
o General Purpose: Serverless, Gen5, 1 vCore

Pricing tier

sr-loggin,
BEING General Purpose: Serverless, Gen5, 1 vCore

o0& Load balancer

sr-load-balancer
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Cost analysis
My test site

March 2023

Forecast

$809.12

Accumulated cost

$746.47

$900

$600

Mar 14
Accumulated cost

$300 $510.06 -

3 Increment $29.75

[ Virtual machines

$263.64

B SQL database
$203.15

I Storage
$152.81

B Load balancer
$126.87

—_—

\

Feb
2023

Jan
2023

Total
$1,084.57

$859.73

S0
Mar 1 Mar 10 Mar 20 Mar 31
History
$1.2K
$800
R Sep 2022
$400 - @ Total $629.90 -
@ Virtual machines $172.99
B SQL database $182.14
$0 ~ @ Storage $175.80 -
Mar Apr May Jun Jul Aug Sep @ Load balancer $98.97
2022 2022 2022 2022 2022 2022 2022 zuzz zuze zuze
B Total @ Virtual machines B SQL database B Storage B Load balancer
Month Virtual machines SQL database Storage Load balancer
Feb 2023 $349.16 $361.66 $311.85 $61.90
Jan 2023 $243.51 $251.47 $248.40 $116.35
Dec 2022 $170.11 $137.90 $253.64 $119.56

$681.21

Tips for viewing the actual costs:

* When you hover on the area graph for the current month, a reference line for the date and data

from that day appears as an overlay.

e The history costs of different resources are represented by line graphs. Line graphs are

available when there are at least two months of data. WWhen you hover on the line graphs, a

reference line and cost breakdown from the month appears as an overlay. To view the line

graph of only a specific resource, hover on the resource.
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Add a host connection

To add a host connection, complete the following steps:

1. Click Add connection on the Create site page with Create and deploy a site through a host

connection selected. Or, click Add connection on the Host Connection page.

To access the Create site page, select Configuration > Server Management from the left

navigation of the Session Recording service, and then click Create site.

~+ Create site

Server Management

(> Refresh

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

4
=D
SN

No data available.

To access the Host Connection page, select Configuration > Host Connection from the left

navigation of the Session Recording service:

CifriX | paas Premium

Configuration

Server management

Host connection

Playback permissions

SIEM integration

Utility settings

B Daas > SessionRecording > Configuration > Host connection

Host connection

Connect to your Microsoft Azure subscrm% to deploy Session Recording resources with it. Learn more

~+ Add connection (¥ Refresh

Name

APlAutoTestTurnkey
APIAutoTestTurnkey

BD

BD

BD Test Release 16

BD Test Release 17
BDReleaseTest
BDReleaseTestl
UlAutoTest202407111330

UlAutoTest202407111459

Description

APIAutoTestTurnkeyDescription

APIAutoTest TurnkeyDescription

bdtest1012

1030

UlAutoTestDescription

UlAutoTestDescription

573
£ cCiD: b

Secret expiration date
082024 @
12/29/2024
2/20/2024 @
10/31/2023 @
11/21/2025
10/17/2025
7/8/2023
8/7/2023
9/9/2024

9/9/2024

2 > [ 10/page v |

®

2. On the Add connection page, give the new host connection a name and a description

(optional). Enter your Azure subscription ID and the following required information about your

application registration:
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 Application (client) ID

 Service principal object ID (ID of the service principal object associated with the application)

Directory (tenant) ID

Client secret

e Secret expiration date
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Add connection X

Name

l Name this connection

Description (optional)

Enter description

Complete the following fields to add a connection. You can obtain the information from your Azure portal.

Subscription ID

[ Enter subscription ID }

Use the subscription with which your VDAs are deployed.

Application (client) ID

Enter application ID ]

Service principal object ID @

[ Enter service principal object ID ]

Directory (tenant) ID

[ Enter directory ID ]

Client secret

[ Enter client secret value ]

Secret expiration date

[ Select or enter date 55

To find your Azure subscription ID, do the following:

a. Sign in to the Azure portal.

b. Under the Azure services section, select Subscriptions.
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c. Find your subscription in the list and copy the Subscription ID shown in the second

column.

P Search resources, services, and docs (G+)

Subseription name T Subscription ID Ty, My role Ty Current cost Secure Score T4 Parent management group 7. Status 7y

e o Tenant Root Group © active

To obtain the required information about your application registration, do the following:

a. (Skip this step if you already have an application registered.) Register an application with
your Azure AD tenant. An application must be registered to delegate identity and access

management functions to Azure AD.
There are two methods for registering an application.
Method 1:

i. Copy the following Citrix-provided script and name it, for example,

AppRegistration.ps1:

<#
.SYNOPSIS

Copyright (c) Citrix Systems, Inc. All Rights Reserved.
.DESCRIPTION

Create Azure app registrations and give proper permissions
for Citrix Session Recording service deployment

.Parameter azureTenantID
.Parameter azureSubscriptionID
.Parameter appName

.Parameter role

#>
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[CmdletBinding()]

Param(

[Parameter (Mandatory = $true)] [String] $tenantId,

[Parameter (Mandatory = $true)] [String] $subscriptionId,

[Parameter (Mandatory = $true)] [String] $appName,

[Parameter (Mandatory = $true)] [String] $role

if ($role -ne "Citrix Session Recording service" -and $role -ne
"Citrix Session Recording Deployment" -and $role -ne
"Contributor") {

throw [System.Exception] "Invalid role '$role', only support

'Citrix Session Recording service', 'Citrix Session Recording
Deployment', and 'Contributor'."

try {

Get-InstalledModule -Name "Az.Accounts" -ErrorAction Stop

catch {

Install-Module -Name "Az.Accounts" -Scope CurrentUser
-Repository PSGallery -SkipPublisherCheck -Force

try {
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Get-InstalledModule -Name "Az.Resources" -ErrorAction Stop

catch {

Install-Module -Name "Az.Resources" -Scope CurrentUser
-Repository PSGallery -SkipPublisherCheck -Force

Connect-AzAccount -TenantId $tenantId -Subscription
$subscriptionId

try {

$azureAdApplication = Get-AzADApplication -DisplayName
$appName

if ($null -eq $azureAdApplication) {

Write-Host "Create a new app registration for Citrix
Session Recording" -ForegroundColor Green

$azureAdApplication = New-AzADApplication -DisplayName
$appName -AvailableToOtherTenants $false

else {

Write-Host "App registration '$appName' already exists."
-ForegroundColor Yellow
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$azureAdApplicationServicePrincipal = Get-
AzADServicePrincipal -DisplayName $appName

if($null -eq $azureAdApplicationServicePrincipal) {

$azureAdApplicationServicePrincipal = New-
AzADServicePrincipal -AppId $azureAdApplication.AppId

Write-Host "Create a service principal for app
registration '$appName'" -ForegroundColor Green

}else{

Write-Host "Service principal already exists for app
registration '$appName'" -ForegroundColor Yellow

if ($role -eq "Citrix Session Recording service" -or $role
-eq "Citrix Session Recording Deployment") {

$rootPath = Get-Location

$customRolePath = $(Join-Path -Path $rootPath -ChildPath
"sessionrecording.json") | Resolve-Path

$customRoleJson = Get-Content $customRolePath |

ConvertFrom-Json

$customRoleJson.AssignableScopes[0] = "/subscriptions/" +
$subscriptionId

$tmpCustomRolePath = Join-Path -Path $rootPath -ChildPath
"sessionrecording_tmp.json"

$roleDef = Get-AzRoleDefinition -Name $role

if ($null -eq $roleDef) {
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try {

$customRoleJson | ConvertTo-Json -depth 32 | Set-
Content $tmpCustomRolePath

Write-Host "Create a custom role '$role'"
-ForegroundColor Green

New-AzRoleDefinition -InputFile
$tmpCustomRolePath

catch {

Write-Host "Failed to create custom role, error:
$_" -ForegroundColor Red

throw $_.Exception

else {

try {

$customRoledson | Add-Member -MemberType
NoteProperty -Name 'id' -Value $($roleDef.Id)

$customRoleJson | ConvertTo-Json -depth 32 | Set-
Content $tmpCustomRolePath

Write-Host "Upadate the custom role '$role'"

-ForegroundColor Green

Set-AzRoleDefinition -InputFile
$tmpCustomRolePath

catch {
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Write-Host "Failed to update custom role, error:
$_" -ForegroundColor Red

throw $_.Exception

$roleAssignment = Get-AzRoleAssignment -RoleDefinitionName
$role -ObjectId $($azureAdApplicationServicePrincipal.Id)

if ($null -eq $roleAssignment) {

Write-Host "Assign role '$role' to app '$appName'"
-ForegroundColor Green

New-AzRoleAssignment -RoleDefinitionName $role
-ApplicationId $azureAdApplication.AppId

}
else {
Write-Host "Role '$role' already assigned to app
"$appName'" -ForegroundColor Yellow
}
Write-Host "Tenant ID: $tenantId"

-ForegroundColor Green

Write-Host "Subscription ID: $subscriptionId”
-ForegroundColor Green

Write-Host "Application ID: $
($azureAdApplication.AppId)" -ForegroundColor Green
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Write-Host "Service principal object ID: $
($azureAdApplicationServicePrincipal.Id)" -ForegroundColor Green

}
catch {

Write-Host "Failed to assign role assignment to this app,
error: $_" -ForegroundColor Red

Write-Host "Please make sure the current azure admin has
permission to assign roles" -ForegroundColor Red

. Copy the following custom role file and name it sessionrecording.json. This custom

role file helps to assign least permissions for the application to be registered.

"name": "Citrix Session Recording service",

"description": "This role has permissions which allow Citrix
Session Recording service to deploy Session Recording resources
using a host connection.",

"assignableScopes": [

"/subscriptions/*"

1

"actions": [

"Microsoft.Compute/availabilitySets/write",
"Microsoft.Compute/virtualMachines/delete",

"Microsoft.Compute/virtualMachines/extensions/read",

"Microsoft.Compute/virtualMachines/extensions/write",
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action",

action",

read",

write",

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

Compute/virtualMachines/read",

Compute/virtualMachines/runCommands/read",

Compute/virtualMachines/runCommands/write",

Compute/virtualMachines/write",

CostManagement/forecast/read",

.CostManagement/query/read",

KeyVault/locations/deletedvVaults/purge/

KeyvVault/vaults/

PrivateEndpointConnectionsApproval/action",

KeyvVault/vaults/read",

KeyVault/vaults/secrets/read",

.KeyVault/vaults/secrets/write",

KeyvVault/vaults/write",

ManagedIdentity/userAssignedIdentities/assign/

ManagedIdentity/userAssignedIdentities/read",

ManagedIdentity/userAssignedIdentities/write",

Network/dnsForwardingRulesets/forwardingRules/

Network/dnsForwardingRulesets/forwardingRules/

Network/dnsForwardingRulesets/read",

Network/dnsForwardingRulesets/

virtualNetworkLinks/read",
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"Microsoft.

action",

read",

write",

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft.

join/action",

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

Network/dnsForwardingRulesets/

virtualNetworkLinks/write",

Network/dnsForwardingRulesets/write",

Network/dnsResolvers/outboundEndpoints/join/

Network/dnsResolvers/outboundEndpoints/read"

.Network/dnsResolvers/outboundEndpoints/write",

Network/dnsResolvers/read",

Network/dnsResolvers/write",

Network/loadBalancers/backendAddressPools/

Network/loadBalancers/read",

Network/loadBalancers/write",

.Network/networkInterfaces/join/action",

Network/networkInterfaces/read",

Network/networkInterfaces/write",

Network/networkSecurityGroups/delete",

Network/networkSecurityGroups/join/action",

Network/networkSecurityGroups/read",

.Network/networkSecurityGroups/securityRules/

Network/networkSecurityGroups/securityRules/

Network/networkSecurityGroups/write",

93



SESSION RECORDING SERVICE

read",

write",

read",

write",

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

Network/privateDnsZones/join/action",

Network/privateDnsZones/read",

Network/privateDnsZones/virtualNetworkLinks/

Network/privateDnszZones/virtualNetworkLinks/

.Network/privateDnsZones/write",

Network/privateEndpoints/privateDnsZoneGroups/

Network/privateEndpoints/privateDnsZoneGroups/

Network/privateEndpoints/read",

Network/privateEndpoints/write",

.Network/publicIPAddresses/join/action",

Network/publicIPAddresses/read",

Network/publicIPAddresses/write",

Network/virtualNetworks/join/action",

Network/virtualNetworks/read",

Network/virtualNetworks/subnets/join/action",

Network/virtualNetworks/subnets/read",

Resources/deployments/operationstatuses/read",

Resources/deployments/read",

Resources/deployments/write",

Resources/subscriptions/resourceGroups/
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delete",

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.
delete",
"Microsoft.
read",
"Microsoft.
write",
"Microsoft.
"Microsoft.
"Microsoft.
1,
"NotActions":
"DataActions":

.Resources/subscriptions/resourceGroups/read",

Resources/subscriptions/resourceGroups/write",

Sql/servers/auditingSettings/write",

Sql/servers/databases/write",

Sql/servers/firewallRules/write",

Sql/servers/

privateEndpointConnectionsApproval/action",

Sql/servers/read",

Sql/servers/write",

Storage/storageAccounts/

PrivateEndpointConnectionsApproval/action",

Storage/storageAccounts/fileServices/shares/

Storage/storageAccounts/fileServices/shares/

Storage/storageAccounts/fileServices/shares/

Storage/storageAccounts/listkeys/action",

Storage/storageAccounts/read",

Storage/storageAccounts/write"

1,

L1,

"NotDataActions": []
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iii. Put AppRegistration.ps1 and sessionrecording.json in the same folder.
iv. Run either of the following commands as needed.

To create an application and assign it least permissions with the preceding custom role file

(sessionrecording.json), run:

.\AppRegistration.psl -tenantId <tenant ID> -subscriptionId
<subscription ID> -appName <application name> -role "Citrix Session

Recording service"

To create an application and assign it the Azure built-in
**Contributor** role, run:

.\AppRegistration.psl -tenantId <tenant ID> -subscriptionId
<subscription ID> -appName <application name> -role "Contributor"

Method 2:

Go to the Azure portal and register an application by yourself. Grant proper permissions to
the application. For the least permissions that are required, see the

sessionrecording.json file in Method 1.

b. Click the display name of your application.
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- e

Home

App registrations 2 X
4 New regisation @ endpoints /¥ Treubleshocting () Refresh & Download B3 Preview feawres | A7 Got feedback

@ Starting June 30th, 2020 we will no longer ac any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We wil cantinue to provide ty updates but we will na longer need o Lorary (MSAL)
a0d Microsoft Graph. Lean more

All applications  Owned applications  Deleted applications.

£ Start typing a display name or apphication (dient) ID to filter these r g add fiters

1 3pplications found

Display name 7 Application (client) 1D Createdon Ty Certificates & secrets.

3/9/2023 © cumrent

c. On the overview page, find the application (client) ID and directory (tenant) ID. Click the link
next to Managed application in local directory to find the ID of the service principal object
associated with the application. Click the link next to Client credentials to find the client

secret ID and its expiration date.

e S

Provisioning Service # x
P search [ celete & endpoints ) Preview features
B ovenview

~ Essentials

& Quickstart

Cillix Provisioning Service [ cient crecentios

{ integration assistant

»

Redirect URls

Manage cation 1D U 300052636426,/¢b089a26-52b0-4492 -3¢ 24-TbfS "
B 8randing & properties I 'Managed application in |
Al Mcroso aceount usae

D Authentication 1

Centfeates & secets @ Staring June 30tk 2 sdd 8 Library (ADAL) and Azure AD Graph.We will continue w X
11t Token configuration be upgraded awd N s
= APl permissions

A Surting Nevemberdun 2 nger be abie titenant apps without A MEN 1D t0 verty ubliher

@ exposean APl
B App ol
pproles GetStarted  Documentation
2 Ouners I
Roles and administrators

Build your application with the Microsoft identity platform

B Manifest

) The Microsct identity platform is ion service, op [ d tocls. . sheication soktions
Support + Troubleshooting ‘sccess snd protect APIs, 3nd 3d sign-in for your users snd customers. Leam morers

P Troubleshosting

& New support request & i ]
& y N ‘h b i :
H . &

Call APIs Sign in users in 5 minutes. Configure for your organization

Build more powerful apps with rich user and Use our SDKs 1o sign in users and call APls i a few Assign users and groups, apply conditional access
business data from Micrasoft services and your own steps, Use the quickstarts to start a web app, mobile policies, configure single sign-on, and more in
company's data sources. app, $P4, or daeman app. Enterprise applications.

For example, the ID of the service principal object associated with the application:

m D )

Home > Citrix Provisioning Service >

gz Citrix Provisioning Service | Overview - x
" cnterprise Application

B Overview Properties
(D Deployment Plan Name @
.
K Diagnose and solve problems. I Citrix Provisioning Service 3]
Application 1D @

Manage "

]
{1t Properties

Object D @
2 Owners o
& Roles and administrators )
Getting Started
28 Users and groups
D single sign-on
& Provisionin 3 . 3. Self service
9 & 1. Assign users and groups (2) 2. provision User Accounts €
B Application proxy Provide specific users and groups access You'll need to create user accounts in Enabla users to requést access Lo the
to the applications the application application using their Azure AD
€ Self-senvice credentials
Assign users and groups Lear more N

Security

What's New

%\ Permissions

Sign in charts have moved!

© Token encryption
TIR] 7 new nsights view shows sign in info slong with other useful application data. View insights

Activty Delete Application has moved to Properties
9 signinlogs You can now delete your application from the Properties page. View p
fid Usage & insights Getting started has moved to Overview
The Getting Started page has been replaced by the steps above
B Auditlogs

For example, the client secret ID and its expiration date:
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B Overview

& Quickstart

A Integration assistant

Manage

= gaanding & properties

D Avthenication
Certificates & secrets.

1l Token configuration

& New support request

Citrix Provisioning Service | Certificates & secrets

A7 Got feedback?

Credentials enable cenfidential 3

lications to identify themselves 1o the authentication service when rece

eiving tokens at 3 web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

@ sopic secresand the tas below.

Certificates (0)  Client secrets (1) Federated credentials (0)

& secret string that the application uses 1o prove its iden

tity when requesting 3 token. Also can be referred

to 25 application password.

= APl permissions t N
@ Expose an A Desc Expires Value © secret 1D
B App roles N deseription 32123 Qpzr—

2 ouners

3. Click Save to test whether the host connection you specify is available.

If the host connection you specify is available, you're taken back to the Host Connection page

and prompted that the host connection is added successfully.

The Session Recording service reminds you of expired and expiring client secrets using error

and warning icons, respectively. You can click the corresponding host connection and click

Change secret on the Connection details page to update the client secret and its expiration

date.

@2 5 > [(107mme ]

Host Connection Connection details X
Connect to your Microsoft Azure subscription to deploy Session Recording resources withit. Leam more
Name
+ Add connection (¥ Refresh
BDTestTurnKey Vi
Name + Description Secret expiration date
ALITEST test 8/30/2023 Description
APlAutaTestTurnkey APlAutaTestTurnkeyDescription 8/25/2023 testing0628 Vi
APIAutaTestTurnkey APlAutaTestTurkeyDescription 8/30/2023
BDTestTurnKey testing0628 712212029 A
CurryBi 71812023 @ Subseription ID
i - va0es| @ eb0B9a2e-52b0-4492-024-7bf579cff14f
Huiru TEST Huiru test 6/28:202 & Application (client) ID
UlAutoTest202306261702 UlAutoTestDescription 8/25/202: 79a82451-0782-4734.832¢.48e504a5ce0e
UlAutoTest202306261721 UlutoTestDeseription 8/25/2023
UlAutoTest202306261733 UlAutoTestDescription 8/25/2023 Service principal object ID

da94dBae-55¢8-4d9d-9213-68d3def63c33

Directory (tenant) ID
db 48548219

Secret expiration date

712212023

A Thesecretis expiring in 6 days.

Change secret

®

Create and deploy a site through an ARM template

You can create an Azure Resource Manager template (ARM template) to deploy Session

Recording resources in Azure. The following are the main steps to achieve this goal:

1. Create an ARM template in the Session Recording service. The ARM template is a JavaScript

Object Notation (JSON) file that contains how and which resources you want to deploy.
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2. Download and unzip the ARM template. Run the deployment script in the unzipped template

folder to start deploying the recourses specified in the template to Azure.

3. Check the deployment progress in Azure. After the deployment is complete, set up Session
Recording to get it up and running. To set up Session Recording, you need to specify the

version of the Session Recording server to install and upload the resourcelnfo.json file.

The specific steps are as follows:

1. Select Configuration > Server Management from the left navigation of the Session Recording

service.

Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

+ Create site (* Refresh

-

- 4

No data available.

2. On the Server Management page, click Create site. The Create Site page appeatrs.
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Create site X

Site inf ti
@ e information What would you like to do?

o Create an empty site
A—_— Create a site and add servers later.

Deploy Session Recording resources using a host connection that connects to
your specific cloud subscription. Learn more

o\ Create and deploy a site through a host connection
@

o Create an Azure Resource Manager template (ARM template) to deploy Session
Recording resources in Azure. Learn more

P Create and deploy a site through an ARM template
a

Site name

Description (optional)

- 1=

3. Select Create and deploy a site through an ARM template. The main steps are listed in the

left navigation.
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Downloads

Create site X

Site information What would you like to do?

About your deployment
Optional |(-|-‘| Create an empty site

L= Create a site and add servers later.
Network

Virtual machines Create and deploy a site through a host connection

Deploy Session Recording resources using a host connection that connects to
Domain and certificate your specific cloud subscription. Learn more

@7

P Create and deploy a site through an ARM template
(o]

L") Create an Azure Resource Manager template (ARM template) to deploy Session
Databases Recording resources in Azure. Learn more

Load balancer

Tags .
Optional Site name

Secure client

SEGNONONONONONONONONOC)

Summary Descriptinn (optional)

Region

All your resources will be created in this region.

« ®

4. Enter a site name and description, and then click Next.

5. (Optional) To get recommendations for VM and storage configurations, provide information

about your recording needs.

You can skip this step by clicking I'm good, skip this step or by clicking Next with nothing

selected.
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Create site X

Site information ) ) :
Tell us about your recording needs, so we can provide some recommendations for your

VM and storage configurations.
About your deployment 8 g

Optional I'm good, skip this step.

Network

Virtual machines The following information helps determine the recommended number of Session
Recording servers.

Domain and certificate
How many concurrent sessions do you have at most?

[ 4,000-6,000 v ‘

Databases
Recommended number of servers: 3 €Y reset

Load balancer
Tags
Optional

The following information helps determine the recommended storage capacity.
ire client

How much visual movement do your sessions typically have?

SEBNONONONONONONORBON

Summary ‘ Some, the display changes but not drastically % ‘

How many sessions do you need to record per day?

‘ 5,000-10,000 v ‘

For how long do you need to retain each recording file?
‘ 15-30 days % ‘

Recommended storage capacity: 30TiB €) reset

< ®

When you select an option from the drop-down list, a recommendation is presented according

to your selection. A reset button is available next to the recommendation. It lets you clear your

selections and the corresponding recommendation in that section.

6. Go to the Azure portal and create a new virtual network in the region you selected and set up
virtual network peering between the new virtual network and the one that your VDAs are
connected to. Then, add a subnet in the new virtual network. Find and enter the subnet ID

below.
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Create site X

Site information Before you continue, head over to Azure and create a new virtual network in the region

you selected and set up virtual network peering between the new virtual network and
About your deployment

Optional the one that your VDAs are connected to. Then, add a subnet in the new virtual network
and enter the subnet ID below. This will be the subnet for your Session Recording
Network resources to connect to.

How to find the subnet ID?

Virtual machines

Subnet ID
Domain and certificate ‘

Databases (0) Create private endpoints for storage and databases

Load balancer @ Use this option if you need to keep the connections between resources within the
private network.

Tags

Optional

Secure client

SOMONONONONONONON < I

Summary

«@ ®

To keep the connections between resources within the private network, select the Create

private endpoints for storage and databases check box.

After you select the Create private endpoints for storage and databases check box, decide

on whether to enter another subnet ID by taking the following into consideration:

* If you do not plan to join your Session Recording servers to an Active Directory domain, the

subnet is not needed and thus leave the subnet ID field empty.

« |f you leave the subnet ID field empty, you are joining your Session Recording servers to an

Azure Active Directory domain.

103



SESSION RECORDING SERVICE

ONONONOMONON I

® 6 ©

Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

Databases

Load balancer

Tags
Optional

Secure client

Summary

X

Before you continue, head over to Azure and create a new virtual network in the region
you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to.

Then, add a subnet in the new virtual network, this is the subnet that your Session
Recording resources will connect to.

After you set up the new virtual network and subnet, select them below.

Virtual network

[ turn-key-v2-vnet (Resource group: a-turn-key-v2-xinzh) v }

Subnet

[ session-recording-subnet v }

Select a subnet that your VDAs can connect to.

@ Create private endpoints for storage and databases

Using private endpoints requires a DNS private resolver, which needs a dedicated
subnet. In the same virtual network you created, add another subnet and select it
below.

Note: If you do not plan to join your Session Recording servers to an Active Directory
domain, the subnet is not needed.

Subnet

dns-private-resolver-outbound-endpoint-subnet v

Estimated cost (per month)
$182.5

7. (Skip this step if you already have an application registered.) Register an application with your

Azure AD tenant. An application must be registered to delegate identity and access

management functions to Azure AD.

There are two methods for registering an application.

Method 1:

a. Copy the following Citrix-provided script and name it, for example, AppRegistration.psl:

<#

.SYNOPSIS

Copyright (c) Citrix Systems, Inc. All Rights Reserved.
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.DESCRIPTION

Create Azure app registrations and give proper permissions for
Citrix Session Recording service deployment

.Parameter azureTenantID
.Parameter azureSubscriptionID
.Parameter appName

.Parameter role

#>

[CmdletBinding()]

Param(
[Parameter (Mandatory = $true)] [String] $tenantId,
[Parameter (Mandatory = $true)] [String] $subscriptionId,
[Parameter (Mandatory = $true)] [String] $appName,
[Parameter (Mandatory = $true)] [String] $role

)

if ($role -ne "Citrix Session Recording service" -and $role -ne
"Citrix Session Recording Deployment" -and $role -ne "Contributor™")

{

throw [System.Exception] "Invalid role '$role', only support
'Citrix Session Recording service', 'Citrix Session Recording
Deployment', and 'Contributor'."
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try {

Get-InstalledModule -Name "Az.Accounts" -ErrorAction Stop

catch {

Install-Module -Name "Az.Accounts" -Scope CurrentUser
-Repository PSGallery -SkipPublisherCheck -Force

try {

Get-InstalledModule -Name "Az.Resources" -ErrorAction Stop

catch {

Install-Module -Name "Az.Resources" -Scope CurrentUser
-Repository PSGallery -SkipPublisherCheck -Force

Connect-AzAccount -TenantId $tenantId -Subscription $subscriptionId

try {

$azureAdApplication = Get-AzADApplication -DisplayName S$appName
if ($null -eq $azureAdApplication) {

Write-Host "Create a new app registration for Citrix Session
Recording" -ForegroundColor Green
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$azureAdApplication = New-AzADApplication -DisplayName
$appName -AvailableToOtherTenants $false

else {

Write-Host "App registration '$appName' already exists."
-ForegroundColor Yellow

$azureAdApplicationServicePrincipal = Get-AzADServicePrincipal
-DisplayName $appName

if($null -eq $azureAdApplicationServicePrincipal) {

$azureAdApplicationServicePrincipal = New-
AzADServicePrincipal -AppId $azureAdApplication.AppId

Write-Host "Create a service principal for app registration
'$appName'" -ForegroundColor Green

}else{

Write-Host "Service principal already exists for app
registration '$appName'" -ForegroundColor Yellow

if ($role -eq "Citrix Session Recording service" -or $role -eq
"Citrix Session Recording Deployment") {

$rootPath = Get-Location

$customRolePath = $(Join-Path -Path $rootPath -ChildPath
"sessionrecordingdeployment.json") | Resolve-Path

$customRoleJson = Get-Content $customRolePath | ConvertFrom-
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Json

$customRoledson.AssignableScopes[0] = "/subscriptions/" +
$subscriptionId

$tmpCustomRolePath = Join-Path -Path $rootPath -ChildPath

"sessionrecording_tmp.json"

$roleDef = Get-AzRoleDefinition -Name $role
if ($null -eq $roleDef) {

try {

$customRoleJson | ConvertTo-Json -depth 32 | Set-
Content $tmpCustomRolePath

Write-Host "Create a custom role '$role'"
-ForegroundColor Green

New-AzRoleDefinition -InputFile $tmpCustomRolePath

catch {

Write-Host "Failed to create custom role, error: $_"
-ForegroundColor Red

throw $_.Exception

else {

try {

$customRoledson | Add-Member -MemberType
NoteProperty -Name 'id' -Value $($roleDef.Id)
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$customRoleJson | ConvertTo-Json -depth 32 | Set-
Content $tmpCustomRolePath

Write-Host "Upadate the custom role '$role'"
-ForegroundColor Green

Set-AzRoleDefinition -InputFile $tmpCustomRolePath

catch {

Write-Host "Failed to update custom role, error: $_"
-ForegroundColor Red

throw $_.Exception

$roleAssignment = Get-AzRoleAssignment -RoleDefinitionName $role
-ObjectId $($azureAdApplicationServicePrincipal.Id)

if ($null -eq $roleAssignment) {

Write-Host "Assign role '$role' to app '$appName'"
-ForegroundColor Green

New-AzRoleAssignment -RoleDefinitionName $role
-ApplicationId $azureAdApplication.AppId

else {

Write-Host "Role '$role' already assigned to app '$appName'"
-ForegroundColor Yellow
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Write-Host "Tenant ID: $tenantId"
-ForegroundColor Green

Write-Host "Subscription ID: $subscriptionId"

-ForegroundColor Green

Write-Host "Application ID: $
($azureAdApplication.AppId)" -ForegroundColor Green

Write-Host "Service principal object ID: $
($azureAdApplicationServicePrincipal.Id)" -ForegroundColor Green

}
catch {

Write-Host "Failed to assign role assignment to this app, error:
$_" -ForegroundColor Red

Write-Host "Please make sure the current azure admin has
permission to assign roles" -ForegroundColor Red

b. Copy the following custom role file and name it sessionrecordingdeployment.json. This

custom role file helps to assign least permissions for the application to be registered.

"name": "Citrix Session Recording Deployment",
"description": "This role has permissions which allow users to
deploy Session Recording resources using an Azure Resource Manager

template (ARM template). ",

"assignableScopes": [

"/subscriptions/*"
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1

action

action

read",

"actions": [

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

n
4

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

n
4

"Microsoft.

"Microsoft.

"Microsoft.

Compute/availabilitySets/write",

Compute/virtualMachines/extensions/read",

Compute/virtualMachines/extensions/write",

.Compute/virtualMachines/read",

Compute/virtualMachines/runCommands/read",

Compute/virtualMachines/runCommands/write",

Compute/virtualMachines/write",

ContainerInstance/containerGroups/read",

ContainerInstance/containerGroups/write",

.KeyVault/vaults/PrivateEndpointConnectionsApproval/

KeyvVault/vaults/read",

KeyVault/vaults/secrets/read",

KeyVault/vaults/secrets/write",

KeyvVault/vaults/write",

ManagedIdentity/userAssignedIdentities/assign/

ManagedIdentity/userAssignedIdentities/read",

ManagedIdentity/userAssignedIdentities/write",

Network/dnsForwardingRulesets/forwardingRules/
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write"

read",

write"

action

action

"Microsoft.

4

"Microsoft.

"Microsoft.

"Microsoft.

4

"Microsoft

"Microsoft.

n
4

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

n
4

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft.

Network/dnsForwardingRulesets/forwardingRules/

Network/dnsForwardingRulesets/read",

Network/dnsForwardingRulesets/virtualNetworkLinks/

Network/dnsForwardingRulesets/virtualNetworkLinks/

.Network/dnsForwardingRulesets/write",

Network/dnsResolvers/outboundEndpoints/join/

Network/dnsResolvers/outboundEndpoints/read",

Network/dnsResolvers/outboundEndpoints/write",

Network/dnsResolvers/read",

Network/dnsResolvers/write",

Network/loadBalancers/backendAddressPools/join/

Network/loadBalancers/write",

Network/networkInterfaces/join/action",

Network/networkInterfaces/read",

Network/networkInterfaces/write",

.Network/networkSecurityGroups/join/action",

Network/networkSecurityGroups/read",

Network/networkSecurityGroups/securityRules/read",

Network/networkSecurityGroups/securityRules/write",
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"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/privatebDnsZones/join/action",
"Microsoft.Network/privateDnsZones/read",
"Microsoft.Network/privateDnsZones/virtualNetworkLinks/read",
"Microsoft.Network/privateDnsZones/virtualNetworkLinks/write",
"Microsoft.Network/privateDnsZones/write",

"Microsoft.Network/privateEndpoints/privateDnsZoneGroups/

read",

"Microsoft.Network/privateEndpoints/privateDnszZoneGroups/
write",

"Microsoft.Network/privateEndpoints/read",
"Microsoft.Network/privateEndpoints/write",
"Microsoft.Network/publicIPAddresses/join/action",
"Microsoft.Network/publicIPAddresses/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Network/virtualNetworks/join/action",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Network/virtualNetworks/subnets/read",
"Microsoft.Resources/deploymentScripts/read",
"Microsoft.Resources/deploymentScripts/write",

"Microsoft.Resources/deployments/operationstatuses/read",

"Microsoft.Resources/deployments/read",
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"Microsoft.

action

read",

write"

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft

n
4

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft

"Microsoft

4

"Microsoft

"Microsoft

"Microsoft

Resources/deployments/validate/action",

Resources/deployments/write",

Resources/subscriptions/resourceGroups/read",

Resources/subscriptions/resourceGroups/write",

Resources/templateSpecs/read",

.Resources/templateSpecs/versions/read",

Resources/templateSpecs/versions/write",

Resources/templateSpecs/write",

Sql/servers/auditingSettings/write",

Sql/servers/databases/write",

Sql/servers/firewallRules/write",

.Sgql/servers/privateEndpointConnectionsApproval/

Sql/servers/read",

Sql/servers/write",

.Storage/storageAccounts/

PrivateEndpointConnectionsApproval/action",

.Storage/storageAccounts/blobServices/containers/

.Storage/storageAccounts/blobServices/containers/

.Storage/storageAccounts/fileServices/shares/write"

.Storage/storageAccounts/listkeys/action",

.Storage/storageAccounts/read",
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"Microsoft.Storage/storageAccounts/write"
1,
"notActions": [],
"dataActions": [],

"notDataActions": []

c. Put AppRegistration.psl and sessionrecordingdeployment.json in the same folder.

d. Run either of the following commands as needed.

To create an application and assign it least permissions with the preceding custom role file

(sessionrecordingdeployment.json), run:

.\AppRegistration.psl -tenantId <tenant ID> -subscriptionId
<subscription ID> -appName <application name> -role "Citrix Session
Recording Deployment"

To create an application and assign it the Azure built-in Contributor role, run:

.\AppRegistration.psl -tenantId <tenant ID> -subscriptionId
<subscription ID> -appName <application name> -role "Contributor"

Method 2:

Go to the Azure portal and register an application by yourself. Grant proper permissions to the
application. For the least permissions that are required, see the

sessionrecordingdeployment.json file in Method 1.

8. Specify configurations for your Session Recording servers to be installed later.
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Create site X

Site information . . ) :
Create virtual machines as your Session Recording servers.

ébout %!our deployment Image
ptiona - .
‘ Windows Server 2022 Datacenter: Azure Edition-x64 Gen2 v ‘
Network ' '
Size
Virtual machines ( )
‘ Standard_D4s_v3-4vcpus, 16 GiB memory v ‘
Domain and certificate
Number of VMs
‘ 3 }%{ 0 Recommended for you: 3

Databases Estimated cost (per month)

$812.16
Load halancer

Tags
Optional o ) )
Create an administrator account for the virtual machines.

ire client

Administrator account username

Summary

SESNONONONONORON I I

You will be prompted to set the password for this administrator when you run
the template.

« ®

Note:

e The Number of VMs field is prefilled with the recommended number if there's one.

Change the number as needed.

e Estimated costs are based on standard pricing and don't take discounts into

consideration. You can expect lower actual costs than estimated.
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9. Join the Session Recording servers to the same domain with your VDAs and specify a

certificate for the Session Recording servers.

« |f your VDAs connect to an Active Directory domain, select the Join servers to an Active

Directory domain check box and enter the relevant information.

« |f your VDAs connect to an Azure Active Directory (Azure AD) domain, clear the Join
servers to an Active Directory domain check box. After you complete creating the current
site, make sure to manually join the Session Recording servers to the same Azure AD
domain. Notice that pure Azure AD deployment is available only for Session Recording
2402 and later.

Create site X

Site information : . . .
Join servers to an Active Directory domain

ég?cunta%’om deployment @ This should be the domain where your VDAS reside.

Network Domain name

Domain controller IP address
Domain and certificate ‘ ‘

Virtual machines

Username

Databases ‘ ‘

Specify a domain user with sufficient rights to join machines to the domain.

Load balancer
Password

Tags ‘ ® ‘
Optional . /

Secure client

Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Summary

® 6 0000000

Certificate

Certificate password

| ®

« ®
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Create site X

Site information : : : :
(0) Join servers to an Active Directory domain

ébQUt %’OW deployment o Supported only on Session Recording server version 2402 or later. Please select a
ptiona compatible version in the previous step. Go back

Network

Virtual machines Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

Domain and certificate

Databases ‘ @

Load balancer

Tags
Optional

Secure client

® 6 000000

Summary

« ®

10. Configure an Azure storage account and file shares to store your recording files. For pricing

information, see Azure Files pricing.
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags

Optional

Secure client

Summary

® 6 0000000040

«

X

Configure a storage account and file shares to store your recording files. For pricing
information, see Azure File Pricing.

0 A separate storage account will be created for your archived recordings, which does
not generate any cost if not used.
Storage account

Performance

@ Standard: Recommended for most scenarios (general-purpose v2 account).

O Premium: Recommended for scenarios that requires low latency.

Redundancy

‘ Locally-redundant storage (LRS) %

File shares

Tier

Transaction optimized

Maximum capacity
5TiB

Number of file shares

5] }%{ e Recommended for you: 6

Estimated cost (per month)
51843.2 (max.)

$0.06 per used GiB, actual cost depends on your usage.

11. Create two SQL databases in Azure. One is used as the Session recording database (named

sessionrecording) and the other as the administrator logging database (named

sessionrecordinglogging).
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Create site X

Site information Create 2 SQL databases for recording and logging data, respectively.

About your deployment
Optional Compute + storage

Network Service tier

General Purpose
Virtual machines

Compute tier

Domain and certificate Provisioned

Hardware configuration

Storage
Standard-series (Gen5)
Up to 128 vCores, up to 625 GiB memory
Databases
vCores
Load bhalancer ( 5 A
o 2 %
Tags
Optional Data max size (GiB)
A
Ire client -O ‘ 22 v

Estimated cost (per month)
$441.3

Summary

® 6 0 0000040

Database administrator

Username

dbhadmini1

You will be prompted to set the password for this administrator when you run
the template.

«

12. Create a load balancer to distribute workload among the Session Recording servers. Enter the

IP addresses or ranges of your VDAs and separate them by a comma (,) in the Restrict
access of the load balancer to only the following addresses field. For pricing information,

see Load Balancer pricing.
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® 6 00000000

Create site

Site information

Create a load balancer to distribute workload among the servers. For pricing
information, see Load Balancer Pricing.

About your deployment
Optional

Azure load balancer
Network

SKU
Virtual machines Standard
Domain and certificate Type

O Public
Storage ® Internal
Databases Tier

Regional

Load balancer

Estimated cost (per month)

Tags $61.6
Optional
Secure client Access

Summary

Restrict access of the load balancer to only the following addresses @

0.0.0.0/0

X

13. (Optional) Apply tags to the Azure resources to be created.
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Create site X

Site information You can apply tags to the Azure resources that will be created.

If no tags are needed, simply click Next to continue.
About your deployment
Optional

Network Name Value

~+ Add
Virtual machines

Domain and certificate

Storage

Databases

Load balancer

Tags
Optional

Secure client

Summary

® 00000000

D ®

14. Create a secure client to onboard the Session Recording servers to the Session Recording

service.

Click Create client to let Citrix create a secure client on your behalf. Alternatively, you can
create a secure client through the Identity and Access Management > API Access tab of the

Citrix Cloud console and then fill in the information below.
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags
Optional

Secure client

®©® 0000000000

Summary

<

X

Create a secure client to onboard the Session Recording servers to the Session
Recording service.

Click Create client and we will create a secure client on your behalf. Alternatively, you
can create a secure client through the Identity and Access Management > AP| Access tab of
the Citrix Cloud console and then fill in the information below.

Create client

ID
‘ 6b63afdf-d048-49e1-b27d-781bffead7a? ‘

Secret

©

15. View the summary about the resources to be created and click the pencil icon to edit your

settings if needed. After that, click Download template. An AEM template that contains how

and which resources you want to deploy is then downloaded to the Downloads folder on your

machine. You can also see the newly created site on the Server Management page.
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Create site X

Site information Here is a summary of the resources that will be created when you run the template in

your Azure portal. Download the template and follow the instructions in the product
About your deployment }
Optional documentation to deploy your resources.

Network Region USEast

Virtual machines
Resource group

Domain and certificate

© 0000000000

3 Virtual machine @ V74
Storage Image Windows Server 2022 Datacenter: Azure Edition-x64 Gen?2
Size Standard_D4s_v3-4vcpus, 16 GIB memory
Databases
Load balancer [ Storage account V74 [0 Storage account (for archive)
Performance Standard Performance Standard
Tags
Op%cnal Redundancy LRS Redundancy LRS
Secure client File shares ) File Share
Maximum capacity 5TiB Maximum capacity 5TIiB
Summary
© Databases @ V4 o& Load balancer V4
Service tier General Purpose SKU  Standard
vCores 2 Type Regional
Data max size 32 GiB Tier
Estimated cost (per month) $3468.76
Virtual machines 5812.16 Databases 5441.30
Storage $1843.20 Azure load balancer $189.60

DNS private resolver 5$182.50

Download template

16. Go to the Downloads folder and unzip the ARM template. Open the unzipped file folder, type

PowerShell in the address bar, and hit Enter. Wait till a PowerShell window is opened at that

folder.

17. Run the JavaScript Object Notation (JSON) script named DeploySessionRecording.ps1.
Provide values for the parameters prompted. The actual parameters vary depending on the

settings you specified when creating the template. For example:

PS D:\Downloads\Edge Downloads\471lafec3-f680-4d33-a655-0U47480922194> .\DeploySessionRecording.psl

cmdlet DeploySessionRecording.psl at command pipeline position 1
Supply values for the following parameters:
TenantId:
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18.

19.

PS D:\Downloads\Edge Downloads\#471lafec3-f680-U4d33-a655-047480922194> .\DeploySessionRecording.psl

cmdlet DeploySessionRecording.psl at command pipeline position 1

Supply values for the following parameters:

TenantId: 03eacdb3-8322-4854-8219-30b0526a6U28

AzureClientId: 59e6dfi8-2aeb-187b-95b8-b95c6Ub8c897

Azureclientsecret 1okRRRFRAF AR A AR A AR R Ak hhkhhhhhkhhhhhhhhhkhhhk

SubscriptionId: eb889a2e-52b8-U4U492-9e2U-Tbf579cFf1U+

ResourceGroupName: a-xinzhang-rg-1

DomainPassword: #*xkkkkkkkxk*x

VmAdminPassword: skdkddddhskkkskkk

SqlAdminPassword: kkkikdkkdkkkkk

WARNING: The provided service principal secret will be included in the 'AzureRmContext.json' file found in the user
profile ( C:\Users\xinzh\.Azure ). Please ensure that this directory has appropriate protections.

SubscriptionName TenantId

59e6dfU8-2aeb-U487b—95b8-b25c64b8c897 cvad-session-recording-tie.liu@citrix.com 03eacdb3-8322-4854-8219-30b0526a6428 Azu

ResourceGroupName : a-xinzhang-rg-1
Location : eastus
ProvisioningState : Succeeded
Tags : {admin}
TagsTable

Name

admin xinzh

Resourceld : /subscriptions/eb089a2e-52b0-UU492-9e2U-Tb+579cFf1Uf/resourceGroups/a-xinzhang-rg-1
ManagedBy :

Go to the Azure portal, locate the resource group that contains your deployment, and then

check the deployment progress. Wait until the entire deployment shows Succeeded.

Resource groups

Name *

2

Deployment name Status. Last modified Duration

Return to the Server Management page of the Session Recording service. Find the newly
created site, and you will see a Set up button available. Click Set up to set up Session

Recording to get it up and running.
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Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.

+ Createsite (¥ Refresh

Unallocated servers (Servers that do not belong to any load-balancing site.) (Empty)

> osenver
o 0] Session Recording Sife. Settings
2servers, 0 available |
S servers
sr-ehlsdbh-0 Server version (7:{‘;”;. Zlg;(z‘:'ssg; O Ready toinstall
sr-ehlsdbh-1 Server version gl:”:l Zl:;‘z"s";g; O Ready toinstall
s [1] Session Recording Site (Public access) Settings

2 servers, 2 available

Set up Session Recording X

Install the Session Recording server and complete necessary configuration tasks to get Session Recording up and running.

Q Checking prerequisites...

To set up Session Recording, you need to specify the version of the Session Recording server

to install and upload the resourcelnfo.json file.
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Set up Session Recording

Install the Session Recording server and complete necessary configuration tasks to get Session Recording up and running.

Server version

Select the version of Session Recording server to install.

2311 v

Resource info

In order to set up Session Recording with your deployed resources, we need some information about them. Upload the
resourcelnfo.json outputted after running the ARM template and enter the for your

R st s session Recording
X

> ThisPC > Data (D9 > Downloads > Edge Downloads > 6f515241-127-4072-bdTa-ee6a2(669060 > v G Search6fS15241-127-407.. P
lete necessary configuration tasks to get Session Recording up and running.
=- 0 @
Name Date modified Type Size
R ttoinstall.
. parameter 4/10/2024 2:18 PM File folder
23 template 4/10/2024 2:15PM File folder :
] resourcelnfojson 4/10/2024 231 PM JSON Source File 4Ke
deployed resources, we need some information about them. Upload the
ARM template and enter the for your databa
e: resourcelnfojson | 1sON File ¢+json) v
Upload from mobile Open Cancel

Start setup

Enter the credentials for your databases.
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Set up Session Recording X

Install the Session Recording server and complete necessary configuration tasks to get Session Recording up and running.

Server version

Select the version of Session Recording server to install.

2311 v

Resource info

In order to set up Session Recording with your deployed resources, we need some information about them. Upload the
resourcelnfo.json outputted after running the ARM template and enter the for your

Upload file resourcelnfo.json @

Instance name
sessionrecording-6jqtjftg4atra.database.windows.net

Session Recording database name
sessionrecording

Administrator logging database name
sessionrecordinglogging

Administrator username
[ XenAdmin ]

Password

Start setup

Click Start startup. You can then check the setup progress on the Server Management page.

Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.

—+ Createsite (¥ Refresh

Unallocated servers (Servers that do not belong to any load-balancing site.) (Empty)

> osener
[0] Session Recording Site Settings
2 servers, 0 available ) Setup in progress -
8 Servers
Server version Cloud client version
sr-ehls4bh-0 N 7.42.26125.388 B installation in progress (6]
Server version Cloud client version
sr-ehls4bh-1 ‘ 7.42.26125.388 O Ready to install
N [1] Session Recording Site (Public access) Settings

2 servers, 2 available
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Set up Session Recording X

Step 1 of 2: Install the specified version of Session Recording server on the VMs

You can view the installation progress of individual servers in the server list.

Close @

You can view the installation progress of individual servers in the server list.

Install Session Recording X
sr-ehls4bh-0

Step 1 of 3: Downloadil ionRecordingAdministrati 4.msi

Installation in progress. You can close this dialog and check back later. After the installation completes, you can find the server under
Site [0] Session Recording Site on the Server Management page.

Close @

When all the Session Recording servers show available in the list, your site creation is

complete and the specified resources are deployed to Azure.
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Install Session Recording X
sr-ehls4bh-0

Step 1 of 3: D i i ding Admini: i 4.msi

Installation in progress. You can close this dialog and check back later. After the installation completes, you can find the server under

Site [0] Session Recording Site on the Server Management page.

Close @

Schedule cloud client upgrades

You install the Session Recording cloud client on each Session Recording server that you want to
connect to the cloud. Citrix® checks for upgrades for the Session Recording cloud client
automatically. You can upgrade the cloud client immediately or specify a time to upgrade the cloud

client automatically.

Upgrade the cloud client immediately or automatically

To upgrade the cloud client immediately or automatically, choose either of the following methods:

Method 1: Click Cloud client version in the row of the target Session Recording

server

1. Locate the target Session Recording server by selecting Configuration > Server

Management from the left navigation of the Session Recording service.
2. Ensure that the Session Recording server is in Available status.

3. Click Cloud client version in the row of the Session Recording server.

Cloud client version is not clickable if the server is not in Available status.
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v SR1912 1 server, 1 available Settings
Server version Cloud client version
SR1912 19.12.6000.24093 7.37.25542.42517 O azr &
N SR2203 1 server, 0 available Settings
Server version Cloud client version .
ska203 22.3.2000.36 7.37.25542.42517 @ orfine
> SRs-7 1 server, 1 available Settings

Site description justo eget magna fermentum iaculis.

v STANDALONE2209 1 server, 1 available Settings
STANDALONE2209 g‘;’";"; B [ W‘;‘;?' t ‘S*';‘_;’; - © Auilable &
> W2K16ST-SRGXDEV 1 server, 1 available Settings
> W2K195T-74G7GI6 1 server, 1 available Settings
> W2K19ST-DRVOJ12 1 server, 0 available Settings
> W2K19ST-GA37VLG 1 server, 1 available Settings
> W2K19ST-VMODNLK 1 server, 0 available Settings
> WEEKLYSERVER2 4 servers, 1 available Settings

4. Click Upgrade now or Configure automatic upgrade.

Cloud client version

Current version  7.37.25459.8745

Latest version 7.37.25542.42517

o Upgrade available.

Upgrade now ( Configure automatic upgrade )

e Click Upgrade now.

Upgrade now is not available if the version of your cloud client is already up to date. After

clicking Upgrade now, you are not prompted to confirm the upgrade.

e Click Configure automatic upgrade.

After clicking Configure automatic upgrade, you are taken to the Cloud client upgrades

page where you can specify a time to upgrade the cloud client automatically.
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Server settings X
STANDALONE2209
General "
Cloud client upgrades
Recordings We check for upgrades for your Session Recording cloud client You can specify atime to upgrade

the cloud client automatically. Automatic upsrade changes will take effect the next day. You can also upgrade
nowita newversion s available.
Playback Latest version

7.37.25542.42517

@ Upgrade available Upgrade now

Logging
Cloud DB
Enable automatic upgrade

Upgrade

cen

®
By default, automatic upgrade is enabled and occurs from 2:00 AM through 3:00 AM every

day. You can clear the Enable automatic upgrade check box to allow only manual

upgrades.

If you select the Enable automatic upgrade check box, you can specify a custom time slot
that suits your needs. The time shown here is the time on the Session Recording server.

Server settings X
STANDALONE2209

General Cloud client upgrades

Recordings We check for upgrades for your Session Recording cloud client automatically. You can specify a time to upgrade
the cloud client automatically. Automatic upgrade changes will take effect the next day. You can also upgrade
now fa new versionis available.

Playback Latest version
7.37.25642.42517
Logging
© Upzrade available
Cloud DB
@ Enable automatic upgrade
Uperade Upgrade time (UTC-05:00)

4:00 AM-5:00AM g0 V]

CElP ™| 4:00 AM - 500AM

12:00 AM-1:00AM

1:00 AM - 2:00AM
2:00 AM-3:00AM
3:00 AM-4:00AM
4:00 AM- 5:00AM
5.00 AM-6:00AM
6:00 AM-7:00AM

7:00 AM-8:00AM

Your automatic upgrade settings take effect the next day.

Method 2: Click the settings icon in the row of the target Session Recording server

1. Locate your target Session Recording server by selecting Configuration > Server

Management from the left navigation of the Session Recording service.

2. Ensure that the Session Recording server is in Available status.
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3. Click the settings icon in the row of the Session Recording server. The Server settings window

appears.

v sR1812 1 server, 1 available Settings
Server version Cloud olient version
o2 19.12.6000.24093 7.37.25542.42517 Q e &
v SR2203 1 server, 0 available Settings
Server version Cloud client version
Ske203 22.3.2000.36 7.37.25542.42517 © ofine
> SRS-7 1 server, 1 available Settings

Site description justo eget magna fermentum iaculis.

v STANDALONE2209 1 server, 1 available w

STANDALONE2208 ‘Z‘Z’V";V'D"r‘i“i"“ g'“s"; ;E'g";’;;’;e 2 @ Available @@
> W2K16ST-SRGXDEV 1 server, 1 available Settings
> W2K19ST-74G7GI6 1 server, 1 available Settings
> W2K19ST-DRVOI12 1 server, 0 available Settings
> W2K19ST-GAS7VLG 1 server, 1 available Settings
> W2K19ST-VMODNLK 1 server, 0 available Settings
> WEEKLYSERVER2 4 servers, 1 available Settings

4. Click Upgrade in the left navigation.

Server settings X
STANDALONE2209

General N

Cloud client upgrades

Recordings We cheek for upgrades for your Session Recording cloud client automatically. You can specify a time to upgrade
the cloud client automatically. Automatic upgrade changes wil take sffect the next day. You can also upgrade
now if a new version is available.

Playback Latest version

7.37.25542.42517
Logging

@ Upgrade available. Upgrade now
Cloud DB

Enable automatic upgrade
Upgrade

CEIP

e ®

5. Click Upgrade now or set Enable automatic upgrade.

e Click Upgrade now.

Upgrade now is not available if the version of your cloud client is already up to date. After

clicking Upgrade now, you are prompted to confirm the upgrade.

e Set Enable automatic upgrade.
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Server settings X
STANDALONE2209

General Cloud client upgrades

Recordings We check for upgrades for your Session Recording cloud client automatically. You can specify a time to upgrads
the cloud client automatically. Automatic upgrade changes will take effect the next day. You can also upgrade
nowifa newversionis available

Playback Latest version

7.37.25542.42517

@ Upzrade available Upzrade now

Logging

Cloud DB
@ Enable automatic upgrade
Uperade Upgrade time (UTC-05:00)
4:00 AM-5:00AM g0 v I

CElP ™| 4:00 AM - 500AM

12:00 AM-1:00AM

1:00 AM - 2:00AM
2:00 AM-3:00AM
3:00 AM-4:00AM
4:00 AM- 5:00AM
5.00 AM-6:00AM
6:00 AM-7:00AM

7:00 AM-8:00AM

Note:

Ensure that the time you set for automatic cloud client upgrades is earlier than the
time you set for automatic archiving and deletion of recordings. Otherwise, automatic

archiving and deletion might fail.

Interactive Demo Mode for exploring Session Recording

The Interactive Demo Mode for Session Recording allows the administrators to explore and
understand the functionalities of the session recording service without impacting real user data or
requiring initial server setup. It provides a hands-on management experience using pre-generated

or synthetic data.
The Interactive Demo Mode offers a risk-free environment for administrators to:

¢ Navigate the management interface and become familiar with its layout.
» Observe how data is presented and how different features operate using sample data.

e Evaluate the service's suitability for their organization's needs before onboarding actual session

recording servers.

Use cases

* New Administrator Onboarding: A new Citrix Cloud™ administrator can use the interactive

demo mode to quickly learn how to manage and use the session recording service.
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» Pre-Deployment Evaluation: An IT manager considering implementing session recording can

explore its features in the demo mode to make an informed decision.

» Training and Demonstration: Internal IT teams can use the interactive demo mode to train

other staff members on the session recording service's capabilities.

Required permissions
Access to the Interactive Demo Mode is available for Citrix Cloud administrators assigned any of
the following roles:

* Full access

» Cloud Administrator role

e Session Recording-FullAdmin role

How to enable the Interactive Demo Mode
1. Navigate to the Session Recording welcome page within Citrix Cloud.

2. Select the option to explore in demo mode on the welcome page or in the help panel.

» On the welcome page, click the "Explore in demo mode" button.

Welcome to Session Recording

Fiacord. catagorize. and archiva virtual appe and desktops
asmans far ratrival and playhack

Getstarted with the Session Recording seraca with cantralizad management of policsas, playback, and sarver configuratons.

© ® ® ® ®
- e = S %

Set up Session Recording Configure server settings netall Sescion Recerding Configure recarding Grant permissions to
servers agents palicies sdministrators

* Alternatively, find the "Explore in demo mode" link in the help panel.
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% | DaaS Premium @ i =2
] b U
L8 Help X
Resource library Maswage edmin authosizatio

Event Lrigger templates
(n

E, Incident library
S PP zar sargaens ind abeniily e

3. Once you initiate the demo mode, you are prompted to choose a deployment size (for example:
Regular deployment, Large deployment, Mega deployment) which influences the amount and

type of simulated data presented. Select the option that best reflects your anticipated usage.

4. Click the "Start exploring" button to enter the simulated environment.

o TETtesting s ~
B OS¢ Semson Rwcording + Dasiboand
mede data
=20

Sarvers P Dahacb 4kt a4 AAE AR Dy Recording success rate

% Retresh

B v nane Explore Session Recording in demo maode

Latest:

SHRE02
) iz ratures with realistic, simulzted data, Select o deployment size and start your free A 48.84%

Torrkmy S8 Srevmn-1 splarEHE Sassions recordud: 21743

Last 12 hours

" |
@@ i
Mesa deuploymant 0300 AM 1000 A 0200 M
0 ik ” —
Storage Me20256-12, 2025
Stseage lotatisng et Wheckdiy awtsnge
2 2
Tetal size of all ecoedings |B1: AL loc
P — .............. S -

How to use the Interactive Demo Mode

Once you enable the Interactive Demo Mode, navigate normally through the different sections of
the Session Recording service interface. The corresponding simulated data (for example: server
lists, storage information, recording success rates) is displayed. You can interact with the interface

elements to understand their function without making any actual changes to a live environment.
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How to disable the Interactive Demo Mode
 Click the "Exit demo mode" button, typically found in a banner at the top of the page.
 Alternatively, the demo mode is disabled when you return to the welcome page.

e You can proceed to the standard service pages by clicking "Get started" or "Skip guide" on

the welcome page to configure and use the service with your actual session recording servers.
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Configure

This section provides instructions for you to:

» Site and server settings

» Configure policies

o Configure session recording policies
o Configure event detection policies
o Configure event response policies

o Configure endpoint recording policies

* Playback permissions
» Administrator permissions

» Configure preferences

Site and server settings

Site settings

1. Select Configuration > Site Management from the left navigation of the Session Recording

service.

2. Click Settings for the target site.
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0 server, O available
EUSERVER2
> 1 server, 1 available Settings
SERVER 2305
> 1 server, 0 available Settings
SERVER 2305-2
> 1 server, O available Sattings
SERVER-1
> 1 server, 0 available Settings
SERVER-2212 o
0 server, 0 available 8
SERVER-2305
> 1 server, O available Settings
SERVER-3
> 1 server, O available Settings
SERVER22-SIN
> 1 server, 1 available s«@
SERVER2206A
> 1 server, 1 available Settings
SR2303
> 1server, Lavalable Settings
SR2305
> 1 server, 0 available Settings
SR2308LB
> 2 servers, 0 available Settings
SRN1912
> 1 server, 0 available Setting:
Server Management ®
Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.
+ Createsite (™ Refresh
> Unallocated servers (Servers that do not belong to any load-balancing site.)
3 servers
0 server, 0 available Settings
0 server, 0 available Sattings
0 server, 0 available Settings
2308SRN
> 1 server, 1 available Settings
ATEST
> 2 servers, 0 available Settings
AutoTestApiSite202306301601
> 2 servers, 0 available Settings
> AutoTestSite202307031440 Sottings
2 servers, 0 available &
B1F4AG4E37B7
> 100 servers. 0 available Settings
N estTurnKeyMul ( Do Not Delete) s
n servers, O available | 1 storage location | Cost (current month): $36 74 &
bettycs ltest) %
0 server, 0 available Settings!

3. (Optional) On the General page, rename the site and give it a new description.
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Site settings <
AAJISRO6
General Site name

Storage maintenance AAJISROG

Event data analysis Description

Al-powered insights

Email alerts y

Playback

Endpoint recording

Diagnostic logging

®

4. (Optional) On the Storage maintenance page, schedule site-level tasks to automatically

archive and delete recordings. For more information, see Manage recordings on schedule.

5. (Optional) On the Event data analysis page, specify which events need to be forwarded to a

third-party Security Information and Event Management (SIEM) system. For more information,
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10.

see Third-party SIEM integration. Additionally, you can enable the presentation of incident data

in the cloud, for more information, see Configure site-level user activity reporting.

(Optional) On the Al-powered insights page, specify the parameters of your Al model. For

more information, see Al-powered insighs for session recording.

(Optional) On the Email alerts page, specify the email sender and content to send email alerts

in response to detected events. For more information, see Create a custom event response
policy.

(Optional) On the Playback page, specify either the cloud player, on-premises players, or both
to play the recordings of a site. By default, both the cloud player and on-premises players are
selected. The on-premises players include the Session Recording player (Windows) and the

Session Recording web player. For more information, see Specify players for a site.

(Optional) On the Endpoint recording page, specify which site’s policy can be in effect

globally. For more information, see Select the global configuration site.

(Optional) On the Diagnostic logging page, specify the retention period for diagnostic logs.

For more information, see Diagnostic logging.

Server settings

1.

Select Configuration > Site Management from the left navigation of the Session Recording
service. You can manage the settings for your sites and the servers within them. This page is

organized into three tabs: Servers, VDAs and Media Servers.

The Servers tab displays a list of the Session Recording servers associated with the selected

site.

Site management

Manage your Session Recording servers by load-balancing sites and configuring server settings. Toadd Session Recording servers, follow the Server connection guide.

- Createsite (> Refresh

AWSERVER3-1UKS)
> Settings
1 server, 1 available | 0 agent, 0 active

AWTSVDA-192S5
1 server, 1 available 2 agents, 1 active

Settings

Server name ‘Server version Cloud client version Location Server status

AWTSVDA-192S5 2511103 7.46.26825.8596 Pune. India @ Available Q&

The VDAs tab provides detailed information about the Session Recording agents running on

the VDAs connected to the site. You can use the filters to quickly find specific VDAs.
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Site management
Manage your Session Recording servers by load-balancing sites and configuring server settings. To add Session Recording servers, follow the Server connection guide. ®
- Createsite (> Refresh
N Unallocated servers (Servers that do not belong to any load-balancing site.}
5 servers
AALISROB Settings
1server, Lavailable | 2 agents, 2 active
Servers VDAs Task machines
Power stateV' Registration state’™’ SR agent statusv'
v Delivery group Unknewn -1 Agenis
Name VDA version Power state Registration state SR agent status SR agent version Live recordings
VDA2311 2411.0.100.315 Unmanaged Unregistered ® Active 2509.0.100.22 0
~ Deliverygroup AJIVDA -1 Agents
Name VDA version Power state Registration state SR agent status SR agent version Live recordings
AIVDA 2402.0.100.612 Unmanaged Registered ® Active 2503.0.100.35 1

The Media servers tab provides detailed information about the version and running status of

the media servers:

CifriX | DaaSPremium C™® s citrix Aidrien

Configuration B Daas > SessionRecording > Configuration > Site management

Site t .
e menegEmen Site management

Host connection

Manage your Session Recording servers by load-balancing sites and configuring server settings. To add Session Recording servers, follow the Server connection guide. ®
Playback permissions + Createsite (> Refresh
SIEM integration
Utilty settings > SR-SERVER Settings
1server, 1available | 1 agent, active
> SR2203 Settings
1server, 0 available | 0 agent, 0 active
> SRN1912 Settings

1 server, 1 available

SRN2509

> Settings
1server, O available | 0 agent, 0 active
o SRN2509 Settings
1server, Lavailable | 1 agent, 0 active
Servers VDAs Media servers
Name Media server version Status
SRN2509.bdcsp.local 25.9.100.25 @ Available

2. Expand a site to locate the target Session Recording server and then click the Settings icon

next to it. The Settings icon is present only for servers in Available state.
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Server Management @
Manage your Session Recording servers by Load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection evide
=+ Createsite ¥ Refresh
N Unallocated servers (Servers that do not belons to any load-balancing site.)
3servers
[Xin Zhang] 0707 (test) Settings
0'server, 0 auailable
[Xin Zhang] 0707 (test) Settings
0server. 0 available
[Xin Zhang] 0707 (test) Settings
0'server. 0 available
o 2308sRN Settings
1 server, 1 available
8 Servers
Server version Cloud client version ’
2308SRN 22.3.3000.4 7.39.25756.25384 © frafe Q @
> ATEST Settings
2 servers, 0 available Saved to this PC
N AutoTestApiSite202306301601 Settings
2 servers. 0 available
N AutoTestSite202307031440 Sottin
2 servers. 0 available

Note:

The status of a Session Recording server might not change to Offline after you stop the

cloud client service (CitrixSsRecCloudClientService) on it.

3. Onthe General page, enter a description for the Session Recording server and move the
server to a different site. You can also drag and drop the Session Recording server to a

different site.

143



SESSION RECORDING SERVICE

Server settings Y
BDTESTSR

G | ..
enera Description

. . Enter a description for this server.
Recording files

Recording notification

Playback
) Site
Logging
You can manage your Session Recording severs by load-balancing sites. Choose a site for this server.
Cloud DB Make sure that this server Is connected to the database of the site you choose.
BDTESTSR v
Upgrade
CEIP

©

4. On the Recording files and other pages, configure the server settings listed in the following

table:

|Server setting|Description| |--|--| |File storage location|Specifies where to store recorded
session files. You can specify multiple locations to store files in a load-balanced manner.| |
Certificate|Lets you select a machine certificate to sign recordings. If no certificate is provided,
HTTP is used as the communication protocol. In this case, ensure that: (1) Secure Sockets
Layer (SSL) is disabled in Microsoft Internet Information Services (IIS) on each Session
Recording server. (2) HTTP is selected as the connection protocol on the Session Recording
Agent. For more information, see Use HTTP as the communication protocol.| |File rollover|Lets
you specify two thresholds for a rollover: file size and recording duration.| |Restore location for
archived files|Specifies a location to temporarily store archived session recordings and make

them available for playback.| |Recording notification|Customizes messages sent to end users to
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notify them that their sessions are being recorded. You can select Allow end user to deny
recording of their session to enable the feature that forces end users to explicitly consent to
the session recording disclaimer before they can continue with their session. If end users
accept the disclaimer, their session continues with session recording enabled. If end users
deny the disclaimer, their session is terminated. When Allow end user to deny recording of
their session is not enabled, the default notification message is Your activity with the
desktop or program(s) you recently started is being recorded. If you object to this
condition, close the desktop or program(s). Users can click OK to dismiss the window and
continue their sessions.| |Live session playback|Sets whether you allow users to play ongoing
sessions that are being recorded.| |Recording file encryption|Sets whether to encrypt recording
files before downloading to the player. Encryption prevents files from being copied and viewed
by users other than the user who originally downloaded them. This setting applies only to the
Session Recording player.| |Citrix Workspace™ app version check|Sets whether you allow
users to skip the Citrix Workspace app version check that occurs before the Session Recording
player plays back a recording. This setting applies only to the Session Recording player.] |
Hiding content on the web player home page|Sets whether to prevent the web player home
page from displaying any content. Recordings can be accessed only by way of their URLSs. This
setting applies only to the on-premises web player.| [Administrator logging|Sets whether to
enable the administrator logging service.| [Mandatory blocking|Sets whether to block changes
to policies and server settings if administrator logging fails. | |Cloud SQL support|Lets you
enable or disable cloud SQL.| |Cloud client upgrades|Lets you specify a time to upgrade the
cloud client automatically. Automatic upgrade changes take effect the next day. You can also
upgrade immediately if a new version is available.| |CEIP|Sets whether to join the Citrix

Customer Experience Improvement Program (CEIP). |

Server removals

The Session Recording service is a cloud platform that provides a unified entry point to manage
and observe the Session Recording servers across your organization. You can remove servers
with the Offline, Uninstalled, and Installation Failed states from the cloud to display only the

desired Session Recording servers.

Note:

Removing a session recording server does not delete it and only hides it from the cloud user

interface.
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W2K19ST-VMODNLK .
v Settings
2 servers, 1 available
B Servers
e —— Server version Cloud client version O Grmen Qs
22.10.0.8 7.39.25738.41023 warable
Server version Cloud client version
W2K18ST-YMODNLK T A @ offline
W2K22ST-TBB1E13 :
v Settings
1 server, 0 available
B3 Servers
Server version Cloud client version
W2K22ST-TB81E13 T A @ Offline o
WEEKLYSERVER2 .
v Settings
4 servers. 1 available
B Servers
Server version Cloud client version
SRS 22.3.1000.5 7.36.25431.20278 Q) U] w
SRServer2 Server version Cloud client version © Upgradin
1213 22.31000.5 7.36.25410.34348 (BRI
Server version Cloud client version
WaKLSST-GEVASFL 22.10.0.8 7.36.25431.20278 QO Gl o
Server version Cloud client version :
WEEKLYSERVER2 @ Avilable Q &

22.12.0.844 7.36.7020.11

e Offline: Session Recording servers with this state are disconnected from the Session

Recording service.

» Uninstalled: Session Recording servers with this state are those servers that had the cloud

client installed and then uninstalled.

* Installation failed: Session Recording servers with this state are those servers that you failed
to install from within the cloud. For more information, see Install Session Recording servers

from within the cloud.

Configure policies

Session Recording policies let you control your recording environment. You can:

e Specify which VDA sessions are recorded.
¢ Specify which events are logged within recorded VDA sessions.

e Specify which actions to trigger automatically in response to detected events in recorded VDA

sessions.

» Specify which endpoint sessions are recorded.
For more information, see:

e Configure session recording policies

» Configure event detection policies

Configure event response policies

» Endpoint recording policies

Video about configuring policies:
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Configure session recording policies

You can activate system-defined recording policies or create and activate your custom recording
policies. System-defined recording policies apply a single rule to entire sessions. Custom recording

policies specify which sessions are recorded.
The active recording policy determines which sessions are recorded. Only one recording policy is

active at a time.

Note:

After you create or activate a recording policy, the policy applies to all Session Recording
servers of the selected site. You can create and activate separate recording policies for

different sites.

System-defined recording policies

Session Recording provides the following system-defined recording policies:

Policies [ AWSRS v ] ®

Recording policy Event detection policy Event response policy

Add policy [ Q

Do not record
System-defined
This policy means no sessions will be recorded.

Record entire sessions excluding audio (for everyone, with notification)

This policy records entire sessions (screens and events), excluding audio. Users receive recording notifications in System-defined
advance.

Record entire sessions excluding audio (for everyone, without notification)

This policy records entire sessions excluding audio (screens and events). Users do not receive recording System-defined
notifications.

Record entire sessions excluding audio with lossy screen recording enabled (for everyone, with

notification) System-defined

This policy records entire sessions (screens and events) and using lossy screen recording mode to encode
screens. Users receive recording notifications in advance.

Note:

Both lossy screen recording and audio recording for non-optimized HDX™ audio are

available with Session Recording version 2308 and later.
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» Do not record. The default policy. If you do not specify another policy, no sessions are

recorded.

* Record entire sessions excluding audio (for everyone, with notification). This policy
records entire sessions (including screens and events but excluding audio). Users receive

recording notifications in advance.

* Record entire sessions excluding audio (for everyone, without notification). This policy
records entire sessions (including screens and events but excluding audio). Users do not

receive recording notifications.

* Record entire sessions excluding audio with lossy screen recording enabled (for
everyone, with notification). This policy records entire sessions (including screens and
events but excluding audio). Lossy screen recording is enabled to reduce the size of recording

files. Users receive recording notifications in advance.

» Record entire sessions excluding audio with lossy screen recording enabled (for
everyone, without notification). This policy records entire sessions (including screens and
events but excluding audio). Lossy screen recording is enabled to reduce the size of recording

files. Users do not receive recording notifications.

* Record entire sessions including audio (for everyone, with notification). This policy
records entire sessions (including screens, events, and audio). Users receive recording
notifications in advance. You can enable audio recording for non-optimized HDX audio. Non-
optimized HDX audio refers to the audio that is processed on the VDA and transmitted to/from
the client where Citrix Workspace app is installed. In contrast to non-optimized HDX audio is
optimized HDX audio whose processing is offloaded to the client, such as in the Browser

Content Redirection (BCR) and Optimization for Microsoft Teams scenarios.

* Record entire sessions including audio (for everyone, without notification). This policy
records entire sessions (including screens, events, and audio). Users do not receive recording

notifications.

* Record only events (for everyone, with notification). This policy records only events that
your event detection policy specifies. It does not record screens or audio. Users receive

recording notifications in advance.

* Record only events (for everyone, without notification). This policy records only events that
your event detection policy specifies. It does not record screens or audio. Users do not receive

recording notifications.

You can't modify or delete the system-defined recording policies.
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Create a custom recording policy

Considerations

You can record sessions of specific users or groups, published applications or desktops, delivery
groups or VDA machines, and Citrix Workspace™ app client IP addresses. To obtain the lists of
published applications or desktops and delivery groups or VDA machines, you must have the read
permission as a site administrator. Configure the administrator read permission on the Delivery

Controller™ of the site.

You can also specify smart access tags to use as scopes for a custom recording policy to apply to.
This feature is available with Session Recording 2402 and later. It lets you apply policies based on

the user access context including:

» The user's location

IP address range

» Delivery group

Device type

Installed applications

For each rule you create, you specify a recording action and a rule scope. The recording action

applies to sessions that fall into the rule scope.

For each rule, choose one recording action:

Add rule

Name and description Recording action

Fule name

Description joptiansl)

Options

(O Allow ussr-initiated recording willout inberrupling sdmin o policy-griven recondngs

O Publiched applications and decktops
O Debwery grocps and ¥ DA machines

O IP addresz2s and IP acress ranges

©

» Enable session recording with notification. This option records entire sessions (screens and

events). Users receive recording natifications in advance. With this option selected, you can
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further select to enable audio recording or lossy screen recording. Additionally, you can choose

to hide specific applications in screen recordings.

Enable session recording without notification. This option records entire sessions (screens
and events). Users do not receive recording natifications. With this option selected, you can
further select to enable audio recording or lossy screen recording. Additionally, you can choose

to hide specific applications in screen recordings.

Enable event only session recording with notification. Recording only specific events
helps to free up storage space. This option records throughout sessions only events that your
event detection policy specifies. It does not record screens. Users receive recording

notifications in advance.

Enable event only session recording without notification. Recording only specific events
helps to free up storage space. This option records throughout sessions only events that your
event detection policy specifies. It does not record screens. Users do not receive recording

notifications.
Disable session recording. This option means that no sessions are recorded.

Allow user-initiated recording without interrupting admin or policy-driven recordings.
This feature lets end users start and stop recordings on demand. Administrator initiated and
policy-driven recordings take precedence and are not interrupted by end user triggered

recordings.

Hide specific applications in screen recording. This feature requires that you select Enable
lossy screen recording. It lets you hide specific applications with a layer mask during screen

recording. The color for the layer mask is configurable, which can be Black, Gray, or White.

DaaS » Session Recording > Policies > Add recording policy » Acd rule

Add rule

MName and description Recording action

Rule name (® Enable session recording with notification
| | () Enable session record otific

() Enable event only ses:

Descrigtion (optianal) e
() Dissbla sassion recording

Options

B Allow user-initiated recording without interrugting admin or policy-driven recordings
Scope O Enabla audio recording
O Enable lossy screen fecording
O Users and user groups 8 Hide specific applications in screen recordings

Applications to hide

O Publizhed applications and desktops

O Delivery groups and VDA machines P
Enter the process names of the applications thal you went to hide Separate multiple process nemes with semicolonst)

O P addresses and IP address renges Display color for hidden srea
Black v
O Filter

&

150



SESSION RECORDING SERVICE

For each rule, choose at least one of the following items to create the rule scope. When a rule
applies, both the "AND" and the "OR" logical operators are used to compute the final action.
Generally speaking, the "OR" operator is used within a rule item, and the "AND" operator is used
between separate rule items. If the result is true, the Session Recording policy engine takes the

rule's action. Otherwise, it goes to the next rule and repeats the process.

« Published applications and desktops. Creates a list of published applications and desktops
to which the action of the rule applies. Citrix DaaS (formerly Citrix Virtual Apps and Desktops™

service) sites are selected by default. Citrix Virtual Apps and Desktops sites are not supported.

e Delivery groups and VDA machines. Creates a list of delivery groups and VDA machines to

which the action of the rule applies.

» IP addresses and IP address ranges. Creates a list of IP addresses and ranges of IP
addresses to which the action of the rule applies. The IP addresses mentioned here are the IP
addresses of the Citrix Workspace apps.

« Filter. Creates a list of smart access tags to which the action of the rule applies. You can
configure contextual access (smart access) using smart access policies on Citrix NetScaler,

Citrix Device Posture service, and Adaptive access based on the user's network location.

Select tags X

You can specify which sessions the rule applies to based on session tags. Select from the Citrix-defined tags or enter custom
tags. To learn more about Citrix-defined tags and their definition, see the product documentation.

Citrix-defined tags
0 T Description
LOCATION_INTERNAL  Tag sent by default when the network connectivity type is set as INTERNAL,
LOCATION_EXTERNAL Tag sent by default when the network connectivity type is set as EXTERNAL.
Tag sent for an IP address that is not defined in the policy but is coming through the Network
(O LOCATION_UNDEFINED  Locatio Launch for these users are the same as what is defined in the resource
group,

COMPLIANT For compliant devices.

NON-COMPLIANT For non-compliant devices.

Custom tags
Enter your custom tags separated by commas(,.

o ®
Contextual access (smart access) is available with Session Recording 2402 and later.

e Users and user groups. Creates a list of users and user groups to which the action of the rule
applies. Both Azure Active Directory (Azure AD) and Active Directory identity types are
supported. Selecting Azure AD as the identity provider allows you to choose an instance from
the drop-down list. The available instances depend on your settings on the Citrix Cloud Identity
and Access Management > Authentication tab. For an example user group scenario, see
Use user groups and white list users.
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5 CitTIX | DaaS Premium 2anlc

Add users and groups X

Identity type

Azure Active Directory “ 1

OlgaM Test

> ®

Note:

Azure AD support is a preview feature. It is available with Session Recording version
2402 and later.

Preview features might not be fully localized and are recommended for use in

non-production environments. Citrix Technical Support doesn't support issues found with
preview features.

To fully enable Azure AD identity support for configuring various policies and

playback permissions from the cloud, complete the following steps and then restart
the VDA:

o Use the Citrix Virtual Apps™ and Desktops installer to install the Session Recording agent

on an Azure AD joined machine. Select Enable Azure AD support during the installation.

For a Session Recording agent that you've installed otherwise, set the following registry
values under HKEY_LOCAL_MACHINE\SOFTWARE!\Citrix\SmartAuditor\Agent to
enable Azure AD support:

o Set CommunicationProtocalToggle to 1 (0 means .net remoting. 1 means
Websocket).

o Set AuthType to 1 (0 means Active Directory. 1 means Citrix Cloud™ authentication).

o Set SmAudidpEnabled to 1 (0 means disabled. 1 means enabled)
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o Use the MSI package to install the Session Recording server on an Azure AD joined

machine as well. Select Enable Azure AD support during the MSI installation.

o Connect Citrix Cloud to Azure AD.

When you create more than one rule in a recording policy, some sessions might match the criteria

for more than one rule. In these cases, the rule with the highest priority is applied to the sessions.

The recording action of a rule determines its priority:

Rules with the Disable session recording action have the highest priority.

Rules with the Enable session recording with notification action have the second-to-highest
priority.

Rules with the Enable session recording without notification action have the second-to-
lowest priority.

Rules with the Enable event only session recording with notification action have the
medium priority.

Rules with the Enable event only session recording without notification action have the

lowest priority.

Some sessions might not meet any rule in a recording policy. For these sessions, the action of the

policy fallback rule applies. The action of the fallback rule is always Disable session recording.

You cannot modify or delete the fallback rule.

Steps

1. Signin to Citrix Cloud.

2. In the upper left menu, select My Services > DaasS.

3. In the DaasS tile, scroll down in the left navigation pane and select Session Recording.

4. In the Session Recording service view, select Policies from the left navigation.

5. Select a target site. The Recording policy tab is displayed by default.

6. Click Add policy.

7. Enter a name and description for the new policy, and then click Add rule.

8. Enter a name and description for the rule. Specify a recording action and choose at least one of

the following items to create the rule scope.
For each rule, specify a recording action:

» Enable session recording with notification
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» Enable session recording without notification
» Enable event only session recording with notification
» Enable event only session recording without notification

» Disable session recording

For each rule, choose at least one of the following items to create the rule scope.

Published applications and desktops
» Users and user groups

 Delivery groups and VDA machines

IP addresses and IP address ranges

* Filter

9. After the new policy is created, find it on the Recording policy tab and turn the toggle on to

activate the policy.

Use user groups

Session Recording allows you to use user groups when creating policies. Using user groups
instead of individual users simplifies the creation and management of rules and policies. For
example, if users in your company's finance department are contained in an Active Directory group
called Finance, you can create a rule that applies to all the group members by selecting the

Finance group in the Rules wizard.

White list users

You can create Session Recording policies ensuring that the sessions of some users in your
organization are never recorded. This case is called white listing these users. White listing is useful
for users who handle privacy-related information or when your organization does not want to

record the sessions of a certain class of employees.

For example, if all managers in your company are members of an Active Directory group called
Executive, you can ensure that sessions of these users are never recorded by creating a rule that
disables session recording for the Executive group. While the policy containing this rule is active,
no sessions of members of the Executive group are recorded. The sessions of other members of

your organization are sessions recorded based on other rules in the active policy.
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Understand rollover behavior

When you activate a policy, the previously active policy remains in effect until the session being
recorded ends or the session recording file rolls over. Files roll over when they have reached the
maximum size. For more information about the maximum file size for recordings, see Specify file

size for recordings.

The following table details what happens when you apply a new recording policy while a session is

being recorded and a rollover occurs:

IF THE PREVIOUS AND THE NEW RECORDING AFTER A ROLLOVER, THE
RECORDING POLICY WAS POLICY IS RECORDING POLICY WILL
BE
Do not record Any other policy No change. The new policy

takes effect only when the
user logs on to a new

session.
Record without notification Do not record The recording stops.
Record without notification Record with notification The recording continues and

a notification message

appears.
Record with notification Do not record The recording stops.
Record with notification Record without notification The recording continues. No

message appears the next
time a user logs on.

Video about configuring policies

Configure event detection policies

You can configure event detection policies through the Session Recording service to log target
events in recorded sessions. Do not detect is the system-defined event detection policy. It's

inactive by default. When it's active, no events are logged.

Note:
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An event detection policy applies to all Session Recording servers of a specific site. You can

create and activate separate event detection policies for different sites.

Policies | site-1 v ®
Recording policy Event detection policy Event response policy
‘Add policy ‘ Q

Do not detect
System-defined
This policy will disable logging of all events

Events that can be detected

Session Recording detects target events and tags those events in recordings for later search and
playback. You can search for events of interest from large amounts of recordings and locate those

events during playback.

System-defined events

Session Recording can detect and log the following system-defined events that occur during
recorded sessions:

* Insertion of USB mass storage devices

» Application starts and ends

» App failures

» App installs and uninstalls

 File renaming, creation, deletion, and moving operations within sessions

* File transfers between session hosts (VDAS) and client devices (including mapped client drives

and generic redirected mass storage devices)
* Web browsing activities
e Topmost window events
 Clipboard activities
» Windows registry modifications
» User account modifications
* RDP connections
e Performance data (data points related to the recorded session)

e Popup window events
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* Printing activities
« |dle periods

For more information about the various events, see the counterpart of the on-premises Session

Recording documentation.

Create a custom event detection policy

You can define which events to monitor by creating a custom event detection policy. Each policy
can include one or more rules. For each rule, you specify the events to monitor and determine
which sessions the rule applies to using the rule scope settings.

Steps

1. Sign in to Citrix Cloud.

2. In the upper left menu, select My Services > DaasS.

3. In the Daas tile, scroll down in the left navigation pane and select Session Recording.

4. In the Session Recording service view, select Policies from the left navigation.

5. Select a target site. The Recording policy tab is displayed by default.

6. Select Event detection policy.

7. Click Add policy.

8. Enter a name and description for the new policy, and then click Add rule.

Add event detection policy X

Name

Desceription (optional)

Rules

9. Enter a name and description for the rule.
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Add rule

Name and description Events to log

R O Ao failures

ul
10 4pg installs and uninstalls
O Ao start events

Description foptional)
0 COM mapped USB events
[0 Clipboerd operation
O Generic redirected USB events
8 Idie periods

Scope O Performance data
O Popup window
0 Printing

(0 Users and user groups
[0 RDP connections
0 Registry madification

O Published applications and deskiops
O Sensitive file evenis

O oei e - O Top-most window activities

elivery groups a machines

10 User account medification
[ Web browsing activities

O 1P addresses and IP address ranges

O Filter

10. Choose at least one of the following items to create the rule scope. For more information about

the rule scope settings, see Create a custom event response policy.

« Users and user groups

Published applications and desktops

e Delivery groups and VDA machines

IP addresses and IP address ranges
* Filter
11. Specify one or more target events to monitor by selecting the check box next to each event
type. For exmaple, after you select App start events, you can click Monitored apps to specify

target applications to monitor and to avoid an excessive number of events from flooding the

recordings.
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Monitored apps b4

Apps in this list are monitored for app start and app end svents.
Manitored apps (3]
smd exe

powershell exe

wel.gxe

=+ Add

12. (Optional) Add more rules as needed. Each policy can include one or more rules.

Video about configuring policies

Configure event response policies

Event response policies let you configure event-triggered actions so that you can:

* Send an email alert when a session start event is detected.

e Take action (any combination of the following actions) when events are detected in recorded

sessions:

o

Send email alerts

o

Start screen recording immediately (with or without lossy screen recording enabled)

Lock session

o

> Log off session

Disconnect session

o

The only system-defined event response policy is Do not respond. You can create custom event
response policies as needed. Only one event response policy can be active at a time. By default,

there's no active event response policy.

|
Note:
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After you create or activate an event response policy, the policy applies to all Session
Recording servers of the selected site. You can create and activate separate event response

policies for different sites.

Policies | siet v ®
Recording policy Event detection policy Event response policy
Add policy ‘ Q

Do not respond
System-defined
This policy will disable all alert notifications

System-defined event response policy

Session Recording provides one system-defined event response policy:

» Do not respond. By default, no action is taken in response to logged events in your

recordings.

Create a custom event response policy
1. Click Add policy.

2. Onthe Add event response policy page, enter a name and description for your new policy.
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Add event response policy X

Name

Description (optional)

Rules

No rules configured.

~+ Addrule

@ ®

3. Click Add Rule.

4. Enter the rule name and description.
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Add rule

Name and description Events and responses

Rule name s
‘ Event triggers

Configure event triggers to trigger actior

Description (optional)

Scope

O Users and user groups

O Published applications and desktops

(O Delivery groups and VDA machines

(O IPaddresses and IP address ranges

O Fitter

-1 ®

5. In the Event triggers section, click Configure to configure event-triggered actions so that you
can:

e Send an email alert when a session start event is detected.

 Take action (any combination of the following actions) when events are detected in

recorded sessions

Send email alert

o

o

Start screen recording immediately (with or without lossy screen recording enabled)

o Lock session

o

Log off session

o Disconnect session

Click Add event triggers to create event triggers from scratch. Or, click Browse templates to

select existing event trigger templates to use directly or customize.
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Configure event triggers and responses X

For each event trigger, select a session event, configure addtional conditions as needed, and specify the action to take when
the event is detected.

-+ Addevent trigger  := Browse templates [} Save astemplate

No event triggers configured.

- e ®

Each time you click Add event triggers, a new event trigger is created in the pane below. You

can also click the Duplicate button to make duplicates of an existing event trigger.
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Configure event triggers and responses X

For each event trigger, select a session event, configure addtional conditions as needed, and specify the action to take when
the event is detected.

-+ Addevent trigger 2= Browse templates [} Save as template

If event type is v ] O w
Then Send email alert  and { None v

Description:

If event type is v ] O w

Then (] Sendemail alert  and l Start screen recording v

Description: Naone
Start screen recording
Log off session
Disconnect session

Lock session

®

When you finish creating at least one event trigger, click Save as template to save your event

triggers as a template. You can then find the new template on the My organization tab of the

Event trigger templates page.

To access the Event trigger templates page, click Browse Template or click Resource

Library from the left navigation pane of the Session Recording service page.
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Event trigger templates X

My organization Community

Q Submission history

Theme ~  Eventcategory »  Created by w

TemplateAutomateTest202404181341Edit1 O AutoTestCustomTrigger1202404181341Edit O
Security Productivity Application Security Productivity Application

Created by g W Created by L W

AutoTestCustomTrigger202404181341Edit D bdtest0418 D
Application Productivity Application

Created by g W Created by S W 9

mul template O bdtest0418 O
Security Productivity Sensitive file Web browsing Troubleshooting Performance Sensitive file

Created by g W Created by g W 9

ajjtest O bdtest0418 O
Application Session start Security Productivity UsB

Created by i P7200 1 it Created by g W

®

The Event trigger templates page accommodates all event trigger templates, both from your

organization and from the other community members including Cloud Software Group itself.

On the My organization tab of the Event trigger templates page, you can publish your

templates to the community for the other customers to access for free.

165




SESSION RECORDING SERVICE

Publish template X

Publishing your template allows other Session Recording administrators to view and
use it in their configuration.

Template summary

Summarize the event triggers in this template to help others find it easily.

Publish as
®

O Anonymous

@ We will review the template after you submit. Make sure the template does not
include any sensitive information.

By submitting this template, you acknowledge and agree that this template is considered
"Feedback” in accordance with the End User Agreement, with all rights and obligations
associated therewith.

@

Note:

See the End User Agreement before submitting a template.

On the My organization or Community tab of the Event trigger templates page, you
can search for target event trigger templates by keyword, theme, event category, and
contributor. You can also bookmark or give likes to the templates of your interest.

You can select multiple event trigger templates at a time. The templates you select appear on

the Add event triggers page where you can customize as needed.

Click Save to save your settings. You are taken back to the Events and responses page
where the event triggers you specify are listed. Click Configure to further adjust your event
triggers. If you select the Send email alert or Start screen recording action for any of your

event triggers, follow the GUI to configure email settings and recording options.
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Events and responses

Event triggers (4)

Configure event triggers to trigger actions when certain events are detected

Event type Email alert Action

App start @ Ho Start screen recording
App end & ves Disconnect session
File deletion @ ves Lock session

Client drive mapping 0 Yes Log off session

o For your event triggers to work as expected, ensure that the relevant event types are logged by your active event detection palicy.

Email settings

Applicable if you enabled send email alert in your event triggers.
To configure the email sender and content,go to site settings in Configuration > Site management.

Recipients

Recording options

Applicable to the start screen recording action.
Screen recording time span after an event is detected (min) 0
A

o ~

Screen recording time span before an event is detected (sec) §)

~
o ~

[:] Enable lossy screen recerding

Session operation options
Applicable to the log off session, disconnect session, and lock session actions.
Delay before session operations begin (sec) 0

A
o ~

Advanced settings
Pause event response after session starts (sec) 0

A
A ~

Note:

You must select the event types that the active event detection policy logs.

You can define your event triggers on the Description row or leave the row empty. Your
defined description of an event trigger is provided in the alert emails if you have Send
email selected and events of the type are logged. If you have Start screen recording
selected, set the relevant parameters as illustrated later in this article. After that, dynamic
screen recording automatically starts when certain events occur during an event-only

recording.

For a complete list of supported event types, see the following table.
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EVENT TYPE

App Start

App End

Top Most

Web Browsing

File Create

File Rename

File Move

DIMENSION

App name

Full command line

App name

App name

Windows title

URL

Tab title

Browser name

Path

File size (MB)

Path

Name

Source path

Destination path
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OPTION

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Greater than, Between,
Smaller than

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches
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EVENT TYPE

File Delete

CDM USB

Generic USB

Idle

File Transfer

Registry Create

Registry Delete

Registry Set Value

DIMENSION

File size (MB)

Path

File size (MB)

Drive letter

Device name

idle duration (Hrs)

File source

File size (MB)

File name

Key name

Key name

Key name
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OPTION

Greater than, Between,
Smaller than

Includes, Equals, Matches

Greater than, Between,
Smaller than

Equals

Includes, Equals, Matches

Greater than

Equals ("host" or "client")

Greater than

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches
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EVENT TYPE DIMENSION OPTION
Value name Includes, Equals, Matches

Registry Delete Value

Key name Includes, Equals, Matches

Value name Includes, Equals, Matches
Registry Rename

Key name Includes, Equals, Matches
User Account Modification

User name Includes, Equals, Matches
Unexpected App Exit

App name Includes, Equals, Matches
App Not Responding

App name Includes, Equals, Matches
New App Installed

App name Includes, Equals, Matches
App Uninstalled

App name Includes, Equals, Matches
RDP Connection

IP address Includes, Equals, Matches
Popup Window

Process name Includes, Matches

Window content Includes, Equals, Matches
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EVENT TYPE DIMENSION OPTION

Performance Data

CPU usage (%) Greater than
Memory usage (%) Greater than
Net send (MB) Greater than
Net receive (MB) Greater than
RTT (ms) Greater than
Clipboard Operation
Data type Equals (Text, File, Bitmap)
Process name Includes, Equals, Matches
Content Includes, Equals, Matches

6. (Optional) Email settings are available after you choose Send email alert in your event

triggers. For an example email alert, see the following screen capture:
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Citrix Session Recordin

File Message Help Q  Tell me what you want to do

]ﬁ[ Delete ~ [=] Archive Iil;l Move ~ é) Reply <é) Reply Al —> Forward I:;\I;ITodn = <'E Mark Unreg

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

o SR-ALERT =srt-no-reply@outlook.com=

This email comas from Citrix Session Recording to notify vou that a Tophost was detectad:

[CAUTION - EXTERNAL EMAIL] DO NOT rg

Session Details

|Jzer Mame adminiztrator

Lomain Mame HEMIE

Start Time /972020 31506 Ab

Delivery Group Rz Desktop And AppGiroup

Bpplication HHtDezktop,

WA Machine

Plavhack LIRL https: webplaver 3/ Dlaver
Event Text Topdpp: regedit

Event Time /972020 31761 Ak

oucan find the session recording video and more information hers.

This is an automated email from Crtrix Session Recording Do not reply

Tip:

Clicking the playback URL opens the playback page of the recorded session in the on-
premises web player. Clicking here opens the All recordings page in the on-premises

web player.

To send email alerts in response to detected events, complete the following settings:

a. In the Recipients section of the Events and responses page, enter email addresses for

the target recipients.

b. On the Email alerts page of your Site settings, specify the email sender and content.
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Site settings
SRSERVER X

General Email alerts

) Specify the sender and content of email alerts triggered by your event response policy.
Storage maintenance pecity B8 Yy policy

I Email alerts Allow sending email alerts
Playback SMTP server
Port
| 25 | @ EnablessL

Display name
Email address

Password

| 2
Email subject Email body

O User name [ User name

[ Domain name [ Domain name

O start Time [ start Time

[ Delivery group [ Delivery group

[ Application [ Application

[ vDA machine O vDA machine

[ Recording URL

c. Edit registry for accessing the on-premises web player.

To make the playback URLs in your alert emails work as expected, browse to the registry
key at HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server and do the

following:

e Set the value data of LinkHost to the URL of the domain that you use to access the
on-premises web player. For example, to access an on-premises web player at
https://example.com/webplayer/#/player/ , set the value data of LinkHost to

https://example.com .
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» Add a value called EmailThreshold, and set its value data to a number in the range of
1 through 100. The value data determines the maximum number of alert emails that an
email sending account sends within a second. This setting helps slow down the number
of emails that are being sent and thus reduces the CPU usage. If you leave the value

data unspecified or set it to a number out of range, the value data falls back to 25.

Note:

* Your email server might treat an email sending account as a spam bot and thus
prevent it from sending emails. Before an account is allowed to send emails, an
email client such as Outlook might request you to verify that the account is used

by a human user.

» There's a limit for sending emails within a given period. For example, when the
daily limit is reached, you can't send emails until the start of the next day. In this
case, ensure that the limit is more than the number of sessions being recorded

within the period.

7. (Optional) To start screen recording immediately when certain events occur during an event-
only recording, set the following options for dynamic screen recording in the Recording

options section:

» Screen recording time span after an event is detected (min): You can configure the time
duration (minutes) that you want to record the screen after events are detected. If you leave

the value unspecified, screen recording continues until the recorded sessions end.

» Screen recording time span before an event is detected (sec): You can configure the
time duration (seconds) of the screen recording you want to keep before events are
detected. The value ranges from 1 to 120. Setting the value to any of 1 through 10 makes
the value 10 effective. If you leave the value unspecified, the feature does not take effect.
The actual length of the screen recording that Session Recording keeps might be a little

longer than your configuration.

» Enable lossy screen recording: You can specify whether to enable lossy screen recording
when a session event is detected. Lossy screen recording lets you adjust compression
options to reduce the size of recording files and to accelerate navigating recorded sessions
during playback. This feature is available with Session Recording 2308 and later. For more

information, see Enable or disable lossy screen recording.
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8. (Optional) Specify delay before session operations begin (sec). If you specify any of the
following actions in response to logged events in recorded sessions, you can notify users of the

actions in advance:

e Lock session
e Log off session

* Disconnect session

For example:
Event type Email alert Action
Append @ No Start screen recording
App not responding @ No Log off session

o For your event triggers to work as expected. ensure that the relevant event types are logged by your active event detection policy.

Recording options

Applicable to the start screen recording action.
Screen recording time span after an event is detected (min) @
0 s
A"
Screen recording time span before an event is detected (sec) @
A
0 }7

D Enable lossy screen recording

Session operation options

Applicable to the log off session, disconnect session, and lock session actions.

Delay before session operations begin (sec) @

0 M
W

Note:

If you set the value to 0, it means that users aren't notified when you lock, log off, or

disconnect them from their virtual sessions. To notify users, set an appropriate value.

For an example notice, see the following screen capture:
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Session Recording

For security, your session will be disconnected in 30 seconds. Please contact your system
administrator.

Reason:
You moved the file "ClipboardOperation.PNG" from C:\Test to C\Program Files\Citrix
\SessionRecording\Agent\Bin\en on Thursday, January 12, 2023 at 1:39 AM.

9. (Optional) Specify pause event response after session start (sec) . Specify how many seconds

(up to 300) you want to pause event response after a session starts.

Note:

By default, the value is set to -1, it means that the event response will not be paused.

10. Select and edit the rule scope.

In a way similar to when you create a custom recording policy, you can choose at least one of

the following items to create the rule scope:

» Users and user groups. Creates a list of users and groups to which the responses of the
rule apply. Both Azure Active Directory (Azure AD) and Active Directory identity types are
supported. Selecting Azure AD as the identity provider allows you to choose an instance
from the drop-down list. The available instances depend on your settings on the Citrix
Cloud™ Identity and Access Management > Authentication tab. For more information,

see the instructions in the Create a custom recording policy section.

« Published applications and desktops. Creates a list of published applications and

desktops to which the responses of the rule apply.

e Delivery groups and VDA machines. Creates a list of delivery groups and VDA machines

to which the responses of the rule apply.

* IP addresses and IP address ranges. Creates a list of IP addresses and ranges of IP
addresses to which the responses of the rule apply. The IP addresses mentioned here are

the IP addresses of the Citrix Workspace™ apps.
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« Filter. Creates a list of smart access tags to which the rule applies. You can configure
contextual access (smart access) using smart access policies on Citrix NetScaler, Citrix

Device Posture service, and Adaptive access based on the user's network location.

Select tags X

tags. Select from the Citrix-defined tags or enter custom
tags. Tolearn more about Citrix-defined tags and their definition, see the product documentation

Citrix-defined tags

O T Description

(O LOCATIONINTERNAL  Tag sent t pois sat

(O LOCATION_EXTERNAL  Tag sent by default when the network connectivity tybe is set as EXTERNAL.
Tag sent for an IP address that s not defined in the policy butis coming through the Network

O LOCATION_UNDEFINED L . Launch for is defined in the resourc

group.

O compLianT For compliant devices.

O NON-COMPLIANT For non-compliant devices.

Custom tags
Enter your custom tags separated by commas(.J.

®©
Contextual access (smart access) is available with Session Recording 2402 and later.

It lets you apply policies based on the user access context including:

o

The user's location

o

IP address range

o Delivery group

o

Device type

o

Installed applications

Note:

When a session or an event meets more than one rule in a single event response policy,

the oldest rule takes effect.

11. Follow the wizard to complete the configuration.

12. Activate the new event response policy.

Video about configuring policies
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Configure endpoint recording policies

You can define policies to capture user actions on endpoint devices when accessing Citrix-

delivered web apps, virtual apps and desktops.

Prerequisites

Before you begin, ensure you have met the following requirements:

« Citrix Session Recording server version 2511 or later
* Citrix Workspace App version 2511 or later

» Proper integration with Citrix Gateway and StoreFront, see Site settings

Note:

Endpoint recording is triggered only when the ICA session is launched through Citrix

Workspace app (CWA). Sessions launched by any other means are not recorded.

Configure endpoint recording policies

You can activate system-defined endpoint recording policies or create and activate your custom
endpoint recording policies. System-defined policies apply a single rule to entire sessions. Custom

policies specify which sessions are recorded.

Note:

After you create or activate an endpoint recording policy, the policy applies to all Session
Recording servers of the selected site. You can create and activate separate endpoint

recording policies for different sites, but only one site’s active policy can be in effect globally.

System-defined endpoint recording policies

Session Recording provides the following system-defined endpoint recording policies:

Policies | Ausros (6]

Recording policy Event detection policy Event response policy Endpoint recording policy

a

@ Do not record endpoint sessions
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» Do not record endpoint sessions. The default policy. If you do not specify another policy, no

sessions are recorded.

You can’t modify or delete the system-defined endpoint recording policies.

Create a customer endpoint recording policy

Considerations

You can record endpoint sessions of specific users or groups.

For each rule you create, you specify an endpoint recording action and a rule scope. The recording

action applies to sessions that fall into the rule scope.

For each rule, choose one endpoint recording action:

Add rule

Name and description Endpoint recording action

Fule name ) Enable endpaint recording with natification
() Enabia andgoint racording without notifa:ation
(® Disable endpoint recording

Description joptional]

Scope

0 Users and user grougs

o

» Enable endpoint recording with notification. This option records user actions on endpoint
devices. Users receive recording notifications in advance. With this option selected, you can
further select to enable recording for Citrix-delivered web apps or Citrix Virtual Apps and

Desktops. Additionally, you can choose to extend to full-screen record in endpoint recording.

* Enable endpoint recording without notification. This option records user actions on

endpoint. Users do not receive recording notifications. With this option selected, you can further
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select to enable recording for Citrix-delivered web apps or Citrix Virtual Apps and Desktops.

Additionally, you can choose to extend to full-screen record in endpoint recording.

» Disable endpoint recording. This option means that no user actions on endpoint devices are

recorded.

e Citrix-delivered web apps. This option lets you record user actions on endpoint devices

accessing these apps.

« Citrix Virtual Apps and Desktops. This option lets record user actions on endpoint devices

accessing these apps.

» Extend to full-screen recording. This option lets you record the entire screen space,

including any extended displays.

Add rule
MName and description Endpoint recording action
Fusle name: (@ Enabils encpnt recording with nabicabion
) Enable encipoint recording without neification
) Dialsls secdocint racording
Dasser pticen |apticnal)
Options
B Citria-delvered web apns
B Citri Virtussl Apps and Deskdope
Extend to full-screen recerding
Scope L
O Users and user groups

For each rule, choose the following items to create the rule scope.

Users and user groups. Creates a list of users and user groups to which the action of the rule
applies. Both Azure Active Directory (Azure AD) and Active Directory identity types are supported.
Selecting Azure AD as the identity provider allows you to choose an instance from the drop-down
list. The available instances depend on your settings on the Citrix Cloud Identity and Access

Management > Authentication tab.
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Add users and groups

ety type

Note:

Azure AD support is a preview feature. It is available with Session Recording version 2402
and later. Preview features might not be fully localized and are recommended for use in
nonproduction environments. Citrix Technical Support doesn’t support issues found with

preview features.

When you create more than one rule in an endpoint recording policy, some sessions might
match the criteria for more than one rule. In these cases, the rule with the highest priority is

applied to the sessions.

The recording action of a rule determines its priority:

* Rules with the Disable endpoint recording action have the highest priority.

* Rules with the Enable endpoint recording with notification action have the second-to-
highest priority.

* Rules with the Enable endpoint recording without notification action have the lowest

priority.

Some sessions might not meet any rule criteria in an endpoint recording policy. For these sessions,
the action of the policy fallback rule applies. The action of the fallback rule is always Disable

endpoint recording. You can’t modify or delete the fallback rule.
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STEPS

1.

2.

3.

Sign in to Citrix Cloud.

In the upper left menu, select My Services > DaasS.

In the Daas tile, scroll down in the left navigation pane and select Session Recording.

In the Session Recording service view, select Policies from the left navigation.

Select a target site. Choose the Endpoint recording policy.

Click Add policy.

Enter a name and description for the new policy, and then click Add rule.

Enter a name and description for the rule. Specify a endpoint recording action and choose at
least one of the following items to create the rule scope.

For each rule, specify a recording action:

* Enable endpoint recording with naotification.
e Enable endpoint recording without notification.

¢ Disable endpoint recording.
For each rule, choose the following items to create the rule scope:
» Users and user groups.

After the new policy is created, find it on the Endpoint recording policy tab and turn the toggle

on to activate the policy.

Select the global configuration site

Although you can have different active policies on different sites, only one site's configuration and

active policy can be in effect globally at any time.

STEPS

1.

Select Configuration > Site Management from the left navigation of the Session Recording

service.
Click Settings for the target site.

On the Endpoint recording page, enable the checkbox of Apply the endpoint recording

configuration of this site.

Note:
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» By checking this box, you are making this site the single source for all endpoint

recording.

» The active policy and configuration you set for this site will now be applied globally.

Recording files will be saved to this site’s storage path.

 All endpoint recording policies and configurations on all other sites will be ignored.

General Endpoint recording

Capture user actions on endpoint devices accessing Citrix-delivered web apps, virtual apps and desktops

Storage maintenance

) @ Apply the endpoint recording configuration of this site
Event data analysis

@ When enabled. Session Recording applies the endpoint recording policy of this site and the

Al-powered insights following configurations, saving recording files to the storage path of this site. Configuration for
other sites will be ignored.
Email alerts
Session Recording server address
Playback sessionrecordingserver.domain.com

. . If the site contains multiple Session Recording servers, enter the load balancer address
Endpoint recording

Endpoint recarding requires integration with the following components. Follow the instructions
Diagnostic logging to complete the configuration.

Secure Ticket Authority (STA)

STA server address Secret (optional)

| https:sista.domain.com L[ wsmerene

+ Add <+ Testconnection

NetScaler

Specify one or more Gateway URLs below. For each Gateway URL, download the configuration script. Then,
upload the script to the corresponding NetScaler appliance and run it in the NetScaler shall.

Gateway URL

hitps.//gateway. domain.ccn‘l &

+ Add <+ Testconnection

4. Complete the other configuration fields.

* Session Recording server address: e.g., https://SRServer.domain.com

e STA server address: e.g., https://sta.domain.com

Gateway URL: e.g., https://gateway.domain.com

(Optional) StoreFront server address: e.g., https://storefront.domain.com/

citrix/store

o Required for On-premised StoreFront.

o Leave this blank if you are using Citrix Cloud StoreFront.

183



SESSION RECORDING SERVICE

Note:

By default, the Cloud StoreFront integration is disabled. You must set the following
registry key to enable the Citrix Workspace app to communicate with the Cloud

StoreFront service.

o For 64-bit Citrix Workspace App

Location: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle
Name: EnableCwaToSraCloudstore
Type: String

Value: true

o For 32-bit Citrix Workspace App

Location: HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle
Name: EnableCwaToSraCloudstore
Type: String

Value: true

Integrate the Session Recording server with StoreFront
Note:

This step can be skipped if you are using Citrix Cloud Workspace (cloud-hosted StoreFront).

Perform the following steps to configure StoreFront manually.
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1. Download the script from the Session Recording Web Console (Configuration> Site Settings->

Endpoint recording-> StoreFront areas.

2. Click the download icon corresponding to the StoreFront entry for which the configuration
changes must be made. The downloaded zip file contains a configuration script, a README
file, and a configuration cleanup script. The cleanup script can be used in case integration

between StoreFront and Session Recording Server is to be removed.
The download button will be enabled when the Session Recording Server address and
Storefront address are both not empty.
3. Run the script as an admin on a PowerShell 64-bit instance by using the command. /
ConfigureStorefront.ps1.
» No other parameters are required.

» The PowerShell script execution policy must be set to Unrestricted or Bypass to run the

StoreFront script.
» The script also propagates the configuration to other StoreFront servers if StoreFront is

configured as a cluster.

Integrate the Session Recording server with Secure Ticket Authority

Note:
This step can be skipped if using On-prem StoreFront.

1. STAis an XML web service that exchanges XenApp® server information for randomly

generated tickets. It is used to control access for a Citrix Secure Gateway server.

2. Use your Citrix account credentials to access the Citrix Virtual Apps and Desktops™ download

page and download the product ISO file. Unzip the I1SO file or burn a DVD of it.

3. Use a local administrator account to log on to the machine in your trusted network and that is
accessible by the Session Recording Server. Insert the DVD in the drive or mount the ISO file.
The installer can be found in x64/Citrix Desktop Delivery Controller/

Sta_Service_x64.msi .

4. Install the secure ticket authority server. On a trusted machine, mount the CVAD product ISO
and install the STA service from x64/Citrix Desktop Delivery Controller/

Sta_Service_x64.msi .

5. Configure Secure Ticket Authority service.
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a. This step is mandatory if sta service is installed in the same machine with session recording

server.
i. Update new ports for STA service: navigate to "C:\Program
Files\Citrix\StaService\Service"

iil. run.\StaService.exe -StoreFrontPort 8980 -StoreFrontTlsPort 8443

b. Update Certificate Binding for New HTTPS Port.

c. Restart Citrix Secure Ticketing Authority Service in Windows Services Management.

Integrate the Session Recording server with NetScaler

Note:

This step can be skipped if the endpoint devices and the Session Recording server are in the

same internal network (intranet). Otherwise, NetScaler configuration is required.

1. On the Session Recording server, download the generated NetScaler configuration script from
the Session Recording Web Console Configuration> Site Settings-> Endpoint recording->

Gateway areas.

2. Upload the script to the NetScaler appliance. You can use tools such as WinSCP or a scp

command similar to the following:
scp ns_gateway_sessionrecording.sh root@NetScaler:/var/tmp

(Replace NetScaler with the actual host name or IP address.)

Ensure that the script is saved with LF (Line Feed) line endings. FreeBSD (which NetScaler OS
is based on) does not support CRLF (Carriage Return Line Feed) line endings. If you encounter
the error -bash: Ivarltmp/ns_gateway_sessionrecording.sh: /bin/sh\AM: bad interpreter:
No such file or directory, it indicates incorrect line endings. Convert the script using a text

editor such as Notepad++ and ensure that it's saved with LF line endings.

3. Connect to the NetScaler appliance through SSH and switch to the NetScaler shell by typing
shell in the NetScaler CLI.

4. Make the uploaded script executable using the chmod command:
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Chmod +x /var/tmp/ns_gateway_sessionrecording.sh

5. Run the uploaded script in the NetScaler shell.

root@etscaler# ./ns_gateway_sessionrecording.sh

khkkkkkkhkhkk Gateway configuration kkkkkkkkhkhkkkkhhhhkhkk

configure session recording FQDN for virtual server
khkkhkhkhkkhkhkkhkhkhhkhkhkhkkhkhhhkkhhkhkkhkhkhhkhkhkhkkhkhkhhkhkhkhkkhkhkhkhkkhkkhkkhkhhkhkhkkhkkhkkk

Note:press Enter button to finish

Input the virtual server Name in Netscaler Gateway: sg. local
Input Session Recording FQDN(FQDN:PORT/IP:PORT): N local:443"C
root@letscaler#

root@etscaler# ./ns_gateway_sessionrecording.sh

configure session recording FQDN for virtual server
khkkhkhkhkkhkhkkhkhkhhkhkhkhkkhkhhhkkhhkhkkhkhkhhkhkhkhkkhkhkhhkhkhkhkkhkhkhkhkkhkkhkkhkhhkhkhkkhkkhkkk

Note:press Enter button to finish

Input the virtual server Name in Netscaler Gateway: _XD_10.147.210.44_443

Input Session Recording FQDN(FQDN:PORT/IP:PORT): r. local: 443

Press Enter to quit, any key else to continue...

NetScaler Gateway creation script ns_gateway sessionrecording created

Please copy it to NetScaler (e.g. /var/tmp folder) and run command:

batch -fileName /var/tmp/ns_gateway_sessionrecording -outfile /var/tmp/ns_gateway_ sessionrecording_output
Check ns_gateway sessionrecording_output file for output

root@letscaler#

6. Provide the required parameters. The script prompts you for the following:

» The name of the virtual server in NetScaler Gateway, which can be found in the NetScaler

console.

* The Fully Qualified Domain Name (FQDN) of the Session Recording server (or load

balancer if applicable).

» The script generates a new file, Ivarltmpins_gateway_sessionrecording, containing
multiple NetScaler commands. You can review the input parameters using the cat Ivarltmpl

ns_gateway sessionrecording command.

root@etscaler# cat ns_gateway_sessionrecording

Upload file to NetScaler (e.g. to /var/tmp)
Run batch command o (1o -fileN rar/tmp/ns_gateway_sessionrecording -outfile /var/tmp/ns_gateway_ sessionrecording_output)
Analyze output F ay_sessionrecording_output)

bind vpn vserver ) 10.147.210.44_443 -sharefile .bvt.local:443
save ns config

7. Return to the NetScaler CLI and run the generated commands using a batch command similar

to the following:

batch -fileName /var/tmp/ns_gateway_sessionrecording -outfile /var/tmp/
ns_gateway_sessionrecording_output

NetScaler executes the commands sequentially. If a command fails, it proceeds to the next.

8. Ensure that all commands were successfully completed.
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> batch -fileName /var/temp/ns_gateway_sessionrecording -outfile /var/temp/ns_gateway_ sessionrecording_output

> 11
9. Add Secure Ticket Authority(STA) server address in NetScaler. For more information, see

Configure NetScaler Gateway to handle the STA and ICA traffic

Note:

If you are using Citrix Workspace app for Windows version 2503, ensure that ICA® Proxy
mode is set to OFF on the Citrix NetScaler Gateway to enable endpoint recording

functionality.

For detailed configuration steps, refer to the NetScaler command reference guide.

Note:

For more detailed information on configuration steps, refer to session recording for endpoint

devices.

Playback permissions

Session Recording administrators and their playback permissions

Session Recording administrators are Citrix Cloud™ administrators assigned a permission to
access the Session Recording service. For an overview of Session Recording administrators and

their playback permissions, see the following table:

TYPE OF SESSION PLAYBACK PERMISSION REMARKS
RECORDING
ADMINISTRATOR

Citrix Cloud administrator Can play all recordings Shows as a full admin on the

assigned full access Playback Permissions page
of the Session Recording
service


https://docs.netscaler.com/en-us/netscaler-gateway/current-release/deploy-citrix-gateway-in-a-double-hop-dmz/install-citrix-gateway-in-a-double-hop-dmz/configure-gateway-to-handle-sta-and-ica-traffic
https://developer-docs.netscaler.com/en-us/adc-command-reference-int/current-release/vpn/vpn-sessionaction#set-vpn-sessionaction
https://docs.citrix.com/en-us/session-recording/current-release/session-recording-for-endpoint-devices.html
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TYPE OF SESSION
RECORDING
ADMINISTRATOR

Citrix Cloud administrator
assigned the Cloud
Administrator role

Citrix Cloud administrator
assigned the Session
Recording-FullAdmin role

Citrix Cloud administrator
assigned the Session
Recording-
PrivilegedPlayerAdmin role

Citrix Cloud administrator
assigned only the Session
Recording-ReadOnlyAdmin
role

PLAYBACK PERMISSION

Can play all recordings

Can play all recordings

Can play all recordings

Can play all recordings
except restricted recordings
by default, or can play only
recordings that originate from
users and groups, published
applications and desktops,
and delivery groups and
VDASs you specify.

REMARKS

Shows as a full admin on the
Playback Permissions page
of the Session Recording
service

Shows as a full admin on the
Playback Permissions page
of the Session Recording
service

Shows as a privileged player
on the Playback
Permissions page of the
Session Recording service

Shows as a full admin on the
Playback Permissions page
of the Session Recording
service by default, or shows
as a read-only admin on the
Playback Permissions page
of the Session Recording
service when you specify the
scope.

» For information about restricted recordings, see Place access restrictions on recordings.

« Citrix Cloud administrators assigned only the Session Recording-ReadOnlyAdmin, All role

are called Session Recording read-only administrators later in this article. For more information,
see Types of Session Recording administrators. You can limit playback permissions so that

Session Recording read-only administrators can play only specific recordings from a target site.

Limit the playback permission of a Session Recording read-only
administrator

To limit the playback permission of a Session Recording read-only administrator, complete the

following steps:
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1. Select Configuration > Playback Permissions from the left navigation of the Session

Recording service.

Note:

* The Playback Permissions menu in the left navigation of the Session Recording
service is invisible for the administrators that are added through Azure AD groups. It is

also invisible for Session Recording read-only administrators.

» All Session Recording administrators are listed on the Playback Permissions page.

Playback Permissions SERVER v ®
View, grant, and edit permissions to play recorded sessions.
To manage authorized users, go to Identity and Access Management.
C Refresh
Name Type Role Playback Permission
User Read-only Admin Full V24
User Full Admin Full
User Full Admin Full
User Full Admin Full
User Full Admin Full
User Full Admin Full
User Full Admin Full
User Full Admin Full
User Full Admin Full
User Full Admin Full

2. Select a target site.
3. Target an administrator on the Playback Permissions page. To make the administrator a
Session Recording read-only administrator, complete the following steps:
a. Go to the Identity and Access Management > Administrators tab of the Citrix Cloud
console.

b. Locate the target administrator, click the ellipsis button, and select Edit access.
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citrix
Home > Identity and Access Management > Administrators
Identity and Access Management
Authentication  Administrators  APlAccess  Domains  Recovery  Device Posture
Add administrator/group
‘ Q_ Search by Email or Display Name ‘ Type v Status v Access v Identity Provider v Bulk Action: ‘ ‘ < ‘ 1013 ‘ > ‘
[ Twed Display Name Email Status Access Identity Provider
O crow Active Custom Azure Active Directory
[ user Active Full Citrix Cloud
[ user Active Full Citrix Cloud
[ user Active Custom Citrix Cloud
Copy Email Address
[ user Active Full Citrix Cloud Delete Administrator
Edit Access
[ user Active Custom Citrix Cloud
[ user Active Full Citrix Cloud v

c. Select Custom access.
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&
Edit access for administrator X
Set the access level and permissions for the administrator. Learn more -
O Full access
Administrators with full access to Citrix Cloud can manage all services and edit other administrators’
access.
@ Custom access
Administrators with custom access can manage Citrix Cloud services based on their configured roles
but cannot edit other administrators’ access.
o Switching to custom access has limitations and is not the same as configuring access for
all permissions to administrators.
Select all | Deselect All
‘ Search for permissions Q ‘
Analytics All roles selected >
General All roles selected >
= xaxd-devepl 2 of 13 roles selected )
v
v

d. Click the angle bracket to expand all roles.

e. Clear the check marks next to Cloud Administrator, Session Recording-FullAdmin, and
Session Recording-PrivilegedPlayerAdmin. Select the check mark next to Session

Recording-ReadOnlyAdmin.
f. Click Save.

g. Return to and refresh the Playback Permissions page of the Session Recording setrvice.
The Citrix Cloud administrator you edited shows as a Session Recording read-only

administrator.
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Playback Permissions SERVER - ®
View, grant, and edit permissions to play recorded sessions.
To manage authorized users, go to ldentity and Access Management.
(¥ Refresh
Name Type Role Playback Permission
User Read-only Admin Full f
User Full Admin Full
User Full Admin Full
User Read-only Admin Full @
User Full Admin Full
User Full Admin Full
User Full Admin Full

4. Click the Edit icon in the row of the Session Recording read-only administrator.

Tip:

A Session Recording read-only administrator can have full permission to play all
recordings, limited permission to play only specific recordings, or no permission to play
any recordings. Unless otherwise specified, a Session Recording read-only administrator

has full permission to play all recordings.

5. To limit the recordings that the Session Recording read-only administrator can play, choose
Limited on the Edit Playback Permission page. The Scope section appears on the Edit

Playback Permission page.
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Edit Playback Permission X

Playback Permission

O Full
® Limited

(O None

Scope

Playback is allowed if a recording meets any of the following criteria.

Users and groups Configure
Published applications and desktops Configure
Delivery groups and VDA machines Configure

®©

6. Click Configure to specify the scope of recordings that the Session Recording read-only

administrator can play. Playback is allowed if a recording meets any of the following criteria.

» Users and user groups. Sets that the Session Recording read-only administrator can
replay only the sessions that are opened by specific users and user groups. Both Azure
Active Directory (Azure AD) and Active Directory identity types are supported. Selecting
Azure AD as the identity provider allows you to choose an instance from the drop-down list.
The available instances depend on your settings on the Citrix Cloud Identity and Access

Management > Authentication tab.
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i CifriX | DaaSPremium fa ol

Add users and groups X

Identity type

| ‘Azure Active Directory ~ |

Instances

wi

Note:

o The Azure AD identity support for configuring playback permissions is available
with Session Recording server 2402 and later. It is a preview feature. Preview
features might not be fully localized and are recommended for use in
non-production environments. Citrix Technical Support doesn't support issues

found with preview features.

o The corresponding identity type is displayed only when the site is connected to AD
or Azure AD through Citrix Cloud's Identity and Access Management (IAM). You

can check it on the Authentication tab of Citrix Cloud's IAM.

» Published applications and desktops. Sets that the Session Recording read-only

administrator can replay only specific application and desktop sessions.

» Delivery groups and VDA machines. Sets that the Session Recording read-only

administrator can replay only the sessions of specific delivery groups and VDASs.

Your settings might not show on the Playback Permissions page. The issue occurs after you
upgrade to Session Recording 2204 or the initial release of Session Recording 2203 LTSR. As
a workaround, run the following script in SQL Server Management Studio (SSMS) that

corresponds to your Session Recording database:

ALTER procedure [dbo].[EnumPlayerUserDeliveryGroupPoliciesOnCloud]

as
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begin

set nocount on

select 3 as RoleType,

a.ID as RoleAccountID,

=

.principleName as PrincipleName,

a.IseEnabled as IsEnabled,

e.name as PolicyType,

SN

.DeliveryGroupID as AccountMemberAccountID,

g.Name as AccountMemberName

from PlayerUserCloudAccountRoleConfigure a,

PlayerUserPolicyConfigSetMember b,

PlayerUserPolicyDeliveryGroupSetMember d,

PlayerUserPolicyType e,

DeliveryGroup g,

PlayerUserCloudAccount h

where e.id=5

and b.PlayerUserPolicyTypeID = e.ID

and a.PlayerUserPolicyConfigSetID = b.PlayerUserPolicyConfigSetID

and b.PolicySetID = d.PlayerUserPolicyDeliveryGroupSetID

and g.ID=d.DeliveryGroupID
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and h.ID=a.CloudAccountID

end

Administrator permissions

Assign administrative permissions

To assign permissions to administrators, go to the Administrators tab on the Identity and Access

Management page of Citrix Cloud.

Video about assigning permissions to administrators:

Types of Session Recording cloud administrators

For the Session Recording service specifically, there are three types of cloud administrators, which

are achieved by assigning different roles:

TYPE OF SESSION RECORDING CLOUD DESCRIPTION
ADMINISTRATOR

Full admin Refers to a Citrix Cloud administrator assigned
Full access, the Cloud Administrator role, or
the Session Recording-FullAdmin role.

Privileged player admin Refers to a Citrix Cloud administrator assigned
only the Session Recording-
PrivilegedPlayerAdmin role, or assigned the
Session Recording-PrivilegedPlayerAdmin
and the Session Recording-ReadOnlyAdmin
roles.

Read-only admin Refers to a Citrix Cloud administrator assigned

only the Session Recording-
ReadOnlyAdmin role.
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Note:

The administrators that you add through Azure AD groups don't have any permissions

initially. To assign them permissions, specify custom access that aligns with the

administrators' roles in your organization.

Add an administrator or group X

@ Administrstor Set access for ADSyncPasswordSet.
details

(@ setaccess @ Azure Active Directory groups are not permitted to have
full access.

RRRRRRR
() Full access
Full access a

@ Customaccess
Custom access allows you to determine the exact part of Citrix Cloud
your administrators can manage.
© Switching to cust W remove to

certain services.

Selectall

‘ Search for permissions Q |

O Ansis >

0 ceners 2
[0) securePrivate Access] | Norolesselected |

[ xaxd-xacepl | Woroles selected >

Add administrators from Azure AD

Administrative access to the Session Recording service is enabled for Azure Active Directory (AD)

users and groups.

A general workflow to use the feature is as follows:

1. Connect your Citrix Cloud account to your Azure AD. For more information, see Connect Citrix
Cloud to Azure AD.

2. Add administrators to Citrix Cloud from Azure AD.
Citrix Cloud supports adding administrators either individually or as Azure AD groups.

¢ To add individual administrators from Azure AD, see Add new administrators. When you
add an administrator, Citrix sends them an invitation email. Before the administrator can

sign in, they must accept the invitation.

» To add Azure AD administrator groups to Citrix Cloud, see Add an administrator group to
Citrix Cloud. Administrators that you add through Azure AD groups don't receive invitations
and can sign in to Citrix Cloud immediately after you add them.

3. Specify permissions for the administrators that you add.
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For Session Recording specifically, there are three types of administrators, which are achieved
by assigning different roles. For more information, see Types of Session Recording

administrators.

Note:

* The administrators that you add through Azure AD groups don't have any permissions

initially. To assign them permissions, specify custom access that aligns with the

administrators' roles in your organization.

Add an administrator or group X

@ !minisiater Set access for ADSyncPasswordSet.
details

(@ setaccess @ Azure Active Directory groups are not permitted ta have
full access.

@ Pevewana
confirm

| searn orpermissions a

o >

[ General | Noroles selected >

RN ey [N
0 s >
O

* The Playback Permissions menu in the left navigation of the Session Recording

service is invisible for the administrators that are added through Azure AD groups.

* The Generate command button for cloud client installation is unavailable for the

administrators that are added through Azure AD groups.

Permissions of Session Recording administrators

For the permissions of Session Recording administrators, see the following table:

FULL ADMIN PRIVILEGED READ-ONLY ADMIN
PLAYER ADMIN

Access the Enabled Disabled Disabled
Dashboard page

Configure server Enabled Disabled Disabled
settings
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FULL ADMIN PRIVILEGED READ-ONLY ADMIN
PLAYER ADMIN

Configure policies Enabled Disabled Disabled

Place access Enabled Enabled Enabled
restrictions on
recordings

Remove access Enabled Enabled Disabled
restrictions on
recordings

Archive and delete Enabled Enabled Disabled
recordings manually

Archive and delete Enabled Disabled Disabled
recordings
automatically

Configure playback Enabled Disabled Disabled
permissions

For information on configuring permissions for Session Recording read-only administrators, see

Configure playback permissions.

Configure preferences

To configure your preferences for Session Recording, select Configuration > Utility Settings from

the left navigation.
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v Downloads

Utility Settings ®

Set your preferences for Session Recording.

Player cache

Set the cache size you want the player to use for playback

L ——— ) }A
e - 32 MB

Seek options

Enable fast seek
Select this check box to improve the seek performance during playback.

You can configure the following preferences for Session Recording:

» Player cache. Drag the slider to set the cache size you want the player to use for playback.

» Fast seek. You can enable fast seeking through ICA® screen recording by configuring how
often an I-Frame is generated. This feature significantly improves the playback seeking

experience and is available with Session Recording 2308 and later.
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View recordings

If sessions are recorded with the live playback feature enabled, you can view sessions that are in

progress, with a delay of 1-2 seconds.
Sessions that have a longer duration or larger file size than the limits configured appear in more

than one session file.

Note:

Grant users the right to access the recorded sessions of VDASs.

Search for recordings

Search for recordings
On each subpage of Recordings, you can search for recordings by specifying:
A specific time period. The options include Today, Last 7 days, Last 30 days, Last 90 days,
All time, and Custom.

e One or more sites.

Filters include Host name, Client name, User name, Application, Client IP address, Event

text, Event type, and duration.

« Advanced search criteria.

CilTIX | DaaS Premium

fisplay R Hostname A Username slected'

Startime (UTC+8) site Recording server [ p— D Clientrame

HeERERS B Ctient IP oddress @BEwenttat

ASERVER-3 W Event type & purstion

Custe
O

AsERVER:S Q Advanced search

aseRvERS

asERVER:3

ASERVER:3

aseRvERS

AsERVER S senver3 Unknown Tsvoazz

ASERVER:3 server-3 Unknown TsvDaz2

aseRvERS server-3 Unknown TsvDazz

You can also specify Columns to display.
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= | CilTiX | DaaSPremium

) DssS > Session Recording > s
Alltime ASERVERS < a ] ®
(D Cotumns to display 0selected
‘‘‘‘‘
(uTC+8) site Recording server User User Principet Narme. Host
Columns to display
2024 204PM % ASERVERD sener3 Unknown Tsvpaz2
202435400 asERvER 3 sener-3 Unknown Tsvpaz2
202435100 sseavERs sener-3 Urknown Tsvpaz
2024 3497M ASERVERD sener3 Unknown Tsvpaz2
202430200 asERvER 3 sener-3 Unknown Tsvpaz2
2024 3002 aseRvER 3 sener-3 Urknown Tsvpaz2
2022 2580 sseavERs sener-3 Urknown Tsvpaz
2024 235%M ASERVERS sener3 Unknown Tsvpazz
[s] ‘October 29, 2024 253PM aseRvER 3 sener-3 Urknown Tsvpaz2
o October 26, 2024 25124 sseavERs sener-3 Urknown Tsvpaz

Show all recordings of a session

You can select a recording and click the Follow up button to show all recordings of the recorded

session.

= | CilTIX | DaaS Premium ol - v

Recordings of the selected session X
This session starts rom October 30, 2024 2:28 PM and including 1 recordings

starttine User Fost Cent Events Duration Action
)
B Ociober30,2024228 M we0  2411v0A 2 o00x38 ®

Place access restrictions on recordings

Overview

You can restrict access to selected recordings from within the Session Recording service. In

addition to playback permissions, this feature provides more granular access control.

Citrix Cloud™ administrators assigned any of the following access permissions are allowed to

place access restrictions on recordings:

¢ Full access

Cloud Administrator role
* Session Recording-FullAdmin role
* Session Recording-PrivilegedPlayerAdmin role

* Session Recording-ReadOnlyAdmin role
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Restricted recordings are not accessible to Session Recording read-only administrators, that is,
Citrix Cloud administrators assigned only the Session Recording-ReadOnlyAdmin role. Session
Recording read-only administrators do not have permission to access the Restricted page or

remove access restrictions on the page.

Note:

» This feature requires Session Recording server 2209 or later.

» Placing access restrictions on live recordings is not supported.

Place and remove access restrictions on target recordings

1. Select Recordings > All Recordings from the left navigation of the Session Recording

service.

2. Select a site consisting of Session Recording server 2209 or later.

CilrIX | DaaS Premium 2= g G v

B DaaS > SessionRecording > Recordings > Allrecordings

Recordings
All recordings
Alltime v ASERVER-3 -~ Q | ®
@ Columnstodispl O SERVER02 0 selected
SERVERO1
Start O User Evente aud Lossy
time (O Asr2407 User Principal Host Client Events g (s . screen Application % Duration Action
(uTC+8) Name recording
(O ANTESTSR2311

October 29 ..

O s024408pu O ASR2405 Unknown TsvDAZ2 7 False Disabled False ###Desktop  00:01:55 @
r SRN1912
Inknown alse isablec alse ##Desktop
zg;f‘fgfap,w o Unks TSVDA22 3 Fal: Disabled Fal #£4Desk 00:03:30
ASERVER-3

o eg;r:\;eggapm O AlisroL Unknown TSVDA22 3 False Disabled False ###Desktop  00:05:14 @
O soasusemy ASERVERS  senerd Unknown TsvDAZ2 3 False Disabled False ###Desktop  00:01:52 @
(=] zg;;:\;e;iaw ASERVER-3 Unknown TSVDA22 4 False Disabled False ##4Desktop  00:01:25 @

Octaber 20 .
O ,p2a3agpy ASERVERS server-3 Unknown TSVDA22 2 False Disabled False ###Dasktop 00:02:12
O oas%r2e, ASERVERS  serverd Unknown TsvDAZ2 2 False Disabled False ###Desktop  00:2313 @
(m] zg;‘j‘;&ggiM ASERVER-3 server-3 Unknown TSVDA22 2 False Disabled False ###Desktop  00:01:24 @

Octaber 20 .
O ,02a253py ASERVERS Unknown TSVDA22 2 False Disabled False ###Desktop 00:01:24
O Loes¥r%y, ASERVERS  senerd Unknown TsvDAZ2 2 False Disabled False ###Desktop  00:02:41 @

1100f21items < [ 2 3 >\%

3. On the All Recordings page, select one or more target recordings.

Note:

We recommend you select no more than 40 recordings at a time. Otherwise, access

restrictions can fail.
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4. Click Place access restrictions.

[

©]

m

e 578
CilrIX | DaaS Premium F el ] o v
F— B DaaS > SessionRecording > Recordings > Allrecordings
Allrecordings . v e
All time ASERVER-3 ~ ‘ Q ‘ ®
Archived
(@ Columns to display 3 Place accessrestrictions | 5 Archive T/ Delete 2 selected
Restricted
Start Recordin X User Events Audio =y
time siie e 8 User Principal Host Client Events =g = i screen Application & Duration Action
(UTC+8) Name v & recording
October 29
2098 a08py  ASERVERS server-3 Unknown TSVDAZ2 7 False Disabled False ##Desktop  00:01:55
October 29 .
[m] 2024 404 PM ASERVER-3 server-3 Unknown TSVDA22 3 False Disabled False ###Desktop 00:03:30
October 29 N
2024 3:56 PM ASERVER-3  server-: 3 Unknown TSVDA22 3 False Disabled False ###Desktop 00:05:14
(m] zg;‘f‘fgfi’w ASERVER-3 server-3 Unknown TSVDA22 3 False Disabled False ###Desktop 00:01:52 @
October 29 .
[m] 2024 351 PM ASERVER-3 server-3 Unknown TSVDA22 4 False Disabled False ###Desktop 00:01:25
(m] 28;‘:‘?;:2”\” ASERVER-3 server-3 Unknown TSVDA22 2 False Disabled False s##Desktop  00:02:12 @
(m] 222?36;;9% ASERVER-3 server-3 Unknown TSVDA22 2 False Disabled False ###Desktop 00:2313 @
October 29 .
[m] 2024 3:00 PM ASERVER-3 server-3 Unknown TSVDA22 2 False Disabled False ###Desktop 00:01:24
(m] zg;f‘;egggw ASERVER-3 server-3 Unknown TSVDA22 2 False Disabled False s##Desktop  00:01:24 @
(m] 22?;‘;6;:9% ASERVER-3 server-3 Unknown TSVDA22 2 False Disabled False ###Desktop  00:02:41 @

1100f21items < [ 2 3 >\104/035%
L

5. Read the prompt and then click Confirm.

.

A Place access restrictions

Are you sure you want to restrict access to the selected recordings?
Restricted recordings are accessible only to privileged players.

Note: A single recorded session can produce more than one recording. If
you select any recording of a session, the access restrictions apply to all
other recordings of the same session.

- Y=

7

6. Verify that the selected recordings on which you placed access restrictions are moved from the

All Recordings page to the Restricted page.

7. On the Restricted page, remove access restrictions as needed. With access restrictions

removed, recordings are moved back to the All Recordings page.
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=  CilrX | paasPremium g ccip [ v

B DaaS > SessionRecording > Recordings > Restricted

[&) Dashboard
Recordings Alltime v ASERVER-3 v ‘ Q ‘ [0)
- Start User Lossy
J Policies time Site RecordMe | User Principal ©  Host Client Events St Jude screen © Application Duration & "oay® Action
(uTC+8) Name v ¥ recording Y
[ Activity feed
= October 29, minwang@c
2024408 ASERVER3  server-3 Unknown  TSVDA22 7 False Disabled False  ###Desktop 000155 S @
() Notifications PM
October 29 min.wang@ci
Admin logging O 2024356 ASERVERSZ  server-3 Unknown  TSVDA22 3 False Disabled False  ###Desktop 000514 S @
oM

[Z Diagnostic logging

1-20f 2items [(107page v
¢8 Configuration —

(IR Resource library

Open and play recordings

Open and play recordings
Tip:
Use a machine with a GPU for a better playback experience on it.

You can play live and completed recordings. Click the play button. Playback starts after

memory caching.

CifrIX | DaaS Premium

rr——

Autme a5
e
(I columns to display 0 selected
o swme ) Recording s Lossysareen
O st User e Host tint Events Erntsonly Audorecording pichi Roplcstion buraton Acton
O OEEE% smims Unkeoun TsvoRzz 3 Fatse Disabiea Fae seDeskon ®
( Octover 29, 2024 - 5 . SVDA 3 . - #4409 O
o oee ASERVER-3 Unknoun Tsvoazz s e bsties Fuse sespesin O]
. osober 20,2028 : . ) . . s . ~
el ssERVER3 - Toonz . ol st Fase Desiton ®
O oemouer20 202 . s . o . e "
o O ssemvens U Tsvonzz 2 a it Fase Deckton O}
( October 29,2024 - s . SVDA o s e 00:23: »)
SR sscRVER s seners unknoun Tsvonzz 2 e bsties e seepesiton ovza13 O}
. osober 20,2028 : . ) . ] ~ . ~
o oome2o ssERVER3 - Tsvoaz 2 Flse Dablod Fase Deskton O}
—  October 29,2024 . R Jnknown <voa alse hsabled alse »)
o Oowberze ssevEna Uk Tsvoazz 2 a it Fase >
ctober 29 . "
O 222 g - Tsvonze 2 e bsties e reepesicn 000241 »
— October 29,2024 - v . - . " e )
o oo ssERvER3 Uk Tsvoaz 2 e bsties Face sespesitn O}
— Octover 29,2024 - N . _— - - »)
o Oomber2e ssevEna r— Tsvoazz 2 Fase iabled Fase ®

The playback page provides comprehensive controls and information. For an example, see the
following screen capture. Notice at the bottom of the player, next to the recording date and time, a

count indicates how many times the recording has been played.
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)

B v

DaaS »

TST_testing - > - v
E "

ings 3 All recordings > Player

o incidents  Events  Comments

®  00:00:00 Comment (Normal)

zmomy my Rlcitrix.com

®  00:00:48 Toy

Top-most window: Shell ExperienceHost, , 7112

®  00:01:09 Comment (Medium)

-y wgcitrix.com: g

®  00:01:25 Top-most window:

Top-most window ServerManager, Server Manager
8840

& 00:01:26 Top-most window.
Top-most window WiShell, ICA Seamless Host
Agent, 11736

1] o) ——e 00:01:44/00:13:36 E comments [ Share X1 [~] Show stats &4 FULL SCREEN
*  00:01:28 Top-most window:
2 User name: administrator - VDA AIVDA + £ Client name: MASPVDIPD1374 Top-most window:explorer. , 10200
Recording 1/1 *  View playlist

May 14, 2025 15:21:07 {UTC+8) - 00:13:36 - 55events @ 32 @

Clicking this playback count opens the Playback activity panel. This panel has two tabs: Top

viewers, which displays a list of users who have played this recording most frequently, and

Playback history, which shows a detailed log of each time the recording was played, including the

viewer, timestamp, and any justification provided (if applicable).

i cifnX  DaaS Premium a @ TST_testing ety b v

Playback activity >

Top viewers Playback history

Total views: 32
Time(UTC + 8 & Administratar Playback justification
May 16, 2025 6:51 AM X o g W @Citrix.com Mot required,
May 16. 2025 6:23 AM X, == @citrix.com Not required.
May 16. 2025 6:22 AM we W Bcitrix.com Mot required
May 15, 2025 6:41 AM jrm gEcitrix com Mot required
May 14, 2025 11:50 AM 1P WEcitrix.com Mot required.
May 14, 2025 11:49 AM [ @ citrix.com Mot required.
May 14, 2025 9:47 AM @l “@citrix.com i
May 14, 2025 9:27 AM 1M m@citrix_com Ik
May 14, 2025 2:26 AM Administrator Not required
May 14, 2025 9:25 AM 1" =@citrix.com ke
May 14, 2025 922 AM i @citrix.com hih
May 14, 2025 8:38 AM P—gcitrix.com m

o

Tip:

 Clicking the session progress time lets you switch to the absolute date and time the

session was recorded.

» For an event-only recording, the play icon in the upper left corner is unavailable.
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Player controls

For a description of the player controls, see the following table:

PLAYER CONTROL

Play button

Mute/unmute button

Progress bar

Current position of recording playback

Comments

Share

Show stats

Hide stats

Playback speed

Full screen

Exit full screen button

Magnify

DESCRIPTION

Plays the selected recording file.

Determines whether to remove audio during
playback.

You can drag the progress bar during
playback. Idle periods of recorded sessions are
highlighted during playback.

Indicates the current position of the recording
playback and the total recording duration. The
time format is HH:MM:SS.

Lets you click and leave a comment about the
recording being played.

Lets you share the recording as restricted and
unrestricted links.

Shows the overlay that features data points
related to the recorded session.

Hides the session data overlay.

Indicates the current speed of playback. Click
the icon to switch between options including
X0.5, X1, X2, and X4.

Displays the playback in full screen.

Displays the playback within the webpage.

Zoom in on the current playback area.

In the right pane of the playback page, the Events and Comments filters, quick search box, and

some recording data are available:
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305ms
—— 13Kbps Session info View playlist
11 Kbps
59%
2773/8140 MB (34%)

A User name
% Host name:

2 Client name:
Entire data

Recording 1/1
0Oct 29, 2024 14:17:17 (UTC+8)
00:02:44 - 12 events

Session Recording

% 00:00:17 Top-most window:conhost, . 5136

Your activity with the desktop or program(s) you recently started is being

W 00:00:17 App end:1660:cmd.exe v

recorded. If you object to this condition, close the desktop or program(s).

%= 00:00:17 App end:5136: conhost exe. v

W 00:00:17 App start:5988: Conhost.exe: ~
“ o

W 00:00:17 App start4080: cmd.exe: 9240:
"C:AWindow.

T 00:00:18 App end:4 080: cmd.exe v
W 00:00:18 App end:5988: conhost exe v

% 00:02:35 Top-most window:SearchApp. v
10504

T 00:02:37 Top-most
1] O ——o 00:00:36/00:02:44 (3 Comments 4 Share X1 Hide stats 5¢ FULL SCREEN windowStartMenuExperienceHost, 1

» The date and time on the player machine. In this example, Oct 29, 2024 and 14:17:17.

» The duration of the recording in playback. In this example, 00:02:44.

» The number of events in the recording. In this example, 12 EVENTS.

» The name of the user whose session was recorded.

» The host name of the VDA where the recorded session was hosted.

» The name of the client device where the session was running.

e Options for sorting search results: Select All, Events, or Comments to sort search results.

» Event filters. You can select more than one filter to search for events in the current recording.
» Event list. Clicking an event on the list takes you to the position of the event in the recording.

» Quick search box. The search events quick search box helps to quickly narrow down a list of

events in the current recording.

Share recordings as links

Overview

You can share recordings as restricted and unrestricted links from the cloud player. Other users
can use the links to access the shared recordings directly, which obliterates the need to search
among many recordings. If you share a recording as a restricted link, only users who already have
playback permission can view the recording using the link. If you share a recording as an

unrestricted link, anyone in your AD domain can view the recording using the link.

Note:
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e Sharing recordings as restricted links requires Session Recording 2203 or later.

» Sharing recordings as unrestricted links requires Session Recording 2305 or later.

For unrestricted recording sharing, you can further:

» Specify whether to issue email notifications to specific recipients when an unrestricted

recording link is generated. For more information, see Notifications.

» View the events related to unrestricted recording sharing on the Events tab of the activity feed.
To facilitate managing unrestricted links, the Session Recording service lets you:

» Set a validity period for each of the links.

(Optional) Enter a justification when generating the links.

» Get an overview of which recordings have been shared as unrestricted links.
» View all unrestricted links of a specific recording.

» Know which users have accessed an unrestricted link.

» Revoke unrestricted links that haven't expired.

Clear invalid links that have expired or revoked.

To share recordings as links and manage unrestricted links, you must have full access to the
Session Recording service. It means that you must be a Citrix Cloud™ administrator assigned any

of the following permissions:

e Full access
e Cloud Administrator role

» Session Recording-FullAdmin role

Note:

» To view a recording using an unrestricted link, users must enter a justification.

Share recordings as restricted links

To share recordings as restricted links, complete the following steps:
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1. Inthe cloud player, open and play the recording that you want to share.

2. Click Share on the playback page of the recording. The Generate recording link dialog

appears.

3. Select Restricted from the General access drop-down list.

4. Click Copy link.

After you click Copy link, either of the following messages appears, indicating a successful or

failed operation respectively:

» The URL to the shared recording has been copied to the clipboard

» Sharing the recording URL failed
5. Share the generated URL link with users who already have playback permission.

Pasting the link in the address bar lets you jump to the location where the link was copied.

Share recordings as unrestricted links

To share recordings as unrestricted links, complete the following steps:

1. In the cloud player, open and play the recording that you want to share.

2. Click Share on the playback page of the recording. The Generate recording link dialog

appears.

3. Select Unrestricted from the General access drop-down list.
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= | CilTIX | DaaS Premium

4. (Optional) Enter your justification for sharing the recording.

5. Set an expiration period for the link to be generated.

6. Click Copy link.
After you click Copy link, either of the following messages appears, indicating a successful or
failed operation respectively:

e The URL to the shared recording has been copied to the clipboard

» Sharing the recording URL failed
7. Share the generated URL link with anyone in your AD domain.

Pasting the link in the address bar lets you jump to the location where the URL link was copied.

Note:

e To view a recording using an unrestricted link, users must enter a justification.

» The actions of generating unrestricted links are logged on the Events tab of the

activity feed.

 For unrestricted recording sharing, you can specify whether to issue email
notifications to specific recipients when an unrestricted recording link is generated.

For more information, see Notifications.

212



SESSION RECORDING SERVICE

Manage unrestricted links

View which recordings have been shared as unrestricted links

To get an overview of which recordings have been shared as unrestricted links, check the Links
column on the All Recordings page. If the Links column doesn't show up, click Columns to

display and then select Links.

CilTIX | Daas Premium

xxxx

(I columns to display

R site st i Events Events oy =t = Applicaton Duraton
seRveRL 2a11v08 2 s Eneties Fote WordPod 2411 000138 O
SERVEROL 2412v0A 3 False Enabled False #24Desktap 00:00:55 )
seaveR0L 2812708 s Fase Enatics Fatse WordPad 2411 000239 O]
seaveRL 2812v08 5 s Enctics Fote ssDsiion 003330 (O}
. D
seaveR0L 281v08 ° Fase enaties Fatse s#Desiton 000746 (O}
seRvER0L 2a12v08 7 True Disabled Faise sss0eskion so012¢ )
SERVERDL 2a12v08 1 True Disabled Faise ss#Deskton 000436 [O]
SERVERDL 2812v08 s True Disabled Fae sssDesiton 000212 >
Octoter 29, 2024 . . " 0 »
i seaveR0L 241708 7 True Disabled Fatse 00031 ®»
O Ocioter29.2024 SERVERDL 2a12v08 5 True Disabled False 00:050: >
50PM
1100f59items < (@2 3 ¢ 5 6 > [(107pse= V]

After you click the link icon corresponding to a recording, the details about unrestricted links

generated for the current recording appear, for example:

213



SESSION RECORDING SERVICE

Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row 1o view details.

(v Refresh
Generated at (UTC+08:00) Generated by Justification Status
Oct 30. 2024 3:19:18 PM curry_bi@citrix.com bdtest Expiresin 21h 1min

o ©

View and manage unrestricted links of a specific recording

1. Open the Manage unrestricted links page.

Method 1: On the All Recordings page, click the link icon in the Links column next to a

specific recording.
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CilTIX | DaaS Premium

A D 0e » s Reoris » Fcrings » A
D cotumns todisplay
-
PR ste Recorang vser vserpencpa ost cient Bents Bentsony e Loseween . poptstion oo
- SERVEROL Server01 user0 Unknown 2411VDA 2 False. Enabled False WordPad 2411 00:01:38
o
@ User SERVEROL Server01 ‘administrator Unknown 2411VDA 3 False Enatyied False Desktop 00:00:55
[Ep———
@ b — [ — oo 2eanon s e - e T
@ cier
i - [ — - T s Fase s Fase w0133
8 sty
o — [ —— - 2e10 s rase s ise w0ores
o ——
L] J = SERVERO1 Server01 ‘administrator Unknown 2411VDA 7 True Disabled False 00:01:24
8 Recording server
8 sovtiation S JS e —— - season B . oties e s00s:56
—— [ —— - e s T P— Fise w212
oo N
R T — sovet ki iwomn -~ 7 e _— - wosop 000819 . ®
el e~ S —— - -, B . - rise pesiop s00s . ®
L100r591ems 565 [T v

Method 2: Click Manage Links in the Generate recording link dialog.

Betty Wang_(E..

2viumgi7ain

CilTIX | DaaS Premium TST. testing

Generate recording link

[wsirces 7]

Anyone in the AD domein who has installed the Session Recording.
‘web player can acoess this recording with the link.

Justification

Linkvalid for (hours)
z =

2. On the Manage unrestricted links page, expand each row to view details about the

unrestricted links that are generated for the specific recording.
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Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row to view details.

(* Refresh () Revoke

Generated at (UTC+08:00) Generated by Justification Status
Oct 30, 2024 3:19:18 PM curry_bi@citrix.com hdtest Expires in 20h 56min
URL

https://10.147.210.116/WebPlayer/#/player?key=42a87aade3374257a8adc85c26¢c10a9%a EE!

3. (Optional) To revoke a link, select it and then click Revoke that appears.

After you click Revoke, you are prompted to confirm the action.
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A Revoke link

If you revoke this link, people can no longer access the
recording with it. This will not affect anyone who already

had the page open.
Are you sure you want to continue?

. Y=

4. (Optional) To remove the links that have expired or revoked, click Clear invalid links.

e

Specify players for a site

Overview
You can now specify either the cloud player, on-premises players, or both to play the recordings of
a site. By default, both the cloud player and on-premises players are selected.

Note:

This feature is available for Session Recording server 2308 and later only.

The on-premises players include the Session Recording player (Windows) and the Session

Recording web player.

Configuration

To specify players available to play the recordings of a site, complete the following steps:
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1. Select Configuration > Server Management from the left navigation of the Session Recording

service.

2. Click Settings for the target site. The Site settings page appears.

Dsever Davallable e
EUSERVER2

> 1 server, 1 available Settings
SERVER 2305

> 1server, O available Settings
SERVER 2305-2

> 1server, 0 available Settings
SERVER-1

> 1 server, O available Settings
SERVER-2212 cotings
0 server, 0 available &
SERVER-2305

> 1server, 0 available Settings
SERVER-3

> 1 server, O available Settings
SERVER22-SIN 5

> 1 server, L available ”@
SERVER2206A

> 1server, Lavailable Settings
SR2303

> 1server, 1available Settings
SR2305

> 1 server. O available Settings
SR2308LB

> 2servers, 0 available Settings
SRN2912

> 1server, O available SE“‘”@

3. On the Site settings page, select the Playback menu. The player selection page appears. By

default, both options are selected.
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Site settings pd
SERVER22-SIN

General
Player selection
Controds which player i svailable to play the recordings of this site
Storage maintenance
&8 The cloud player
Playback B The on-premises players

s >
m \ pancel / m
hN S

4. Select at least one option as needed and then click Apply changes.

What if a player is disabled (not selected)

« If the cloud player is disabled for recording playback of a site, the play button for recordings

from the site is unavailable with a tooltip on hover.
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B0 DoaS » Session Recording » Recardings 5 Allrecordings
Alltime SE ~ Q l C
(D cotumns to display 0 selecte

Start time Recording User Principal Audio Lossy screen

=] e site s User Host ctient Events Events only — === Application Duration Links Action

sERvERDL Server01 userd Unknown 2412v08 2 False Enabied Faise WordPad 2411 )

Osoer 30,2024 C
O RN sevemoy Serverd1 saminitrstor Uninoun 2412v08 3 Felse Enabied Faise s22Desktop 000055
VERDL Server01 adminitrator rknown 1 False nables alse NordPad 2411 0239
Otone 0 woze SeRVERD Serverd Uk 241104 3 o Enabled al WordPad 24 000239
O ORI sevemoy Serverd1 sministrator Unknown 2412v08 5 Faise Enabied Faise ss4Desktop 001330
VERDL Server01 adminitrator rknown 1 False nables alse ##4Deskton 00746

e SERVERD Server Unke 241104 9 o Enabled al Desk 000746 &1

[ RN E0RE semveson Serverd1 sministrator Unknown 2412v08 7 True Dissbled Faise ss4Desktop 000124
O eIz seuemoy Server01 seminisrstor Uricroum 2412v08 1 Trus Dissbies Faize sssDesitop 000456
* VERDL Server01 adminitrator rknown 1 e iscbled alse ##4Deskton 0212
Qcteber 29,2024 SERVERD Server Unke 2411v0A 8 m Discbl Fa Desk 000212
0 OEIEE s Serverd1 saminitrstor Uninoun 2412v08 7 Te Disabled Faise s22Desktop 000315
* VERDL Server01 adminitrator rknown 1 e iscbled alse ##4Deskton 00502
Oetoser 00 s0ze SeRVERD Serverd Uk 241104 B T Disab al Desk 000502

« If the on-premises players are disabled for recording playback of a site, you are prompted when
selecting recordings from the site. The prompt message reads "Recording playback has been
disabled for this server in the current player." For an example of the prompt message in the on-

premises Session Recording web player:

@ Recording playback has been disabled for this server in the current player.
Manage links

Start Time User Host Client Events Events Only Audio Recording Recording Server Duration

Jul 10,2023 11:07:18 AM administrator SR2308VDA APACENGVSUIATHB a False Enabled NewTest 00:03:27
Jul 10,2023 10:47:11 AM administrator SR2308VDA APACENGVSUIATH8 0 False Enabled NewTest 00:03:23
Jul 10,2023 10:45:15 AM administrator SR2308VDA APACENGVSUIATH8 a False Enabled NewTest 00:01:37
Jul10. 2023 10:32:41 AM administrator SR2308VDA APACENGVSUIATHB 0 False Enabled NewTest 00:07:59
Jul10.202310:23:15 AM administrator SR2308VDA APACENGVSUIATHB 0 False Enabled NewTest 00:01:18
Jul 10,2023 10:13:52 AM administrator SR2308VDA APACENGVSUIATH8 0 False Enabled NewTest 00:02:59
Jul7,2023 8:31:45PM administrator SR2308VDA APACENGVSUIATH8 a False Disabled NewTest 00:09:27
Jul7.2023 8:17:55PM administrator SR2308VDA APACENGVSUIATH8 a False Disabled NewTest 00:09:38
Jul'7.2023 4:26:46 PM administrator SR2308VDA APACENGVSUIATHB 0 True Disabled NewTest 00:02:10
Jul7,2023 4:01:46 PM administrator SR2308VDA APACENGVSUIATHS o True Disabled NewTest 00:03:10
Jul8,2023 8:14:34 PM administrator SR2308VDA APACENGVSUIATH8 a True Disabled NewTest 00:04:00
Jul 68,2023 8:12:04 PM administrator SR2308VDA APACENGVSUIATH8 8 True Disabled NewTest 00:01:54.
Jul 6. 2023 8:08:00 PM R2308VDA APACENGVSUIATHB 31 True Disabled MNewTest 00:02:3

Meanwhile, if any recording of the site was shared as a link earlier, the Playback unavailable

message appears when the viewer opens the link to access the recording.

Highlight idle periods
Session Recording can record idle events and highlight idle periods in the player.

To customize the idle event feature, set the following registry keys at

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEvents .
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REGISTRY KEY

DisableldleEvent

IdleEventThrottle

IdleEventActiveThrottle

IdleEventActivePktNumThrott
le

IdleEventActivePktSizeThrottl
e

DEFAULT VALUE

30 seconds

2 seconds

3 packets

300 bytes

221

DESCRIPTION

To disable the idle event
feature, set the value to 1. To
enable the idle event feature,
set the value to 0.

If there is no user activity
(including graphics changes
and keyboard/mouse inputs)
longer than the time threshold
set by the registry key, an idle
event is recorded. The idle
period is highlighted when the
recorded session plays back
on the Session Recording
web player.

Only a specified number of
graphics changes within a
specified amount of time
qualify as user activities. By
default, at least three packets
within 2 seconds can qualify
as user activities.

Only a specified number of
graphics changes within a
specified amount of time
qualify as user activities. By
default, at least three packets
within 2 seconds can qualify
as user activities.

Graphics packets smaller
than the key value are
ignored and the relevant time
duration is regarded as idle.
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Use events and comments

In the right pane of the playback page, the Events and Comments filters are available. You can

use events and comments to help you navigate through recorded sessions in the web player.

2773/8140 MB (34%)

Entire data

eeeeeee
S Host name:
3 Client name:

Recording 1/1
Oct29, 2024 14:17:17 (UTC+8)
00:02:44 - 12 events

Session Recording
Your activity with the desktop or program(s) you recently started is being .
recorded. If you object to this condition, close the desktop or program(s).

%
=
%
-y
®
=
1 ¢ ——s 00:00:36/00:02:44 (3 Comments [/, Share X1 Hide stats 3¢ FULL SCREEN

1660:\22\C

00:00:17 Top-most window:conhost, , 5136
00:00:17 App end:1660:cmd.exe v
00:00:17 App end:5136: conhost exe v
00:00:17 App start5388: Conhost exe: v
4080:\22\C:

00:00:17 App start4080: cmd exe: 9240:

"C:\Window.

00:00:18 App end:4080: cmd.exe v
00:00:18 App end-5988: conhost exe. v
00:02:35 Top-most window:SearchApp. v
10504

00:02:37 Top-most
windowStartMenuExperienceHost. 1

Comment on recordings

When a recorded session is being played, you can click the Comments player control to leave

comments and set comment severities. Severities include Normal, Medium, and Severe. Severe

and Medium comments are indicated with red and orange dots, respectively. During session

playback, you can view all comments about a recording.

Set up comment priority
@ Normal
O Medium
O Severe

" ‘)) — 00:00:36/00:02:41 & Comments. (4} Share X1 Show stats 23 FULL SCREEN

- Session info View playlist
> 2 Username:,

& Host name:
_ ) Client name

Recording 1/1

- - Oct 29, 2024 14:55:53 (UTC+8)
Session Recordimg
View All v
Your activity with the desktop or program(s) you recently started is being a v
recorded. If you object to this condition, close the desktop or program(s). ® 000034 i eom et v
& 00:00:44 Bcitrix.com: test2 v
1644
R 00:02:35 Top-most v

window StartMenuExperienceHost.

L)

Clicking a comment lets you jump to the location where the comment was given.

your comments on the My comments page.
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You can view all
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CifrIX | Daas Premium " g ceip: v

T B Daas > SessionRecording > Comments > Mycomments

My comments

Comments [ asererz T | S

M M M M

test test2 comment test

gitrix.com _@citrix.com s@itrix.com 2itrix.com

2024 3:59 PM QOctober 30, 2024 3:59 PN Qctober 30, 2024 3:57 PN

Jump to Recording Jump to Recording Jump to Recording Jump to Recording

Delete Delete Delete Delete

Note:

To make the comment feature work as expected, clear the WebDAV Publishing check box

in the Add Roles and Features wizard of Server Manager on the Session Recording Server.
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Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection

Server Roles

Features

Hyper-V

MultiPoint Services

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (IIS) (27 of 43 installed)

[m] Web Server (21 of 34 installed)

PRRCommon HTTP Features (5 of 6 installed)
+/ Default Document (Installed)
+/| Directory Browsing (Installed)
«/| HTTP Errors (Installed)

+/ Static Content (Installed)
+~/| HTTP Redirection (Installed)
WebDAV Publishing

i [m] Health and Diagnostics (4 of 6 installed)
I> & Performance (Installed)
i [m] Security (3 of 9 installed) =

4

S 1 | O [

< Previous ] l Next >

View graphical event statistics

Event data visualization is available for each recording. It provides graphical event statistics for you

to quickly comprehend the events inserted in recordings.
To view graphical event statistics, complete the following steps:

1. Open and play a recording.

2. In the upper left corner of the playback page, click the statistics icon.
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P Type here to search

P, e i [ —

3. Switch between the Screen time, File transfers, Commands, Printing, and Events tabs to

view statistics from different perspectives.

e Screen time

The Screen time tab lets you know the cumulative time an application window is in focus

(active window).

stert 1320 powershelt

T 00:00:31 App end 2376 cmd

T 0000:31 App end:1320: powershell

W 000031 App end:10200:cmd

T 0000:31 Ap end:13676:conbost

PStart-SPLT-App name.

Viewplaylist

®

= CilrIX | paas premium o

€1 screentime File transfers Commands Printing Events

>

rdond 30037
There is a horizontal time bar next to each application. Click the bar to view the start time
and duration each time an application becomes and stays in focus, respectively. You can
narrow down your search range by specifying a duration range other than the default All
option. For example:

= CifTIX | DaaSPremium af

Dess » SessonRecrding > Recrdings » Allrecodings > Plaer

€ screentime File transfers Commands Printing Events WiShell X

> o (o (e

00:00:54  00:00:44

* File transfers
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The File transfers tab provides graphical statistics about bidirectional file transfers
between the VDA hosting the recorded session and the client device where the session
runs. You can customize the visualization by using the following settings:

> Time granularity: Per 1 minute, Per 10 minutes, Per hour

o File transfer destination: All transfers, Transfer from host to client, Transfer from

client to host

o Number or size (Bytes or MB) of transferred files

The X axis represents the absolute time in the 24-hour system.

Per 1 minute v All transfers ~

il [ || I |

10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05 11:10 11:15 11:20 11:25 11:30

File size (Bytes)

File size (MB)

TN TN T T T TR TR TN N |

CSHEHHEMNMNMWGWEBEOODSD N

. Transfer from host to client . Transfer from client to host

« Commands

The Commands tab shows CMD and PowerShell commands that are run during the
recorded session. You can customize the data display by typing your custom search in
Custom search or selecting a saved search from Saved search. The "OR" logical operator

is used to compute the final action.
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Custom search

Saved search l

UR

15/15 Commands IPv4 Address

E-mail Address
powershell: power

00:01:14 cmd CDFTraceTask.ps: compmgmt
. taskmgr

00:01:23 powershell logman: "C:\Windc

mmec
00:28:16 cmd mspaint: mspaint  \inver

control
00:28:38 cmd control: "C:\Windo
00:28:49 cmd netsh: netsh
00:29:39 cmd control: "C:\Windows\System32\control.exe"" C:\Windows\system3 2\sysdm.cpl”,
00:30:37 cmd mme: "CAWindows\system32\mme.exe” "C\Windows\system3 2\lusrmgr.msc”

* Printing

The Printing tab provides graphical statistics of printing activities in the recorded session.

=  CifriX | DaaS Premium

DaaS > SessionRecording > Recordings > Allrecordings > Player

< Screen time File transfers Commands Printing Events

|> Al Printers Jobcount v Per 1 minute
1 print jobs, 1 pages 1

Microsoft Print to PDF

(el 1 print jobs, 1 pages

N
0 T T 1
16:58 PM 16:59 PM 17:00 PM 17:01PM
Time (UTC+8) O Printer Document Page count
Oct 29, 2024 4:59:25 PM Microsoft Print to PDF “New Text Document -Notepad 1
 Events

The Events tab shows the proportions and numbers of all types of events in the recorded

session.
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App End
25(7%)

App Start
25(7%)

Clipboard Operation
36(10%)
Top-most windaw
203(57%)
Web browsing
51(14%)

W Top-most window
W Web browsing
Clipboard Operation
App Start
App End
File transfer

View performance data points

During playback, you can click the Show stats control to view, on an overlay, the following data

points related to the recorded session:

* Round trip time

* Network (send)

* Network (receive)
 CPU usage

« Memory usage

CilTIX | Daas Premium

Round trip time 0ms
Network (send) 0 Kbps
Network (receive) 0 Kbps
0%

Memory usage 0/0 MB (0%)

ast10mins  (Entkedata

Nodata. Please make sure 'Log performance data' is checked in the Policy Console.

LS

Session Recording

started is being recorded. If
mis)

Your activity with the desktop or program(s) you recently
you object to th op

ndition, cl

1] 4 —e 00:00:16/00:07:11 & comments (7} Share

X1

[ Hide stats

52 FULL SCREEN

cei:

Session info

R User name: administrator
‘@ Host name:
() Client name: Auto

Recording 1/1
Oct29, 2024 15:10:52 (UTC+8)
00:01:11 - Sevents

View All v

R 00:00:36 App start5996: cmd: 1308: v

"C:AWindows\sy...

Sz 00:00:36 App start:4448: conhost 5996:
\2C:\Win.

W= 00:00:44 App start:3696: HOSTNAME: v
5996: hostname

= 00:00:45 App end:3696: HOSTNAME v

Sk 00:00:50 App start:13068: powershell: v
5996: powers.
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Note:

e Session Recording collects round trip time every 15 seconds and the rest of the data

points every second.

e Theoretically, Session Recording refreshes data on round trip times every five seconds.
However, round trip time data actually refreshes every 15 seconds because of the

collection cycle.

» Session recording refreshes the rest of the data points every 5 seconds and presents

their average values on the overlay.

The overlay is semitransparent. You can relocate and hide it.

» To relocate the overlay, hover your mouse over the eight dots and then do a drag and drop.

» To hide the overlay, click Hide stats.

You can enable the overlay by selecting Log performance data when creating your event

detection policy. For more information, see Configure event detection policies.
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Manage recordings

This section provides instructions for you to:
» Manage selected recordings

o Archive recordings manually

o Delete recordings manually
» Manage recordings on schedule

o Archive and delete recordings on schedule

Session recording media task service

» Session recording file export

Manage selected recordings

You can select target recordings to archive and delete manually.

Archive recordings manually

To archive recordings manually:

1. Select Recordings > All Recordings from the left navigation of the Session Recording
service.

2. Select one or more target recordings.

3. Click Archive.
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Alltime SERVER-3 “ ‘ Q ®
(@D Columns to display @ Place accessrestrictions [ Archive T Delete 2 selected
Start Time Recording Site User Hos Client Events Events Only Recording server Duration Action
282"::‘,:9’ 7.2022 SERVER-3 administrator L] ) False Server-3 00:03:08 (b)
Zz’:me'e 2022 SERVER-3 administrator B i 0 False Server-3 00:00:32 (b)
gez";e:’hﬁe' Rl SERVER-3 administrator n mm = o False Server-3 00:01:41 Cb)
ZZ";T,:‘" 8, 2022 SERVER-3 administrator ] o0 False Server-3 00:02:06 (b)
gﬁ’:};’;j” 52022 sppvers administrator - i 0 False Server-3 00:02:16 (P)
g?a"::’h:e' . SERVER-3 administrator ] nm " o False Server-3 00:02:02 C})
:eg"ée;“’:e’ 52022 SERVER-3 administrator 10 False Server-3 1.00:42:44 (P)
ge;:;“,;’e' 5,2022 SERVER-3 administrator ) False Server-3 00:0217 (P)
zg’;e;“h:e' 5,2022 SERVER-3 administrator n 10 False Server-3 00:02:19 (})
3?;9;"“:” 52022 SERVER-3 administrator u 1o False Server-3 00:02:19 (b)

1-10 of 26 items 2 3 > 10/page v

Note:

Only Citrix Cloud™ administrators of the following roles can archive recordings:

Full access

The Cloud Administrator, All role
* The Session Recording-FullAdmin, All role

* The Session Recording-PrivilegedPlayerAdmin, All role

If archiving a recording does not complete successfully, the recording is not available for

playback or deletion for the first 24 hours following the archiving operation.

A single session can produce multiple recordings. Only recordings of sessions recorded in their

entirety can be archived.

If you select any recording of a session, all other recordings of the same session are archived as

well.

You can select one or more recordings to archive at a time. When archiving recordings, you can
choose to move the recording files to a different location from the one where they were originally

stored.

« If you move the recording files to a different location on the same Session Recording server,
grant permissions for the System and Network Service accounts to read and write the archived

recordings.
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* If you move the recording files to a UNC path, grant permissions for all computer accounts in

your site to read and write the archived recordings.

Delete recordings manually

To delete recordings manually:

1. Select Recordings from the left navigation of the Session Recording service.

2. Find one or more target recordings on any of the All Recordings, Archived, or Restricted

pages.

3. Click Delete.

B DaaS > SessionRecording > Recordings > Allrecordings

B R
Allrecordings e (e
® Alltime ASERVER-3 | a | ®
Archived
= (D Columnstodisplay &) Followup (3 Placeaccessrestrictions & Archive i Delete 1 selected
Restricted
Start User Lossy
time site Re:e"r;‘:‘:'g User Principal Host Client Events E;:T“ mi‘::j‘; screen Application ¢ Duration Acti
(wrc-8) Name g % recon ding
gg?f@eégapm ASERVER-3 server-3 Unknown TSvDA22 7 False Disabled False ##4Desktop  00:01:55 @
October 29 .
[m] 5004 404py  ASERVERS Unknown TSVDA22 3 False Disabled False ###Desktop 00:03:30
(m] 282?26;:9% ASERVER-3 server-3 Unknown TSUDA22 3 False Disabled False ##8Desktop  00:05:14 @
October 29 .
O s02a354py ASERVERS server-3 Unknown TSVDA22 3 False Disabled False ###Dasktop 00:01:52
0 zng‘;egiiw‘ ASERVER-3 server-3 Unknown TsvpA22 4 False Disabled False ##4Desktop  00:01:25 @
(m] zg;‘f‘;&;:ihﬂ ASERVER-3 server-3 Unknown TSVDA22 2 False Disabled False ###Desktop  00:02:12 @
October 29 .
O ,02a300py ASERVERS server-3 Unknown TSVDA22 2 False Disabled False ###Dasktop 00:23:13
0 zng‘;eggi’w ASERVER-3 server-3 Unknown TsvpA22 2 False Disabled False ##4Desktop  00:01:24 @
October 29
O s0ss2cspy ASERVERS Unknown TSVDA22 2 False Disabled False ##4Desktop  00:01:24
October 29 .
O ,p2az55py ASERVERS server-3 Unknown TSVDA22 2 False Disabled False ###Dasktop 00:02:41

1100f21items < [ 2 3 >\%

Note:

Only Citrix Cloud administrators of the following roles can delete recordings:

Full access

The Cloud Administrator, All role
e The Session Recording-FullAdmin, All role

* The Session Recording-PrivilegedPlayerAdmin, All role

A single session can produce multiple recordings. Only recordings of sessions recorded in

their entirety can be deleted.
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If you select any recording of a session, all other recordings of the same session are deleted as

well.

You can select one or more recordings to delete at a time. When deleting recordings, you can

choose to also delete the recording files along with the database records.

Manage recordings on schedule

You can schedule site-level tasks to automatically archive and delete recordings on a regular

basis.

Note:
Only Citrix Cloud™ administrators of the following roles can schedule the tasks:

e Full access
¢ The Cloud Administrator, All role

e The Session Recording-FullAdmin, All role

Archive and delete recordings on schedule

1. Select Configuration > Server Management from the left navigation of the Session Recording

service.

2. Click the ellipsis (...) next to a target site.

Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide

+ Createsite  C Refresh -
Site settings

> 1912(EUSERVER1 TESTSERVER1) 2 servers, 2 available @--

> 2209(EUSERVER2 TESTSERVER4 CloudDB) 2 servers, 2 available

> 2209(TESTSERVER3) 1 server, 1 available

AutomateTestSiteEdit (Empty)
> AutomateTestSiteDescriptionEdit 0 server. 0 available

> SERVER-1 1 server, 1 available

> SERVER-2 1 server, 1 available

> SERVER-3 1 server, 1 available

SERVER-C1
> dfsdfsadfhythtyhthytry 1 server, 1 available

> SERVER-C2 1 server, 1 available
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3. On the Site settings page, select Storage maintenance.

Site settings
SRSERVER X

General Automatic archive and delete

- |Il r | n i s = L .
I Storage maintenance Sets whether to automatically archive and delete recordings on a regular schedule

Enable automatic archive

Email alerts P
Archive recordings older than ‘ 7 %{days
Playback ( ( ]
v Execute every ‘ 1 %H Day W ‘
At | 0:00 AM v |ute

[ Move recording files to a different location

Enable automatic delete

Delete recordings older than ‘ 7 %' days

Execute every ‘ 1 %H Day e

At ‘ 11:30 AM v ]UTC

[ Also delete recording files

4. Schedule tasks as needed and then click Apply changes.

Note:
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The time you set for automatic archiving and deletion must be later than the time you set
for automatic cloud client upgrades. Otherwise, automatic archiving and deletion might

fail.

Session recording media task service

The Session Recording Media Task Service handles backend operations such as exporting
session recordings and performing Al-based analysis tasks. It can be installed either on the

Session Recording Server itself or on a separate high-performance server within the same domain.

Prerequisites

For optimal performance, the server hosting the media task service should have:

e 8-core CPU

* 16 GB RAM

Installation and configuration

Follow the steps below to install and configure the Task.

Step 1: Install the Session Recording media task service

1. Runthe installer SessionRecordingTaskClient.msi which is included in the Session

Recording installer package.

2. On the Session Recording Server Configuration screen, enter the name of your Session
Recording Server or for load-balanced environments, the load balancer address. Specify the
protocol (HTTPS/HTTP) and port (443/80), then click the Test button to verify the connection.

Note:

When deploying in a load-balanced environment, enable session persistence on your

load balancer and select SOURCEIP (or equivalent) as the persistence type.

» For Citrix NetScaler/ADC, see Persistence settings.

e For Azure Load Balancer, see Session Persistence.
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M Citrix Session Recording Media Task Service Setup — ot

Session Recording Server Configuration . .
Enter the Session Recording Server connection information below. C I I-” x

Session Recording Server Mame

m

smole: compulier-name. comouter-name domain. pet
XEMOe. COMpUIer-name, Compuler-name. Qomain. el

Protocol

Port

|443

Test

3. On the Destination Folder screen, confirm or change the installation path, and then complete

the installation.

M Citrix Session Recording Media Task Service Setup — X

Destination Folder . N
Click Next to install to the default folder or click Change to choose another C I I-rlx

Install Citrix Session Recording Media Task Service to:

C:\Program Files\Citrix\SessionRecording\SRTaskService),

Change...

Back MNext Cancel
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Step 2: Enable the media task service on the server

1. On the Session Recording Server, open Session Recording Server Properties.
2. Switch to the Web Player tab.

3. Check the Enable the Session Recording media task service checkbox.

4. Click Apply. This action allows the service to perform backend tasks, such as exporting

recordings.
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[% Session Recording Server Properties — X

CEIP Logging RBAC Emal Repot Cloud DB Web Player “

Hide content on the web player home page

This option prevents the web player home page from displaying any
CJ content. Recordings can be accessed only by way of their URLs.

Enable the Session Recording media task service

Enable this service to execute backend tasks such as exporting
CJ recordings and view their execution history.

Step 3: Assign permissions for the media task service

1. On the Session Recording Server, open the Session Recording Authorization Console.
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2. From the menu bar, select Player > Assignh Users and Groups.

3. Add the Fully Qualified Domain Name (FQDN) of the computer where the Session Recording
Media Task Service is installed.

=

Select Users, Computers, or Groups

Select this object type:
|lhﬂ!,C0ﬂWW.G“Dl.WB.I'I"I’I security prncipals
From this location:

ot ocal |

‘ Object Types... Type Description
User
NGZHOUO... User

Enter the object names to select (sxamples):
expotmachine|

Check Names

Advanced .. oK Cancel

Important:

If the Media Task Service is installed on the same machine as the Session Recording Server,
you must also add the SYSTEM account to the Player role.

ﬁ € ora ) zator
Select Users or Groups X |
| Select this object type: -
|Llws. Groups, or Builtin security principals ] Object Types... Type Description
From this location: User
|AWSERVEH‘1 UKSJ ] LOC N NGZHOUQ... User
Enter the object names to select (examples):
SYSTEM Check Names
Advanced Cancel
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Step 4 (Optional): Configure a custom export directory

Users can configure a custom path for exporting recordings by changing the registry key value for:
at

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SRTaskService\SROutputDir .

Session recording file export

The session recording file export feature provides a secure and verifiable method for exporting
session recordings to meet critical needs such as digital evidence, fraud investigations, and
regulatory compliance. It allows authorized administrators to export selected session recordings

into a universal MP4 format, along with a sidecar JSON file containing all detected session events.
Key capabilities of this feature include:
* Role-Based Access Control: Ensures that only authorized users can perform export

operations.

» Mandatory Justification: Requires a reason for each export, enhancing the traceability of

operations.

» Comprehensive Activity Logging: All export activities are recorded in detail for auditing

purposes.

Prerequisites

Before you begin the configuration, please ensure your environment meets all of the following

requirements:

» The Session Recording Agent, Session Recording Server, and Session Recording Web Player

are all installed or have been upgraded to version 2511 or later.

» Session recording media task service version 2511 or later is installed. Refer to the official

setup guide.

How to use recording file export

How to export Session Recording files

Note:
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Only administrators who have been assigned as full admin can perform export operations.

You can refer to Playback permissions for more details.

1. Select All Recordings from the left navigation of the Session Recording setrvice.
2. Select one or more recordings that you need to export.

3. Click the Export button located above the list.

i citrix | DaaSPremium B ZiyueWang_(EF-..

@ | STE.UStesting | CChvimoum
B Recoings DazS > ding > Recordings > Allrecordings
Allrecordings e
® Alltime | AALSROG v aQ | ®
] (D Columnstodisplay &) Followup (3 Place accessrestrictions | () Export | @ Archive [ Delete 1 selected
Start time Recordin User Events dio
(u] Sit B User Principal Host Client Events Application Duration Action
wres) S server only recording
Name
p  September 16, @
Sose1aaapy  AAUSROS aijsr06 administrator Unknown ALVDA DEV o False Disabled ###Desktop 00:01:46
September 16. @
O soperoaam  AAUSROS aijsr06 administrator Unknown ALVDA DEV 0 False Disabled ##4Deskiop 00:04:48
September 16. @
O sosersorem  AAISROS aijsr06 administrator Unknown ALVDA DEV 0 False Disabled ##4Deskiop 00:05:55
September 16 MASPVDIPD137 @
O sopernoapy  AAISROS 2jjsr06 administrator Unknown ALVDA " 0 False Disabled ##4Desktop 00:01:23
@ Srimimis AAIISROE sijsr06 administrator Unknown ALVDA Auto 0 False Disabled ##4Deskto 00:01:10 »
2025 11:06 AM . 2 2/
O September12 ARJISROB aijsr06 administrator Unknown ALVDA Auto 0 False Disabled #4#Deskto 00:00:34 )
202511:05 AM i P Z
O September12 ARJISROB aijsr06 administrator Unknown ALVDA Auto 0 False Disabled #4#Deskto 00:00:29 »
202511:04 AM i P \
O September12 ARJISROB aijsr06 administrator Unknown ALVDA Auto 0 False Disabled #4#Deskto 00:01:10 )
202511:03 AM i P &/
September 12
O popervosmy  AAISROS aijsr06 administrator Unknown ALVDA Auto 0 False Disabled ##4Deskiop 00:01:11
O September12 ARJISROB aijsr06 administrator Unknown ALVDA Auto 0 False Disabled #4#Deskto 00:00:57 O]
202511:00 AM i P &/
1-10 of 130 items 2345 13 > [ 10/page v

4. Check the export files under the following folder on the machine running media task service:
%ProgrambData%\Citrix\SessionRecording\SRTask\Cache .
The folder contains the exported MP4 file and, if events were detected during the session, a

sidecar JSON file of the same name containing the event data.

Note:

The sidecar JSON file is generated only when the Session Recording media task service

is version 2607 or later.

How to monitor export tasks and audit logs

« To view export status:

a. Inthe Session Recording service view, select Activity Feed from the left navigation.

b. Switch to Tasks tabs to view the information about tasks that happened in the past.
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c. This page displays the real-time status of all export tasks, including "In Progress,"

"Completed," "Pending," or "Failed.’

B Daas > SessionRecording > Activity feed

Dashboard
s Server
Insights Activity feed _
Recordings Events  Tasks Start Time (UTC+08:00)
January 22, 2026 2:15 PM
Comments Last7days vV Tesk Exportrecording ©  Intistedby v Site v/ Server v | Status: Completed ©
End time (UTC+08:00)
O Refresh () Export  ® Dismissall January 22, 2026 2:19 PM
Policies
Task Initiated by site Server Start Time (UTC+08:00) o End time (UTC+08:00) Status status
Reports Export recording xenadmin SRN2509 - January 22, 2026 2:15PM January 22, 2026 2:19 PM @ Completed @ Completed
Export recording xenadmin SRN2509 - January 22, 2026 215PM  January 22, 2026 220 PM @ Completed Media server
S Actvity feed
Export recording xenadmin SRN2509 - January 22, 2026 216PM  January 22,2026 220 PM @ Completed SRN2509.bdesplocal
Notifications Export recording xenadmin SRN2509 - January 22, 2026 211PM  lanuary 22,2026 212PM @ Completed Creation time (UTC+08:00)
January 22, 2026 2:15 PM
Export recording xenadmin SRN2509 - January 22, 2026 211PM  January 22, 2026 212PM @ Completed
Admin logging
Export recording xenadmin SRN2509 - January 22, 2026 211PM  January 22, 2026 212PM @ Completed
ER Disgnostic logging Export recording xenadmin SRN2509 - January 22, 2026 211PM  January 22,2026 212PM @ Completed
Recording to export
Export recording xenadmin SRN2509 - January 22, 2026 202PM  January 22, 2026 202PM @ Completed
Configuration
Export recording xenadmin SRN2509 - January 22, 2026 202PM  January 22,2026 203PM @ Completed Desktop xenadmin
Dec 3, 2025 12:56:34 AM
Resource library Export recording xenadmin SRN2509 - January 22, 2026 202PM  January 22, 2026 206 PM @ Completed
Export recording xenadmin SRN2509 - January 22, 2026 202PM  January 22, 2026 203PM @ Completed Export fle path )
Export recording xenadmin SRN2509 - January 22, 2026 202PM  January 22, 2026 207PM @ Completed CProgramData\Citrix\SessionRecording\ SR

Export recording xenadmin SRN2509 - January 22, 2026 2:02PM  January 22,2026 207 PM @ Completed Task\Cache\i_88a65201-b5bb-43b1-87aa-
6633300156 2e.mpd
Export recording xenadmin SRN2509 - January 22, 2026 202PM  lanuary 22,2026 207PM @ Completed

Export recording xenadmin SRN2509 - January 22, 2026 1.57PM  January 22, 2026 158 PM @ Completed Hash value(SHA256) )
53527f156 86fde49f6dddd4 7e0ae329a

< 1@3 > [ 15/pase v 180dc7b4d451a8ab9a80921a600d72

 To audit export activities:

a. Navigate to Admin Logging -> Playback Logging.

b. Here you can view the export records for all recordings (Action will be Export recording),

along with details such as the user who performed the action and the timestamp.

Cilrix | DaaS Premium

e ) DsaS > SessionRecording > Adminlogging » Playback logsing
Configuraton oging Playback logging [ smuscomss v ®
R Log of administrator activities
Playback logging
Alltime  ~  Action  Action takenby a
D Neme Logging time File ID Action Action taken by Authorized
1165 AALISROS 9/16/2025 4:32:00 PM 2c023¢1b-416¢-4260-8150-cb4794502fed Play recording M4CQB/ALISRO4S True
1164 AALISROS 9/16/2025 4:32:00 PM 2c02301b-415¢-4260-8158-ch4794502fe4 Play recording M4CQB/ALISRO4S Troe
1163 AALISROS 9/16/2025 4:32:00 PM 2c023¢1b-4150-4260-8159-cb4794502fe4 Export recording SRCloudUser Troe
1162 AALISROS 9/16/2025 4:32:00 PM 2c023¢1b-415¢-4260-8159-cb4794502fed Export recording SRCloudUser True .
1153 AAJISRO6 9/16/2025 3:34:00 PM 187¢1712-6781-45¢4-b{0d-5608156457d5 Play recording M4CQ8/ALS Trve
1128 AALISROB 9/16/2025 2:40:00 PM 187c1712-678f-45c4-6100-560815645745 Export recording SRCloudUser Troe
1112 AALISROS 9/16/2025 10:34:00 AM ed9c03a7-4da2-434e-5368-11013d8a9833 Play recording M4CQ8/ALS Troe
11 AALISROS 9/16/2025 10:34:00 AM €49c03a7-4ds2-4346-6368-110138a9833 Export recording SRCloudUser True
1110 AALISROB 9/16/2025 10:33:00 AM £d9c03a7-4da2-434¢-b368-11013d839833 Play recording M4CQ8/ALS True
1100 AALISROS 9/16/2025 10:3200 AM 2d9c03a7-4da2-434¢-H368-11013d829833 Export recording SRCloudUser True
1-100f 446 . 2 3 4 s 45 >
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Administrator logging

Using Session Recording server 2204 or later, you can query administrator logging data through
the Session Recording service. If you select a site that contains a Session Recording server earlier

than version 2204, the following banner appears, and no data is available.

Configuration Logging [ W2KLBST-UKISD.. - ] ®

Log of administrator activities.

a To use the administrator logging feature through the Session Recording service, upgrade the selected Session Recording servers to version 2204 or later.

\?/

-~ -

% No data available.

Note:

If you install SQL Server on the same machine with the Session Recording server, the
administrator logging data might not be available and a "No data available" message is
displayed. To ensure that you can view the administrator logging data, add the NT
AUTHORITY\SYSTEM user to your Session Recording databases and assign it the

db_owner permission.

You can select more than one Session Recording site to view logs.
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CifrIX | Daa$ Premium el ceip: 1

Admin logging H] DaaS > SessionRecording > Admin logsing » Configuration

Configuration logging . - .
Configuration logging | eptestomnos v
Record logging
o reasonoas Log of administrator activities. O servero2
Playback logging D SERVEROL

Alltime - Category v Act g g ip )

O Asr2407

D Name Logei Category Action Action taken by Authorized
(O ANTESTSR2311

40 ASR2405 10/3 PolicyDocumentChange Save policy document SRCloudUser/jiia ai@citrix com True
ASR2405

39 ASR2405 10/3 O sRN1812 PolicyDocumentChange Save policy document SRCloudUser/jizjiz. ai@citrix.com True
O Ansro1

38 ASR2405 10/30/2024 10:37:00 AM PolicyDocumentChange New policy document SRCloudUser/jiiia ai@citrix com True

37 ASR2405 10/30/2024 9:46:00 AM PolicyDocumentChange Save policy document SRCloudUser/jiaiia ai@citrix com True

36 ASR2405 10/30/2024 9:46:00 AM %pnucynocumemz:hange Save policy document SRCloudUser/jisjia aigcitrix com True

35 ASR2405 10/30/2024 9:46:00 AM PolicyDocumentChange New policy document SRCloudUser/jiajia.ai@citrix.com True

34 ASR2405 10/30/2024 9:45:00 AM PolicyDocumentChange Save policy document SRCloudUser/jija ai@citrix com True

33 ASR2405 10/30/2024 9:45:00 AM PolicyDocumentChange Save policy document SRCloudUser/jiiia ai@citrix com True

32 ASR2405 10/30/2024 9:45:00 AM PolicyDocumentChange New policy document SRCloudUser/jiiia ai@citrix com True

31 ASR2405 10/29/2024 5:50:00 PM PolicyDocumentChange Save policy document SRCloudUser/jiiia ai@citrix com True

1-100F38 2 |3 %

Click the three dots (ellipsis) to view details about each log.

An administrator with Full access can view administrator logging. To grant the Full access

permission, go to ldentity and Access Management in Citrix Cloud.

Logging data overview

Administrator logging data consists of:

 Configuration logging
» Recording reason logging

» Playback logging

Configuration logging

This part logs the following administrator activities:

» Policy change - Changes to policies on the Session Recording policy console or Citrix Director
» Server configuration change - Changes in Session Recording Server Properties
* Log reading - Unauthorized attempts to access the administrator logging data

You can use the Logging time, Category, Action, and Action taken by filters to narrow your

search. The "AND" operator is used between the filters to compute the search action.

To log administrator activities, complete the following steps to enable administrator logging on your

Session Recording servers.
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1. Select Configuration > Server Management from the left navigation of the Session Recording

service.
2. Find your Session Recording servers.
3. Click the gear icon corresponding to each Session Recording server.
4. On the Server Settings page, select Logging from the left navigation and then select Enable

administrator logging.

If you select Enable mandatory blocking, the following activities are blocked if logging fails. A

system event is also logged with an Event ID 6001:

» Changes to recording policies on the Session Recording Policy Console or Citrix Director

» Changes in Session Recording Server Properties

The mandatory blocking setting does not impact the recording of sessions.
Tip:

You can enable administrator logging both through the Session Recording service and
through Session Recording Server Properties. For information on enabling administrator

logging through Session Recording Server Properties, see Disable or enable administrator

logging.

You can also configure an administrator logging service account to enhance security.

Recording reason logging

This part logs which policies have triggered recordings.
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= | CilrX | DaaS Premium el cei: e

5 D E] DaaS > SessionRecording > Admin logging > Record reason logging
%] Dashboarc

® Recordings Record reason logging | serverozse ~

& Comments Log of applicable policies triggering recordings.

[F Policies All time ~ Applicable policy Recorded user
Etntysed D Name Logging time Applicable policy Recorded user Authorized

L) Notifications 39 SERVER02 10/30/2024 7:46:00 AM RecordReason X9T3X/Administrator True
A Adminlogging 38 SERVER02 10/30/2024 7:41:00 AM Eventlogging X9T3X/Administrator True
[& Diagnosticlogging a7 SERVER02 10/30/2024 7:41:00 AM RecordReason X9T3X/Administrator True
} Configuration 36 SERVER02 10/30/2024 7:38:00 AM Eventlogging XOT3X/Administrator True
fly Resource library 35 SERVER02 10/30/2024 7:38:00 AM RecordReason XOT3X/Administrator True
34 SERVER02 10/30/2024 6:41:00 AM EventLogging X9T3X/Administrator True
35 SERVER02 10/30/2024 6:41:00 AM RecordReason XST3xX/Administrator True
32 SERVER02 10/30/2024 5:50:00 AM Eventlogsing X9T3X/Administrator True
31 SERVER02 10/30/2024 5:50:00 AM RecordReason X9T3X/Administrator True
30 SERVER02 10/30/2024 5:45:00 AM Eventlogging X9T3X/Administrator True

To enable the feature, enable both administrator logging and recording reason logging on your
Session Recording servers. If Enable administrator logging is not selected, enabling recording

reason logging does not take effect.

For information on enabling the recording reason logging, see Disable or enable the recording

reason logging.

Playback logging

This part logs playback-related actions. Click the three dots (ellipsis) to view details about each log.

CilrIX | Daas Premium L) ceip: v

e B Daas > SessionRecording > Admin logging > Playback logging

Configuration logging

Playback logging | serverozse -

Record reason logging
Log of administrator activities.

Playback logging

All time v Action Action taken by Q

D Name Logging time File ID Action Action taken by Authorized
39 SERVER02 10/30/2024 6:11:00 AM dd766b1b-2cce-4e5d-9adb-339¢11bd919 Release file access sitrix.com True
38 SERVER02 10/30/2024 6:11:00 AM cd6026f5-501a-407d-2628-2598e565c256 Release file access sitrix.com True
37 SERVER02 10/30/2024 6:10:00 AM 15539f14-586d-4096-8b4e-4a976aa1 2605 Release fils access sitrix.com True
36 SERVER02 10/30/2024 6:10:00 AM dd766b1b-2cce-4e5d-9adb-339e11bd919 Restrict file access itrix.com True
35 SERVER02 10/30/2024 6:10:00 AM 15539f14-588d-4096-8b4e-42976221 2605 Restrict file access itrix.com True
34 SERVER02 10/30/2024 €:10:00 AM ¢d602615-5012-407d-2628-25986565¢256 Restrict file access sitrix.com True
33 SERVER02 10/30/2024 €:08:00 AM 06b00a02-a5de-4254-aee0-b63a57 2ebble Release file access sitrix.com True
32 SERVER02 10/30/2024 6:08:00 AM 476922¢7-c812-4765-9eb4-c29e41e4671h Release file access sitrix.com True
31 SERVER02 10/30/2024 6:08:00 AM 16f91cf4-3352-4561-9642-641a2¢dB3001 Release file aceess sitrix.com True
30 SERVER02 105&7/20245010%»« 06b00a02-a5de-4254-aee0-b6 3a57 2ebb1e Restrict file access sitrix.com True

1-100f 263 2 3 4 5 2%

To log playback justifications, enable both administrator logging and playback justification logging
on your Session Recording servers. If administrator logging is disabled, enabling playback

justification logging does not take effect.

Note:
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Playback justification logging is available for Session Recording server 2212 and later only. If
you select a site that contains a Session Recording server earlier than version 2212, the

playback justification logging enabler isn't available for any server in the site.
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Management dashboard

Overview

The Session Recording management dashboard helps you gain insights into your system. It lets
you monitor various aspects of your system, including:

» Server status

» Recording success rate

» Storage consumption

e Session statistics

Client device information

Agent Status

For a sample dashboard, see the following screen capture:
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Dy

ASHBOARD191202 ~
Servers
Server name CPU usage
-
DASHBOARD191201 3%
-
DASHBOARD191202 10%
Storage

Storage locations Total size of all recordings

2

Total size of all recordings (GB): All locations

150
100
50
0
Oct 27 Oct 28 Oct 29 Oct 30 Oct 31
Fri Sat Sun Mon Tue
Storage locations
All locations
\\dashboard1912011191 2shared\recordings\
1912021191 diny
Sessions

Average session duration

00:36:14

Total number of sessions.

23

Number of Sessions

110.98 cst2868%

Memory usage

) 40%
) 48%

7-day total

Nov 1 Nov 2

Wed Thu
Total size
1110GB
818GB
29.2GB

Lengest session

29:06:21

Sortby: Duration v

30
20
10
R | -
Oct 27 Oct 28 Oct 29 Oct 30 Oct 31 Nov 1. Nov 2
Fri Sat sun Wen Tue Wed Thy
Duration Number of Sessions %
@ <an & 26%
B 1-4h 1 4%
@ 48h 6 26%
| e 10 43%
Clients
Device
W HTML-* 6 86%
]
CNENGAUH1YUMWOD 1 L

107.33 6 12771%

B \\dashboard1912011191 2sharedirecord... 11.2 GB

B \\dashboard191202\191 2recordingssha... 4.2 GB

Average file size by session

0.22487 s

Number of VDAS
30
20
10
0 H =
Oct27  Oct28  Oct2®  Oct30  Oct3l
Fri Sat sun Mon Tue
Workspace app version
» 2208 18
| 2210 3
® 2207 H

C¥ Refresh  Last refreshed: 11/4/2022, 2:52:31 PM
Network (receive) Network (send) Number of live sessions
501 Kbps — 24KbDS 0
48 Kbps 25 Kbps 1
Oct 27 -Nov 2, 2022
7-day average Weekday average
15.33 21.47
Size of generated recordings (GB)
48
32
16 I
. m I I
Oct 27 Oct 28 Oct 29 Oct 30 Oct 31 Nov 1 Nov 2
Fri Sat Sun Men Tue Wed Thu
Storage locations 7-day ave. Weekday aveg.

156 GB

58GB

Oct 27-Nov 2, 2022

Largest file size by session

32.69959 e

- -
Nov 1 Nov 2
Wed Thu
Qct 27-Nov 2, 2022
78%
13%
9%

Note:
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The recording success rate widget can be shown next to the Servers section if the following

conditions are met:

* You are using the cloud client version 7.42.15010.4 or later.

* You have only one site that has available servers and you have turned on the feature

toggle on the dashboard settings page of that site.

Tips for using the dashboard

» The dashboard is the new home page for the Session Recording service console. It is available

only for Citrix Cloud™ administrators assigned any of the following roles:

o Full access

o Cloud Administrator role

o Session Recording-FullAdmin role

» The dashboard presents data relevant to the site that you select from the drop-down menu in

the upper-left corner.

DASHBOARD191202

~

Servers

Server name

DASHBOARD191201

DASHBOARD191202

Storage

Storage locations

2

CPUusage

-
3%

-
10%

Total size of all recordings

110.98 s 12868%

ENO]

C¥Refresh  Last refreshed: 11/4/2022, 2:52:31 PM
Memory usage Network (receive) Network (send) Number of live sessions
) 20% o 501KDPS o 24Kbps )

) 18% 4B Kbps - 25Kbps 1

Oct 27-Nov 2, 2022

7-day total 7-day average Weekday average

107.33 e t2771% 15.33 e 21.47

e The Servers section refreshes data automatically every 120 seconds. Immediate data

refreshes occur when you open the dashboard page, select a site, or click Refresh. The next

data refresh does not start until the previous refresh completes. Thus, if you click Refresh

during a data refresh, a popup window appears asking you to try again later.
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DASHBOARD191202 ~

Servers

Server name

DASHBOARD191201

DASHBOARD191202

Storage

Storage locations

2

CPU usage

-
3%

[
10%

Total size of all recordings

110.98 cs 2868%

Memory usage

’ 40%
) 48%

Network (receive)

201 Kbps

— 48 Kbps

7-day total

107.33 e 1M2771%

7-day average

15.33 s

B o

™ Refresh |Last refreshed: 11/4/2022, 2:52:31 PM

Network (send) Number of live sessions

24 Kbps o

— 25 Kbps 1

Oct 27-Nov 2, 2022

Weekday average

21.47

» The Storage, Sessions, and Clients sections refresh data automatically at a specific time

every day. When you select a site or click Refresh on the dashboard page, data is refreshed

immediately.

» Select a site from the drop down list and click on the icon to display and configure the

dashboard settings.

DASHBOARD191202 ~

Servers

Server name

DASHBOARD191201

DASHBOARD191202

Storage

Storage locations

2

CPU usage

Total size of all recordings

110.98 e 12868%

Memory usage

.) 40%

) 48 0% — 48Kbps

Network (receive)

— 501 Kbps

7-day total

107.33 e 1M2771%

7-day average

15.33 e

Network (send)

it

C¥Refresh  Last refreshed: 11/4/2022, 2:52:31 PM

Number of live sessions

— 24 Kbps o

— 25 Kbps 1

Oct 27-Nov 2, 2022

Weekday average

21.47
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Dashboard settings e
Servers

CPU usage Mamary usage

‘Warning threshold (%)  Critical threshold (%) ‘Warning theeshold (%)  Critical threshold (%]

| 65 o 90 e 75 e 90 o

Network (send) Natwork (receive)

‘Warning threshold (kbps)  Critical threshold (kbps) ‘Warning threshold (kbpsl  Critical threshold (kbps)

| 0000 o 50000 o 10000 | 50000 o

Recording success ratle

B Collect and show reconding success rate

Storage

Starage location Warning threshold
isersernameisharensme\directon Mot configured
Visarvernamesharensmae\directony]

isorvernameisharenamatdirectory2

sarvarnameisharenameidirectony3 Mot configured

DRV

isorvernamaisharenamaidirectonyd Mot configured

[T Enable storage consumption forecast

Dashboard settings allow you to:

o Set warning and critical thresholds for:

o

CPU usage

> Memory usage

o

Network (send)

o

Network (receive)

o Enable the feature to collect and show recording success rates.
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> Allocate space in a location for recording storage and set warning thresholds for the space
usage. When a warning or critical threshold is reached, the entry is displayed with an

orange or red icon.

The storage usage for recorded sessions is influenced by factors such as the chosen image
mode and the on-screen activities throughout the sessions. For instance, viewing videos

during a virtual session can result in larger recording files.

Storage
Storage location Warning threshold

: ; ; Aoy A
\\sacwpbwpvacsr01\sessionrecordingsirecordings\ { 99 H % of[ 13999 H GB V4 X

() Enable storage consumption forecast

o Enable storage consumption forecast. Storage consumption forecast allows you to predict
resource usage and take precautions in advance. After you enable the feature, a storage
consumption forecast for the next 7 days can be generated based on sufficient historical
consumption data of approximately one month. You can view the forecast on the Total size

of all recordings chart of the Storage section.

When the storage consumption forecast is not enabled, the Total size of all recordings chart

shows only the actual consumption data over the past 7 days. For example:

Storage Jan17-23,2024

Storage locations Total size of all recordings 7-day total 7-day average Weekday average

1 13970.77 e 11% 31395.81 e 121% 4485.12 s 4078.43 s

Size of generated recordings (GB)

Total size of all 1

14,200 5,544

14,050 3.696
13,900 1.848 I I
d

[}
Jan 18 Jan 19 Jan 20 Jan 21 Jan 22 Jan 23 Jan17 Jan 18 Jan 19 Jan 20 Jan 21 Jan 22 Jan 23
u a sat sun Mon Tue Wed Thu Fri sat sun Mon Tue

Storage locations 7-day avg. Weekday avg

Storage locations Total size
All locations 13970.8GB ™ 1 4485.1 GB 4285.9G8

A 1 13970.8GB

When the storage consumption forecast is enabled, the Total size of all recordings chart
shows not only the actual consumption data over the past 7 days but also a consumption

forecast for the next 7 days. For example:
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Storage

ding:

Jan17-23,2024

Storage locations Total size of all recordings 7-day total 7-dlay average Weekday average
1 13970.77 & T1% 31395.81 e T21% 4485.12 cs 4078.43 e
Total size of all recordings (GB): 1 Size of generated recordings (GB)
14,200 5,544
14,050 3,696
13,900 1,848
18,750 9 20 2; 22 23 25 26 2 28 29 30 0
Tni7 Jni8 Bnl0 120 n2l Jan22 n23 Im2d Bn26 Jm26 ln27 Jm28 nZ0 Ja Jan 17 Jan18 Jan 19 Jan 20 Jan 21 Jan 22 Jan 23
Wed T Fa St Sw Man T Wed  The P St Sun Men  Tue }h Wen The i oot i Moo T
Storage locations Total size Storage locations. 7-day avg. Weekday avg.
Alllocations 13970.8GB ™ 1 . 4485.1GB 4285.9G8
A 1 13970.8 GB

Note:

The consumption forecast requires sufficient historical data of approximately one month.

For example, see the following prompt:

Storage
Storage locations

1

Total size of all recordings (GB): c:\sessionrecordings\

Storage locations
Alllocations

cisessionrecordings\

Total size of al recordings

0.02 68 1100%

7-day average

OGB

7-day total
0 a8 0%

Size of generated recordings (GB)

100 24
16
You do not have sufficient historical
50 data to generate a forecast
8
0 P Ani8 19 1020 n2L n22 kn23 n2é n25 Mn26 kn27 Jn28 120 lndo ©
n17  Jn1s ln19 Jan20 Jn2l n22 n23 n2s Jn25 n26 n27 Jn28 029 Jan 7
Wy mie i e wma g mis ma mos mi o my gl w2 e kni7mie o

Total size Storage locations

0.06GB B cisessionrecordings\

0.0GB

Jan17-23,2024

Weekday average

OGB

Jan 20 Jan21 Jan 22 Jan 23
Sat Sun Mon Tue
7-day avg. Weekday ave.
0.0GB 0.0GB

 |n the Servers section, you can open and play live sessions by clicking on the number of live

sessions. For example:

DASHBOARD191202 "
Servers
Server name CPUusage Memory usage Network (receive)
-
DASHBOARD191201 35 Y w0 o 501Kbps
DASHEOARD191202 N 0% ) 48% . 4BKbps
Storage

Storage locations

2 110.98¢

Total size of all recordings

7-day average

15.33

7-day total

8 12868% 107.33 e ™2771%

ENG]

C¥ Refresh  Last refreshed: 11/4/2022, 2:52:31 PM
Network (send) Number of live sessions
— 24 Kbps o
25 Kbps

Oct 27 -Nov 2, 2022

Weekday average

21.47 e
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Live sessions X

DASHBOARD191201

Start Time User Host Client Events Events Only

November 4, 2022 3:13 PM administrator AGENTO1 HTML-2672-7522 1 false ":

* In the Recording success rate section, you can see a widget showing the recording success

rates for the current site. The recording success rate is calculated as follows:

Recording success rate = the number of successfully recorded sessions / the total number of

sessions matching the currently active recording policy.

Note:

The recording success rate widget can be shown next to the Servers section if the

following conditions are met:

> You are using the cloud client version 7.42.15010.4 or later.

> You have only one site that has available servers and you have turned on the feature

toggle on the dashboard settings page of that site.

For example:
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l Site 1 “ ]
Servers
Server name T CPU usage Memory usage
serverl o 80% J B65%
serverd ) 56% \ 26%
serverd b 20% he 18%
server2 (Offline)

(> Refresh

Network (send)

== 680 kbps

- 321 kbps

== 825 kbps

Last refreshed: Sep 8, 2023, 11:45:53 AM

Network... Number of liv...

== 980 kbps
- 749 kbps

1,142 kbps

= @

Recording success rate
(* Refresh

Latest: Sep 8, 2023, 4:00 PM

@ 100.00%

Sessions recorded: 5/5

Last 12 hours

LIS .
P )
.
10:00 AM

4:00 AM 4:00 PM

» The Agent section provides a quick summary of the status of all your Session Recording

agents if the Session Recording Server/Agent are upgraded to 2503. It displays:

- Total agents: The total number of Session Recording agents connected to the service.

o Active agents: The number of agents that are currently online and sending heartbeats to

the service.

o Inactive agents: The number of agents that are currently offline or have not sent a

heartbeat within a specified time.

This overview helps you quickly identify any potential issues with agent connectivity and ensure

that your recording environment is healthy. For more detailed information about individual agents,

including their VDA status, you can navigate to Configuration > Site management.

For Example:

v | (Managesite)

| AWTSVDA-19285

Servers

Server name CPU usage Memory usage

AWTSVDA-19285 0% 0%

Network
(receive)

(> Refresh  Last refreshed: Sep 16, 2025, 5:58:23 PM

Number of live

Network (send)

0 Kbps

sessions

0 Kbps a

= @

Last refreshed: Sep 16, 2025, 5:58:24
Agents O Refresh M

Delivery groups

1

Total agents

2

Active agents

1

@ Active 1 Inactive 1

 In the Total size of all recordings (GB) section, you can switch between storage locations to

view relevant data. You can also hover over the chart to view the total size of all recordings on

a specific day.
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Total size of all recordings (GB): All locations
150
Oct 28,2022
50 Total size 81.819GBE
0
Oct 27 Oct 28 Oct 29 Oct 30 Oct 31 Nov 1 Mov 2
Fri Sat Sun Mon Tue Wed Thu
Storage locations Total size
All locations 111.0GB
Wdashboard1912014191 2shared\recordingsh 81.8GB
YWdashboard1912024191 2recordingssharedirecordings), 29.2 GB

* In the Size of generated recordings (GB) section, you can hover over the bar chart

corresponding to a day to view the size of newly generated recordings on that day.

Size of generated recordings (GB)
48
32
Oct 28.2022
k‘ Total 46.636GE
16 B ‘dashboardl.. ings\46.636GE
. o I I
Oct 27 Oct 28 Oct 29 Oct 30 Oct 31 MNov 1 MNov 2
Fri Sat Sun Maon Tue Wed Thu
Storage locations 7-day avg. Weekday ave.
B ‘'dashboard191201'191 2sharedirecord. . 11.2 GB 156 GB
B ‘\dashboard191202'191 2recordingssha... 4.2 GB 5 8 GE

* In the Sessions section, you can click Longest session and Largest file size by session to

view session details.
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Sessions

Total number of sessions

23

Average session duration

00:36:14

29:06:21

Qct 27-Nov 2, 2022

Average file size by session

0.22487 a:

32.69959 e

Number of Sessions Sortby: Duration « Number of VDAs
30 30
20 20
10 10
0 JJ ._- 0 | -
Oct27  Oct28  0ct29  0ctd30  Oct31  Nowl  Nov Oct27  Oct28  Oct29  Oct380  Oct31  Nowl  Novz
Fri Sat Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu
Duration Number of Sessions %
= -1h 6 26%
® 1-4n 1 4%
| 48h o T
LI 10 43%

Session details

Session duration
29:06:26

File size
14.78606 GB
Recordings
Start Time

November 1, 2022 10:41
AM

November 1, 2022 11:42
AM

November 1, 2022 12:42
PM

November 1, 2022 1:42
PM

November 1, 2022 2:42
PM

November 1, 2022 3:42
PM

November 1, 2022 4:42
PM

MNovember 1, 2022 5:42
PM

MNovember 1, 2022 6:42
PM

The session starts from Tue Nov 01 2022 10:41:55 GMT+0800 (China Standard Time) and includes 30 recordings.

User Client % Host Events g‘;fl;'“ Duration

R938N\administrator AGENTO1 CNENG4UH1YUMWOD 11 false 01:00:07 @
R938N\administrator AGENTO1 CNENG4UH1YUMWOD O false 01:00:00 @
R938N\administrator AGENTO1 CNENG4UH1YUMWOD O false 01:00:01 @
R938N\administrator AGENTO1 CNENG4UH1YUMWOD 1 false 01:00:00 @
RO38N\administrator AGENTO1 CNENG4UHLYUMWOD 0 false 01:00:00 @
RO38N\administrator AGENTO1 CNENG4UHLYUMWOD 0 false 01:00:04 @
R93BN\administrator AGENTO1 CNENG4UH1YUMWOD 0 false 010020 @
R93BN\administrator AGENTO1 CNENG4UH1YUMWOD 0 false 01:00:00 @
R93BN\administrator AGENTO1 CNENG4UH1YUMWOD 0 false 01:00:00 @

e The Clients section shows the percentage of client devices that have different machine name

prefixes and the percentage of sessions that run on different versions of Citrix Workspace™

app.

Clients
Device
B utme 6 86%
a
CNENG4UHLYUMWOD * 4%

Oct 27-Nov 2, 2022

Workspace app version

| 2208 18 78%
| 2210 3 13%
| 2207 2 9%

e The Recording playback section provides statistics for recording playback. It displays two

views: the most played recordings and the top viewers.
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#i CilriX | Daa$ Premium @ TSTASSUNE ooy e o ™
Dan!
=] pashboard
AIISROS v = @
- .
MASPVDIFD1374 1 3% B 240010 3 16%
B DEV 1 33%
. 58- 5
Recording playback Ma2025B-14, 2025
Mest played recordings Top viewers

| F#EDeskiop - adminisirator i Ecitrix .com

20 a7

Administrator

##4De:
p) [FeDesklon usert 8 21
, ###Deskiop - administrator - e
B A 7 - 1
##¥Desktop - administrator
By o s
~  #itéDesklop - userl
») o 4
. skiop - administrator
») R 4

In this section:

o When you hover the mouse over a recording item in the "Most played recordings” view (left

side), detailed information about that recording is displayed.

i Cilrix  DaaS Premium o ® TST_testing v
DaaS S
[E] ashbosrd B oo e
ALISROS v B ®
- o
MASPYDIPD1374 1 a3% W 240910
W DEV 1 3%
5 5
Recording playback Maz2025 B-14, 2025
Most played recordings Top viewers
- saaDeskl I iguit
») esklon 20 o
Adn trator
») 8 —— 21
User C /gcitrix.com
(W) piecken. v 7 1
o Client: MASPYINPD1374
\ ###Daskion Dusation:  00:10:03
P 202 Fuents 18 5
\  ##2Dasktop - userl
(») tot s o 4
» Iﬂl==|:-:":klI0|J 301\"'\::‘:-2\(0' 4

o If you click on a recording item in the "Most played recordings" view, the "Top viewers" view

(right side) shows the top 10 users who have played that specific recording.
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Daas Pramium [a} Pl
L [ - B 908 ¢ Sesson Recording
AUSROS v SE]
1 I B pom10 3 15%
1 33
Recording playback Ma20258-14, 2025
Must ilpwe rwoar ings Tew winmnrs  Sabectod racordiog ©
; :.nla.nl.:.slf!c?-:n."’rmf:'.\lr.r a0 Yt Bgcilrix.com 1
... ;__'-'"Di:k,lf:.":.“f . s Administratce R
> 7
5 I=.=.=.Dn;k!r.r. . .-:-m..;.r.:uu s
> :;:n.i.L!m: sl a2
S :ilnrtnr'-lf!cr_ sty 4

o Conversely, if you click on a viewer item in the "Top viewers" view, the "Most played

recordings" view will update to show the top 10 recordings played by that specific viewer.

Daas Premium @ TSTIBEING pop i g ™
B Dma5 + SessenFecodng
AlISROS = @
MASPYDPDST4 L | 240810 a 18%
m ey 1
) P -
Recording playback Ma2025 8-14, 2025
Most played recordngs  Viewer: Sdminsiraie @ Top viewers
(3) Yoo s . alisitrin o .
P saministator
() i 4 21
'S .g.-r:<:u._-:.s.?-_.z.:.-u\.r_|l:l--a|¢f 4 ooegfingitri com i
») ."T::":.'!-'JO I:!l!['l N 3
_‘.":‘.9‘-.:0. uzerl N 2

$R¥ ko - tesl0L
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Al-powered insights for session recording

Overview

The Al-powered insights feature enhances the value of session recordings by leveraging
Multimodal Large Language Models. This capability enables automated analysis of session
recordings, providing actionable summaries, key highlights, and statistical insights to support both

security auditing and productivity monitoring.

Prerequisites

To enable and use Al-powered insights, ensure the following requirements are met:

» Citrix Session recording server version 2511 or later is installed.

» Session recording media task service version 2511 or later is installed. Refer to the official

setup guide.
e Session recording is properly configured and operational.

» Access to an OpenAl-compatible API endpoint (e.g., Azure OpenAl) is available for Al analysis.

Get Started

Follow below steps to configure and use Al-powered insights:

Configure AI-Powered Insights in Site Settings
1. Open the Session Recording Console and navigate to Site management.
2. Select the target site to configure.
3. In the Site Settings panel, locate the Al-powered insights section.
4. Provide the following parameters:
» Endpoint URL: The API endpoint of your Al model (e.g., https://fexample.azure.com/openai/
v1/).

» API Key: The authentication key for your Al service.
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Site settings
SR-2511 X

General

Al-powered insights

3 Connect your Al model to analyze recordings and generate insights.
Storage maintenance
o An Al deployment with the following capabilities is required:
Event data analysis « Supports multimedal input including images
» Supports a large context window of at least 256K tokens

Al-powered insights « Supports OpenAl-compatible APls and JSON Schema outputs with nested structure

Email alerts Endpoint URL
Playhack : )
APl key
Endpoint recording | |
Diagnostic logging [ use local credentials
Model name

¥ Advanced settings

Maximum number of analysis tasks per media server 9

20 v |

Sample rate @
() High: Every 3 seconds

@ Medium: Every 5 seconds
O Low: Every 10 seconds

Frame difference threshold @

O High: 0.5%
@® Medium: 0.3%
() Low:0.1%

Batch size @

() Large: 20 frames
@® Medium: 10 frames
() Small: 5 frames

Note:

If you want to use Google Gemini series model from Vertex Al, refer to the following

guidance:

o The endpoint URL, e.qg., “https://aiplatform.googleapis.com”.

262




SESSION RECORDING SERVICE

o Model name, e.g., “gemini-2.5-flash”.
o Check the “use local credentials” checkbox and leave the API key as empty.
o Go to the machine where you installed the Session Recording media task service

and modify the registry:

o Change the value of
HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\SmartAuditor\SRTaskService\SRAIModelAPIT
to 3.

> Add a string value
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SRTaskService\SRAIModelProje

set the value to your project id in Vertex Al.

o Add a string value
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SRTaskService\SRAIModelLoca
set the value to your Vertex Al region. E.g., “global” for Global endpoint, other
regions e.g. “us-east5” (refer to https://docs.cloud.google.com/vertex-ai/

generative-ai/docs/learn/locations#google _model_endpoint_locations)

o Add an environment variable GOOGLE_APPLICATION_CREDENTIALS at

System level, set its value to the path of your Vertex Al private key file.

5. (Optional) Configure Advanced Settings:

» Maximum number of analysis tasks per media server: Defines how many Al analysis

tasks can run simultaneously on a single media server (e.g., setto 2 ).
» Sample rate: Determines how frequently video frames are analyzed.

» Frame difference threshold: Sets the percentage of pixel changes required to consider a

frame as "changed.”

e Batch size: The number of frames sent to the Al model per batch.

6. Click Apply changes to save the configuration.

Note:

Session Recording will not collect your data that is sent to Al models.
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Configure Prompt Templates

1. Go to the Resource library.

B] ©saS 5 Session Recording » Rusource library
Resource library
Event trigger templates
& i >
=y Incident library
Ea : >
-

E_j Prompt templates for Al-powered insights

2. Under Prompt templates for Al-powered insights, define or customize prompt templates to

guide Al analysis.

3. Templates can be tailored for different goals (e.g., Productivity, Security).

B DS » SessionReconding » Resuurce library » Promet Lemalstes for Al-puwered insighls

Prompt templates for Al-powered insights

Create a prompt template

| ]
“©
Productivity Security Compliance App experience

My prompt templates

@ secuntytest
Senaitue dats 6nd kaywords 5 Sensiivecatasopx 17 Risky 3pp tepes 4

Productivity Prompt Template

When creating or editing a productivity prompt template, configure:
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* General context: Explains the overall purpose of the template.

e User context

> Job function: Enter the user’s role (e.g., Accountant, Software Engineer).

- Describe the role and typical daily tasks: Provide a short description of the
responsibilities (e.g., Responsible for financial reconciliation, preparing reports, and

reviewing compliance with accounting standards).
e Productivity parameters

> Productivity apps: List applications considered productive for this role.
- Detect inactivity: Enable and set a threshold (in seconds).

- Distraction Apps: Define app types considered non-productive (e.g., Instant messaging

apps , Social networks).

Prompt Details x

Describe the job function and typical daily tasks. See examole

v Productivity parameters
Productivity aop
Microsoft 366@  Google Workspace @ s @ Slack@  MicrosofiTeans @ Zwm@  VSCode@  IntelsiIDEAQ

Docker@ GO  AdobeCrestveClowd @  Ssiestorce@

Instant messagng apps @  Social networks @ Entertanment Apps @ Ant-sleep Apos ©

Security prompt template

When creating or editing a security prompt template, configure:

¢ General context: Explains the overall purpose of the template.

¢ User context

o Job function: Enter the user’s role.

- Describe the role and typical daily tasks: Provide a short description of the

responsibilities.

e Security parameters
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o Sensitive datatypes: Categories beyond keywords (e.g., Source code, Financial data).

> Sensitive Keywords: Define keywords indicating sensitive data (e.g., password, credit

card).

> Set exposure threshold: Minimum duration (in seconds) sensitive data must remain

visible on screen before being flagged.

o Sensitive data apps: Apps where sensitive data is likely to appear (e.g., Microsoft Excel,

Dynamics 365).

o Risky app types: High-risk categories (e.g., Social networks, Personal cloud drives).

Edit Prompt template X

PrjectPSoens O 01 Fnanceiz O pasreerd O confidental @ MDA ©

Micsot 365 @ Goopmiokmacs @ S @ Sick @ MceohTesms @ Joom ©  VSCose @ beesEA ©  Docier @ 01 @

Security Templates and Sensitive Data Definitions

Session Recording utilizes pre-defined security templates to identify sensitive information within
recorded sessions. The Al model analyzes screen content based on the following standard

categories.

Pre-defined Sensitive Data Categories

The system detects five primary categories of sensitive data by default:
1. PIl (Personally Identifiable Information)
Detects personal data points that can identify an individual, including:

 ldentity & Demographics: Name, ID Number, Social Security Number (SSN), Passport
Number, Driver's License Number, Vehicle Class, Gender, Religion, Race, Nationality.

» Contact Information: Phone Number, Email Address, Home Address, Zip Code.

» Dates: Date of Birth, Date of Issue, Date of Expiry.
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» Employment: Job Title, Company, Business Contact Information.
2. Financial Information

Detects banking and payment-related data, including:

Card Data: Card Number, Cardholder Name, Expiry Date, CVV Code.

Account Details: Account Number, Tax ID, Payee Information.

» Transaction Details: Transaction Records, Amounts, Financial Amounts, Payment Date,

Invoice Number.

» Document Context: Document Title, Signature Area, Company Information.
3. PHI (Protected Health Information)
Detects medical and health-related records, including:

» Patient Identity: Patient Name, Medical Record Number, Insured Person's Name,
Insurance Policy Number.

» Medical Details: Diagnosis Results, Medication Name, Dosage Information.

¢ Documentation: Document Title, Doctor's Signature.
4. Source Code

Detects programming code snippets, scripts, and syntax typical of software development.

5. API Keys

Detects strings and patterns resembling Application Programming Interface authentication keys

and tokens.

6. IP (Internet Protocol address)

Detects strings and patterns resembling IPs in both IPv4 and IPv6 formats, The specific IP

string will be shown in the reports.

Note on Al Contextual Analysis:

In addition to keyword matching, the Al model leverages contextual information to improve
judgment accuracy. This helps distinguish between sensitive data and non-sensitive text that

may share similar formats.
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Customizing Definitions

If your organization requires specific adjustments to these definitions (e.g., specific internal
terminology or excluding certain fields), you can provide custom detection rules in an additional

context field.

Deep inspection
Deep inspection extends the security analysis with Al-investigated behavior indicators, in addition
to the keyword and pattern-based sensitive data detection described above.
e Custom behavior indicators: Describe the behaviors to detect in plain language, and the Al
generates detection guides that you can review and refine.

* Incident reporting: Matches appear as incidents in the Deep inspection results section of the

security analysis report, each with a clickable timestamp for playback.
» Confidence tagging: Incidents that are difficult to distinguish from normal activity are tagged

Low confidence for manual review.

Deep inspection requires an Al model that supports reasoning.

Select Recordings for Analysis

1. Navigate to Recordings in the Session Recording Console.
2. Use filters or search to locate the session(s) for analysis.

3. Select one or more video recordings, then click Analyze.

4. In the dialog:

e Select a prompt template from the Resource Library or Create new.

» Choose the analysis scope based on the session type:

o Analyze the selected recording — analyzes only the selected recording file.

o Analyze the entire session — for rollover sessions (sessions that span multiple

recording files).

o Analyze all recordings of the user on this day — for a daily insight summary

covering all recordings of the selected user on that day.

Note:
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The Analyze the entire session and Analyze all recordings of the user on this day

options require Session Recording media task service version 2603 or later.

* (Optional) Provide additional context before submitting.

Analyze recording X

GEn Insghts into the user sessi0n with A-powered soresn recordng Enlyss.

Dasktop - Liser brettwashington - September 25, 2026 11:53 AM-Septamber 26, 2025 L:40 PM | 014620
(@ Anslyze Lne sslected recording
(O Anslyze the entire session [ 1 Recordings) @

) Analyza all racordings af tha user on this day | 1 Racordings | @

Promgt templste security 1ost

sacurisy tost

servatians ganarat 2d by VLM i dervad from frames axtracted
rdings dacumsnt

Sofwars Enginesr

Descriptian

A Softwars Enginssr designs, devslogs. ard maintains saftwars spplications and
‘systems. They e invalved In the entire software develogment ifecycte, fram
‘gathiring raguiremants and writing coda ta taeting and daploying the final
product. Thew core function is te busd solutions that meet user neads whils
‘ansuring tha softwars i reliable, scalsble. and sscurs. Softwars snginesrs
ragularty encounter sn handle sansitive data during their day-ta-dey wark. as
they are responsitle for crestng the sysiems that process it Thay desl with
sanstve data &t svery s1age of development, and their work directly impacts how
well that dsts i grotscted.

+ Greate new == =

D ©

e Click Submit to start the analysis task.

Monitor Task Progress
1. Go to Activity feed > Tasks to track analysis status (Pending, In Progress, Completed, Failed).

2. Each task includes recording file details.
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Daa$ Premium

H] DaaS » SessionRecording @ Activity feed

Activity feed

Events Tasks

Last 7 days v Task: Analyze recording @ Intiated by Site v Server Status v
O () Export @ Dismissall

" Start Time
Task Initiated by Site Server UT8-08:00)

{5 Reports Anslyze recording October 29, 2025 2:

Analyze recording October 28, 2025 1.

Activity fosd
Analyze recording
Notificati Analyze recording

Anatyze recording

J, Resaurce library

-

October 29, 202512...
October 20, 2025 12...

October 29, 2025 12...

End time
UTC+08:00)

October 28 2025 1.

October 29, 202512...
October 20, 2025 12...

October 29, 2025 12...

Status

o Failed

@ Comoleted
© Completed
@ Comaleted

& Completed

15/page v

Task Details

(3 Copy
(@ Copy

(® Dismiss

Task

cording

Initiated by

Site

Server

Start Time (UTC+08:00]

October 29, 2025 12:32 PM

End time (UTC+08:00)
October 29, 2025 12:34 PM

Status
S

Task machine

Creation time (UTC+08:00)
October 28, 2025 12:32 PM

Review Al-Powered Insights

1. Navigate to the Insights page to view completed analyses.

2. Use filters (Site, User, VDA) and search bar for quick access.

3. Each session card displays:

» Al-generated summary.
» Analysis type and status.

» AView Report link for detailed insights.

E OasS > Seasi

AWDDC1-1AZMT

nRecording » Insights

Wt MASPVDIPD1328

st MASPVDIPD1328

svec BEStION 0 POlLQUes ot enregistraments de
Desktop - User BDCSPixenadmin - VDA BDNEWWIN11 - Endpoint BD2511DDC
BB eives ssopu-snai2s 551pm | 010030
e Remiots Deaskt - Marager p [ T

Hemsperpage: 3  1-30f38
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Detailed Reports

Productivity Analysis Report

Includes:

e Summary: Proportion of time spent on productive vs. non-productive activities.
» Highlights: Key time blocks, with clickable timestamps.

o Statistics:
o Overview Chart: Breakdown of active work, idle time, and distractions.

o Breakdown by App: Time spent in productivity app vs. distraction app.

> Hourly Pattern: Shows productivity trends throughout the day.

] DasS + Sesson Recordng  lnsights  fepor

& Productivity analysis report noy 2

Desktop User: MACQR\ sdministrtor VDA VDAZ311 Endpoint MASPVDIPD1143
Now 24, 2025 1:57 PM-Nov 24, 2025 303 PM | 01:05:32

Thoughe

o relatod toprogut vty and so

Bty agp eactive)
105622

Praductuit ago(ctrel
AR e

Braakdown by hour

som-2o0 o

2039

son-aou os%

Security Analysis Report

Includes:

« Summary: Overview of session’s security posture, highlighting risky behaviors and sensitive

data exposure.
« Highlights: Key security events with clickable timestamps.

* Statistics:

- Sensitive Data Exposure:
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> by data types or keyword: Shows which sensitive terms appeared most often.

> by app: Highlights apps where sensitive data appeared.

o Timeline View: Lists sensitive keywords with timestamps and associated apps.

B Daas » SessionRecording » Insights > Report

&~ Security analysis report 1o 22,2025 9:28 AM - 720075 takens consumed

=3

@ This reportis Al-generated and can contain inaccuracies. Verify all important information to ensure its accuracy.

Desktop- User: M4CQ8 | administrator - VDA VDA2311 - Endpoint: MASPVDIPD1143
Nov 24,2025 1:57 PM-Nov 24, 2025 3:03 PM | 01:0532

Prompt template:ziltestsecurity

Additional context This employee is in contract renewal process

Sumi

022 desktop, Microsaft Edge, Gongle Chrome, and Visuzl Studio Code. I desktop files and

. . d prompt Visual Studio Co
@ ransfers, encryption attempts, of data copying to persanal or cloud storage was

RcuIre
Throughout the

01:57 PM-01:58 PM b

022 desktop, opened Server Manager. reviewed pop-ups related to Windows AJmin Center and Azure Arc, 2nd examined multiple docu

0 text files on the deskiop.

01:58 PM-0201 PM B
02:01 PM-0233 PM D>

ition states, and managing test cycles.

02:37 PM-02:47 PMD

02:48 PM-03.03 PM P

inspected Citrix DaaS Fremium resource library and prompt templates using Ch concluded with user signing out from Citrix

Daas Premium.

Statistics

Sensitive dataexposure by app

All apps Risky apps

Sortby  Time (earliest first]

Datatype or keyword App Time
© Risky3pps  Sensitive data 2pps @ Undefined
password  Google Chrome 0238PM M
Visuel Studio Code 2
G00gle ChroMe em—1 Broject Proenix Visual Stugio Cade 02:8aPMp
Project Phoenix Visual Studio Gode 024 MK

Limitations

 Virtual App Support: Insights may be limited for virtual application sessions.

* Short Sessions:

o Sessions shorter than 15 minutes generate only a basic summary.

o Sessions shorter than 30 minutes omit statistical charts.

Legal and Privacy Disclaimer

The Al Insights in Session Recording feature (“Al Insights”) is provided “As-Is”, with no warranties
or representations, whether express or implied. Its provided prompt templates as well as the
outputs, reports and/or information that may be generated from utilizing this feature are not

intended to provide legal, security, regulatory and/or technical advice.

Customer is solely responsible for the legal and regulatory compliance of processing any personal
data or sensitive information including but not limited to balancing your internal data classification

obligations, global data and/or Al regulatory compliance as well as industry related compliance
obligations.

272



SESSION RECORDING SERVICE

Customers acknowledges and understands that utilizing Al Insights involves transmitting all VDA
session data to their configured Al model endpoint. This data may include Personal Data or
sensitive and/or confidential information captured during VDA session recordings. All VDA session

data generated, as well as the Al Insights output, is considered Customer Content.
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Site-level user activity reporting

Based on event detection in recorded sessions, Session Recording empowers you to identify

incidents from events. It also displays the event and incident data in the cloud for aggregation and

analysis, providing a comprehensive view of user activity across an entire site.

The following screen captures illustrate a site-specific overview of events and incidents.

i CilTiX | DaasPremium
BJ DssS > Sossionecording » Reports > Overview
) Dashowd
Overview 002 ~ | Last7days
Events  Incidents
371G Frents 2 Users 1 Devices
Top event types Ty Userv  Devieav
Top-mastvindow 132
Glipboard operation 130 162
Idle end 15
Il start 15 os
Popup window 1u
13
54
o
a
Time (UTC +8) User

Mar 42025, 3:45:33 P

Mar 4, 2025, 34322 PM

Mar 4, 2025, 34231 PM

Feb 282025, 3:34:22PM

Feb 28,2025, 3:33:58PM

Feb 28,2025, 33126 PM

Feb 282025 3:30.49PM

Feb 28.2025. 3:30:49PM

Feb 28,2025, 33048 PM

Feb 28,2025 330.48PM

sdministrator

sdministrator

administrator

adminisrator

sdministrator

sdministrator

adminisrator

adminisrator

sdminisrator

sdministrator

Device

MASPUDIPD1190

MASPUDIPD1190

MASPUDIPD1190

MASPUDIPD1190

MASPUDIPD1190

MASPUDIPD1190

MASPUDIPD1190

MASPUDIPD1190

MASPUDIPD1190

MASPUDIPD1190

Event type.
Glboard operation
Top-most vindow
Top-most vindow
Gpboard operation
Ciboard operation
Clipboard operation
Glipboard operation
Glboard operation
Ciipboard operation

Clipboard operation

Event details

Bitmap. explorer

explorer, TestUseripi, 6248

sessionmg, Session Recording, 11840

Text, mme.

Text. mme.

Text, mime,

Text. mme.

Text. mme.

Text, mme,

Text. mme.

Component Services

Component Services

Component Services

Component Sarvicos

Component Services

Component Services

Component Services.

TST.testing

@ Data source

db Bargraph [ Heatmap

®@ @ ©@ @ @

®@ @ ©@ © @

316 records

cifrix

Daa$ Premium

f— B[] DseS > SessionRecording > Reports > Ovenview

Overview

Events Incidents

@ Incidents are identified based on the incident library, to browse all incident rules and customize the shared lists, go to incident library

1 3 Incidents 1 Users 1 Devices

Catesores Users

MASPVDIPD1190 13

Q
Time (UTC + 8)

Feb 28, 2025, 25152 PM
Feb 28, 2025, 2:44:45 PM
Feb 28,2025, 2:10:45 PM
Feb 28, 2025, 2:18:43 PM
Feb 28,2025, 2:18:13 PM
Feb 28, 2025, 2:10:30 PM
Feb 28, 2025, 2:08:15 PM
Feb 28,2025, 1055026 AM
Feb 28,2025, 103302 AM

Feb 28, 2025. 10:30:33 AM

Overview 2

v | Last7days v

Categoryv  Userv  Usergroupv  Devicew.

33

22

1

0
Feb28/n Mar 1 Mar2in
2025 2025 2025
User

VLF6T\administrator

VLF6T\administrator

VLF6T\administrator

VLF6T\administrator

VLFeT\administrator

VLF6T\administrator

VLF6T\administrator

VLF6T\administrator

VLF6T\administrator

VLFGT\administrator

Mar 3in Mar 4/n Marsin
2025 2025 2025
Device

MASPVDIPD1190

MASPVDIPD1190

MASPVDIPD1190

MASPVDIPD1190

MASPVDIPD1190

MASPVDIPD1190

MASPVDIPD1190

MASPVDIPD1190

MASPVDIPD1190

MASPVDIPD1190

Incident category

Counterproductivity

Counterproductivity

Counterproductivity

Counterproductivity

Counterproductivity

Counterproductivity

Counterproductivity

Counterproductivity

Counterproductivity

Counterproductivity

Incident summary

Reaching idle time limit

Reachins idle time limit

Reaching idle time limit

Reaching idle time limit

Reaching idle time limit

Reaching idle time limit

Reaching idle time limit

Reaching idle time limit

Reaching idle time limit

Reachins idle time limit

TST_testing

con:

@ Data source

o0 Ber graph

® @ ®©@ @ @ ®@ @ @ ©® ©

c o

Heat map

13 records

This site-level reporting feature enables you to:
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* Quickly filter incidents from events by category.
+ Identify abnormal activity with greater efficiency.

e Gain a broader understanding of user activity patterns across your site.

Prerequisites

» The availability of the event data in the cloud is solely determined by the active event detection
policy, and is independent of settings or Session Recording server versions. Therefore, if the

active policy dictates event data, it will always be displayed in the cloud.

e The availability of the incident data in the cloud is governed by three factors: the active event
detection policy, site-specific event data analysis settings, and incident library settings that
identify incidents from events. Separately, Session Recording 2503 or later is required for

incident identification and display in the cloud.
For information about the event detection policy settings, see Configure event detection policies.

For information about the event data analysis and incident library settings, see Configure site-level

user activity reporting later in this article.

View site-specific user activity reports

Site-level user activity reporting delivers a comprehensive perspective of events and incidents
across an entire site, enabling enhanced monitoring and analysis. To view site-specific user activity
reports, proceed with the following steps:

1. Sign in to Citrix Cloud.

2. Inthe upper left menu, select My Services > DaaS.

3. In the DaasS tile, scroll down in the left navigation pane and select Session Recording.

4. In the Session Recording service view, select Reports from the left navigation.

5. Select a target site and specify the time range and time zone.
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CilrIX | DaaS Premium

Reports

Overview

: CilriX | DaaS Premium

Reports.

Overview

B DaaS > SessionRecording > Reports > Overview

Overview ’ 202
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B Dsas > SessionRecording > Reports > Overview
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incidents identified from those events.

You can filter events and incidents for detailed analysis.

6. Use the Events and Incidents tabs to review detected events within recorded sessions and

To find specific events on the Events tab, you can filter by event type, session user, and client

device. You can also use the search box to find events by keyword. Filters are combined using

'‘AND'.
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TST_testing
B0 Daas > SessionRecording > Reports > Overview
Overview 202 ~ ‘Lssl7dsys v @ Data source [GHO)
Events Incidents
155 Eents 1 Users 1 Devices il Bargraph @ Heatmap
Top event types I Type:Appstart;©  User:administrator;@  Device: MASPVDIPD1190 ;0
Clipboard operation 93
Top-most window 32 24
Idle start 13
Idle end 13 16
App start 4
8
0 |
Feb 28 Mar 1 Mar 2 Mar 3 Mar 4 Mar 5 Mar 6
2025 2025 2025 2025 2025 2025 2025
&
Q 1 records
Feb 28, 2025,10:24:47 AM administrator MASPVDIPD1190 App start 11792: powershell.exe: 1084: "C: 1 4 ®

To find specific incidents on the Incidents tab, you can filter by category, session user, user
group, and client device. You can also use the search box to find events by keyword. Filters are
combined using 'AND'.

TST_testing

B DaaS > SessionRecording > Reports > Overview
Overview 002 ~ | Last 7days \/ @ Data source c®
Events Incidents
o Incidents are identified based on the incident library, to browse all incident rules and customize the shared lists, go to incident library.
DY
7 3 ncidents 1 Users 1 Devices il Bergraph @8 Heatmep
Users | Devices Categoryv  Userv  Usergroupv  Device v
Counterproductivity 13
Q
[[] Data exfiltration
[J Dpatainfiltration
[] unauthorized access
[] unacceptable use
0 counterproductiity war2 war3 wars wars waro
2025 2025 2025 2025 2025
[ systemissue
Q 13 records
Time (UTC + 8) User Device Incident category Incident summary
Feb 28,2025, 2:51:52 PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ®
Feb 28, 2025, 2:44:45PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ®
Feb 28,2025, 2:19:45PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ®
Feb 28, 2025, 2:18:43 PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ®
Feb 28,2025, 2:18:13 PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ®
Feb 28, 2025, 2:10:30 PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ®
Feb 28, 2025, 2:08:15 PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ®
Feb 28, 2025, 10:50:26 AM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ® @

Both events and incidents are tagged within recordings, allowing for easy search and playback
review. Clicking the play button takes you to the recording playback page, where you can view

the events, incidents, and comments for the recorded session.

For example, see the following screen capture:
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Daas Premium oo TST_testing | g

0 Incidents  Events  Comments

Q v
®  00:00:27 Top-most window:
‘Top-most window:conhost, , 10096

® 00:00:30 Incident

Reaching idle time limit

* 0001

Reaching i

®  00:01:05S
Session pause:hhi

®  00:01:07S u
Session pause:hhhy;

.

00:02:03 In
Reaching idle time limit

®  00:02:11 Session resume:

» b — 0034:10/0119:03 G Comments {7} Share X1 [ Showstats 5 FULL SCREEN

r - BYDA AWTSVDA-10G5! - S Client name: MASPVDIPD1190

Configure site-level user activity reporting

To enable the presentation of event and incident data in the cloud for enhanced user activity

monitoring and analysis, follow the configuration steps outlined below.

Step 1: Enable the presentation of event data in the cloud

Configure and activate an event detection policy. Verify that the policy includes all event types
necessary for comprehensive data capture. Event data captured by the policy will be displayed in
the cloud for user activity monitoring and analysis. To also enable cloud presentation of incident

data, continue with Step 2 below.

For information about the event detection policy settings, see Configure event detection policies.

Step 2: Enable the presentation of incident data in the cloud

1. Select Configuration > Server Management from the left navigation of the Session Recording

service.
2. Click Settings for the target site.

3. On the Event data analysis page, select Upload event data to the Session Recording
service and Generate reports with event data. Specify whether to upload all captured events

or select specific types of events.
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TST_testing

General

Storage maintenance

Event data analysis

Email alerts

Playback

Diagnostic logging

Site settings
LINLINKUANG002

Event data analysis

You can choose to upload session event data and send them to third-party SIEM platforms for further analysis.

@ Upload event data to the Session Recording service

@ Enable data export to SIEM platforms

@ Toexport event data to SIEM platforms, configure the relevant settings in Configuration

> SIEM Integration.

@ Generate reports with event data

Scope

() All captured events
@ Specific types of events

C] App start

() Append

(O App not responding
(O App uninstalled

(O client drive mapping
(0 clipboard operation
(O File creation

(O File deletion

(O File moving

() File renaming

(O File transfer

(O New app installed
(O Popup window

() RDP cennection

() Registry create

() Registry delete

(O Registry delete value
() Registry rename

() Registry set value
(O Top-most window
(O Unexpected app exit
() USB drive insertion
() User account modification
() Web browsing

() Printing activity

4. Access the incident library settings and configure the incident identification rules to analyze the

uploaded event data and identify incidents from them.

To access the incident library settings, click Resource Library from the left navigation pane of

the Session Recording service page and then click Incident library.
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Mo TST_testing

coip.

B Daas > Session Recording > Resource library

Resource library

Event trigger templates
) 5

Templates for configuring event triggers in your event response policies, covering your auditing, troubleshooting, and activity monitoring needs.

E‘ Incident library

Analyze events from user sessions and identify incidents.

The Incident library page contains two tabs, Incidents and Shared lists.

i citrix o @

(&) Dashboard B Daas > SessionRecording » Resourcelibrary 3 Incident library

(©) Recordings Incident library @

Slcenas Incidents  Shared lists

- @ Incident detection helps you monitor end user behavior and identify abnormal events. To detect incidents from events and generate reports, make sure your event
detection policy is configured properly and event data analysis is enabled for each site. Check settings

[ Natifications
S5 Admin logging

A Diagnostic logging

[y Resource library

&

Data exfiltration

12 incidents, 9 enabled

mC]
Counterproductivity
10 incidents, 5 enabled

©
Data infiltration

11incidents, 3 enabled

[0]
Unacceptable use
20 incidents, 15 enabled

2
System issue

8incidents, 8 enabled

o

Unauthorized access

18 incidents, 10 enabled

The Incidents tab displays categories of incidents that can be reported, each containing pre-
defined incidents related to that category. For example, to view all pre-defined incidents related

to the data exfiltration category that can be reported, click Data exfiltration.
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i CifriX | Daas o ®

B DeaS > SessionRecording » Resourcelibrary 3 Incidentlibrary > Incidents > Dataexfiltration

Data exfiltration @
[ Q  Search | State v 12 incidents
Connecting unlisted USB device [@ <] Copying credit card number to the clipboard Copying sensitive file @ x]
o Allowed USB devices (0) ® Credit card number (regular expression) ® Sensitive files (0)
Copying sensitive folder Copying social security number to the clipbo... Capying text from a sensitive file
O Sensitive folders (0) ® Social security number (regular expression) © Sensitive files (0)
Copying text from sensitive desktop applicat... Copying text from sensitive web application (B9 Performing large file or folder transfer outsi...
o Sensitive desktop apps (0) © Sensitive web apps (0) @ Working hours
Print large number of pages in a short time A\ @) Printing large number of pages autside o.. A\ @ Printing sensitive documents A
® Working hours © Sensitive files (0)

To enable or disable reporting for a pre-defined incident related to a category, toggle the switch
next to it. Some of the pre-defined incidents have a filter to define identification criteria. For
example, the allowed USB devices filter lets you define an allow list. When a USB device not

on this list is connected during a recorded session, an incident is triggered.

o TST._testing &

Manage list X

This list is associated with 1 incidents

allowed USB devices (5) D Reset to default
testl W
- 3B o
test11 oW
AutoTest202503061725 oW
v/ X

@D ©

You can find a collection of these filters on the Shared lists tab.
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B[] Daas > SessionRecording > Resourcelibrary > Incident library

Incident library

Incidents Shared lists

remote apps

teamviewer.exe  anydeskexe  logmein.exe  gotoassistexe  +16

Referenced by 1 incidents

prohibited instant messaging tools

Referenced by 2 incidents

networking tools

openvpn.exe  wireguard.exe  firefox.exe  psiphon.exe

Referenced by 1 incidents

gambling websites

bet365.com  williamhillcom  paddypower.com  +8

Referenced by 1 incidents

violence websites

8kuntop  stormfrontorg  bitchute.com  thedonald.win

Referenced by 1 incidents

proxy websites

Referenced by 1 incidents

+7

+7

prohibited social networks

Referenced by 1 incidents

prohibited email clients

Referenced by 2 incidents

cloud storage services

dropbe 1 i o +8

Referenced by 1 incidents

hacking websites
exploit-db.com github.com/offensive-security +9

Referenced by 1 incidents

drug websites
silkroad.com  alphabay.com  cannazon.com  darkOde.com

Referenced by 1 incidents

prohibited websites

Referenced by 1 incidents

<7

76 lists
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Activity feed

Overview

As a supplement to the Session Recording management dashboard, the Session Recording

service introduces an activity feed to improve data visibility and data visualization.

The activity feed gives you information about events and tasks that happened in the past.

Events that the activity feed can show

CPU usage exceeds threshold

Memory usage exceeds threshold

Network (send) usage exceeds threshold
Network (receive) usage exceeds threshold
Recording success rate alert

Storage usage exceeds threshold

Server status change

Unrestricted playback link sharing

Registry modification

Note:

The thresholds and the toggle for recording success rate alerts are configurable through the
Session Recording management dashboard. For more information, see dashboard settings

in the Tips for using the dashboard section.

Tasks that the activity feed can show

e Automatic archive

e Automatic delete

e Manual archive
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 Manual delete

e Statistics

» Export recording

* Analyze recording

Note:

» You can select target recordings to archive and delete manually. You can also schedule
site-level tasks to automatically archive and delete recordings. For more information, see

Manage selected recordings and Manage recordings on schedule.

 Statistics refer to the daily tasks initiated by the system to collect data on storage
consumption, sessions, and client devices. The three types of data are displayed in the

corresponding sections of the Session Recording management dashboard.

View the activity feed

1.

2.

Sign in to Citrix Cloud.

In the upper left menu, select My Services > DaasS.

In the Daas tile, scroll down in the left navigation pane and select Session Recording.

In the Session Recording service view, select Activity Feed from the left navigation.

Switch between the Events and Tasks tabs to view the information about events and tasks that

happened in the past.

Activity Feed — the Events tab
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CifrIX | Daas Premium

v
[—— Activity feed
= Comments Events Tasks
Policies Last 7 days v Event v  Site v Server v  Severity v @
Actuity feed Q Refresh (N Export @ Dismiss all
Time (UTC+08:00) Event Site. Server Severity
) i October 30,2024 6:13PM Unrestricted playback link sharing SERVERO1 - @ nfo
et iorse] + October 30. 2024 6:00 PM Server status change AutoTestSite202410301420 EMP3 @ Info 1
+ October 30,2024 6:00 PM Server status change ASERVER-3 SERVER-3 @ nfo 1
P + October 30, 2024 6:00 PM Server status change AutoTestSite202410301420 EMP4 o Info 1
8 Configuration + October 30, 2024 5:37 PM Server status change 8D Test Dry Domain srim7atrp-1 @ Info 2
+ October 30, 2024 5:37 PM Server status change BD Test Dry Domain sr-lm7qtrp-0 o Info 3
. Bl + October 30, 2024 5:33 PM Server status change BD Test Dry Domain srlm7qtrp-1 @ Info 2
+ October 30, 2024 5:24 PM Server status change BD Test Dry Domain sr-lm7qtrp-0 @ nfo 1
+ October 30, 2024 5:23 PM Server status change UnallocatedServers - o Info 1
October 30, 2024 5:16 PM Server status change BD Test Dry Domain sr-lm7qtrp-0 @ nfo
October 30, 2024 5:15PM Server status change UnallocatedServers - o Info
October 30, 2024 5:13PM Server status change UnallocatedServers - @ nfo
+ October 30, 2024 5:13PM Server status change BD Test Dry NDJ sr-kswyBwb-1 @ Info 1
+ October 30, 2024 5:13PM Server status change BD Test Dry NDJ sr-kswyBwb-0 @ nfo 2
+ October 30, 2024 5:08 PM Server status change BD Test Dry NDJ sr-kswyBwb-1 @ Info 1
Activity Feed — the Tasks tab
v

[—— Activity feed
= Comments Events Tasks
Policies Last7daysV  Tesk v | Initiatedby v Site v  Sever v Status v ®
Qv Refresh (4 Export @ Dismissall
3 Activity feed
Task Initiated by Site Server Start Time (UTC+08:00) +  End time (UTC+08:00) Status
() Notifications. Manual delete @citrix.com SERVERO2 SERVER02 October 30, 2024 2:08 PM October 30,2024 2:08 PM o Completed
Manual delete @citrix.com SRN1912 SRN1912 October 30, 2024 2:03 PM October 30, 2024 2:03PM e Completed
fuminlosens Manual archive acitrix.com SRN1912 SRN1912 October 30, 2024 2:03 PM October 30, 2024 2:03PM @ Completed
Diagnostic logging Manual delete Bcitrix.com SRN2203 SRN2203 October 30, 2024 2:03 PM October 30,2024 2:03PM e Completed
5 Manual archive acitrix.com SRN2203 SRN2203 October 30, 2024 2:02 PM October 30, 2024 2:02PM @ Completed
&8 Configuration
Manual archive Bcitrix.com SERVERO1 SERVERO1 October 30, 2024 2:01 PM October 30,2024 2201 PM @ Completed
{f\ Resourc ibrary Manual archive acitrix.com SERVER02 SERVER02 October 30, 2024 2:01 PM October 30,2024 201PM @ Completed
Statistics System SRN2203 SRN2203 October 30, 2024 12:10 PM October 30,2024 12:11 PM @ Completed
Statistics System ASERVER-3 SERVER-3 October 30, 2024 1210 PM October 30,2024 12:11 PM @ Completed
Statistics System SERVERO2 SERVER02 October 30, 2024 12:10 PM October 30,2024 12:11 PM @ Completed
Statistics System ASR2407 SR2407 October 30, 2024 1210 PM October 30,2024 12:11 PM @ Completed
Statistics System AlISRO1 AJSRO1 October 30, 2024 12:10 PM October 30,2024 12:11 PM @ Completed
Statistics System SRN1912 SAN1912 October 30, 2024 12:10 PM October 30, 2024 12:11 PM @ Completed
Statistics System AJTESTSR2311 AUTESTSR2311 October 30, 2024 12:10 PM October 30,2024 12:11 PM @ Completed
Statistics System SERVEROL SERVEROL October 30, 2024 12:10 PM October 30,2024 12:11 PM @ Completed

B2 s > [ 15/pee v

®

Collapse < %

Note the following tips when viewing the activity feed:

TASK ACTION

To filter and view specific events or tasks Select the corresponding filters on the
Events or Tasks tab. For example, select
the Last 7 days filter to show only events or
tasks that happened within the past 7 days.

To update the list of events or tasks Click Refresh on the Events or Tasks tab.
immediately

To copy details about the entire events or Click Export on the Events or Tasks tab.
tasks



TASK

To dismiss the entire events or tasks

To view the details of an individual event or
task

To copy the details of an individual event or
task

To dismissan individual event or task
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ACTION

Click Dismiss all on the Events or Tasks
tab. When you click Dismiss all, you are
prompted to confirm the action.

Click the event or the task in the list. Events
of the same type, site, server and severity
are combined into one record and you can
expand to display all events.

Click Copy on the Event Details or Task
Details page.

Click Dismiss on the Event Details or Task
Details page. You are not prompted for
confirmation when clicking Dismiss.
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Notifications

Email notifications

Overview

To get notified about specific events and tasks through email, subscribe to email notifications.
You can subscribe to be notified about:
* Resource usage alerts: When resource usage thresholds are exceeded
Resource usage refers to:

o CPU usage

o Memory usage

o

Network (send) usage

o

Network (receive) usage
o Storage usage
Resource usage thresholds are configurable through the Session Recording management

dashboard. For more information, see dashboard settings in the Tips for using the dashboard

section.

e Server status changes: When the status of a Session Recording server changes
The status of a server can change to:

o Offline

o Discovered
o Available

o Deleted

o Uninstalled
> Upgrading

> Ready to install
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o Installation in progress

* Recording success rate alerts: When a recording success rate is below 100%. To ensure that
you can receive email notifications on recording success rates, enable the feature on the

dashboard settings page of your site. For more information, see Management dashboard.
e Storage maintenance results: A digest of the results of automated tasks for archiving and

deleting recordings

For information on scheduling storage maintenance tasks, see Manage recordings on

schedule.

» Unrestricted playback link sharing: When an unrestricted playback link is shared

For more information, see Share recordings as links.

Subscribe to email notifications

1. Signin to Citrix Cloud.

N

In the upper left menu, select My Services > DaaS.

w

In the left pane, select Session Recording.

4. From the left navigation of the Session Recording service, select Notifications.

Tip:

You are entitled to 500 email notifications from the Session Recording service every
month. After the monthly quota is used up, the Session Recording service stops sending

email notifications until the UTC first day of a new month.

5. Set the default recipients that you can apply to all subscribed categories.
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Notifications
Email
Quota usage
You're entitled to 500 email notifications from the Session Recording service per month. View your email quota usage below.
426/s00
B Resource usage alerts 22
B Server status changes 388
B Storage maintenance results 10
B Recording success rate alerts 3
B Unrestricted playback link sharing 3
Subscription
Send email noti based on your below.
Default recipients (0) Manage recipients
Subscribe to
O Resource usage alerts
Send a notification when resource usage exceeds the threshold
[ Server status changes
Send a notification when the status of a server changes.
[0 Recording success rate alerts
Send a notification when recording success rate is below 100%
[ Storase maintenance results
Send a summary of the results of automated tasks for archiving and deleting recordings
O Unrestricted playback link sharing
Send a notification when an unrestricted playback link is shared
Manage default recipients X
Emails are sent to the default recipients if ipient is specified for a tegory.
Recipients (0)
+ Add

g”@

Emails are sent to the default recipients if no recipient is specified for a subscribed category.

To specify recipients for a subscribed category, clear the Use default recipients check box

and then click Manage recipients to add recipients.
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Manage default recipients X
Specify email recipients for recording success rate alerts.

Recipients (1)

jiajia.ai@citrix.com o W

+ Add

= ®

6. Subscribe to any of the following categories by selecting the check boxes next to them:

» Resource usage alerts

Server status changes

Recording success rate alerts

Storage maintenance results

Unrestricted playback link sharing
Tips:

¢ When you select Resource usage alerts, specify the alert types and severities. To
optimize your quota usage, warning alerts are withheld after you exceed 50% of your quota

until the end of the month.
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Notifications

Email

Quota usage March 2023

You're entitled to 500 email notifications from the Session Recording service per month. View your email quota usage below

338/s500

0y
68% B Resource usage slerts 188
used B Server status changes 136
W Storage maintenance results 14

Subscription

@ Resource usage alerts

Send a notification when resource usage exceeds the threshold

Alert type
All selected

: @ CPUusage

| @ Memory usage

| @ Network (send) usage
B Notwork (receive) usage ning alerts are withheld after you exceed 50% of your quota until the end of the month. X

| B Storage usage

@ Use default recipients

@ Server status changes

on when the status of a server changes.

Send a nots

Send email when a server's status changes to

All selected v

Recipients

@ Use default recipients

@ Storage maintenance results

Send a summary of the results of automated tasks for archiving and deleting recordings.

Recipients

@ Use default recipients

Notifications

Email
Suwstipuun
Send email notifications based on your subscriptions below.

[ tout recipnts 7

Subscribe to

@ Resource usage alerts

Send a notification when resource usage exceeds the threshold

Alert type
All selected v |
Severity
& Critical
8 Wamning

slerts are withheld after you exceed 50% of your quota until the end of the month. X

@ Tooptimize your quota usags.

Use default recipients
Manage recipients (1)

@ Server status changes

Send a notification when the st

e For the available server statuses, see the following screen capture:
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Notifications @

Email

Quota usage March 2023

You're entitled to 500 email notifications from the Session Recording service per manth. View your email quots usage below.

338/s500

68% B Roscurcousage sor 108
B Server status changes 136

B Storage maintenance results 14

Subscription

Send email notifications based on your subscriptions below.

Default recipients (6)

Subscribe to

8 Resource usage alerts.

Send a notification when resource usage exceeds the threshold

Alert type
All selected ~

Severity

| @ offline

| & Discovered h
@ Availsble ning alerts are withheld after you exceed 50% of your quata until the end of the month. X

| @ Deleted

| @ Uninstalled
@ Upgrading

: @ Ready toinstall

server changes

Installation i ess
@ e 1anges to

All selected ~

Recipients
@) Use default recipients

@ Storage maintenance results

Send & summary of the results of automated tasks for archiving and deleting recordings.

Recipients

@ Use default recipients

©

e Emalils are sent separately for each subscribed category. For example, an email notification

about resource usage is similar to the following:

Session Recording resource usage alert (Bi&mal D inbox L a8 B

ol cloud.com B00AM (6hoursage)  fr €

[ ]
@ v~

citnx.
Session Recording - Memory usage alert (Critical)

‘Customer name:
Organization 1D |

IMemory usage has exceeded Critical threshoid
Site:
Critical threshold: 75%

Time (UTC-05:00): 2023-03-28T19:41:61.514996

Server:
Memory usage: T6%

To change your email notification Settings, go to Configuration > Notification Settings in the Session

Recording sefvice.

This s an automated email from the Session Recording service. Do not reply
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Customer data management

Data collection

The Session Recording service collects three types of customer data to Citrix Cloud™:
» Logs collected from the Session Recording service console and from the Session Recording
infrastructure services
» The Session Recording service configurations and policies defined by administrators

+ Statistics associated with Session Recording servers

Data control and storage

Log files. All log files are sent to Splunk.

Session Recording service configurations and policies. All the configurations and policies you

configure are saved and stored in the SQL Server database of your on-premises deployment.

Statistics associated with Session Recording servers. All statistics associated with Session
Recording servers are saved and stored in the back-end Azure database. They are not accessible

to customers.

Data retention
The customer data associated with the Session Recording service is retained by Citrix. Retention

periods differ for different types of data:

» Log files are retained for 90 days by default and deleted thereafter. Retaining those log files for

a custom time period is not supported.

« Statistics associated with Session Recording servers are retained for 90 days by default and

deleted thereafter.
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Third-party SIEM integration

Overview

Session Recording provides the capability to capture various events in recorded sessions. You can
upload a selected set of the event data to the Session Recording service and forward it to a third-
party Security Information and Event Management (SIEM) system for further analysis. Currently,
the Session Recording service supports integration with Splunk (both Splunk Cloud and Splunk

Enterprise) and Microsoft Sentinel.

Integrating with a third-party SIEM platform enhances your organization's security posture by
leveraging advanced analytics and correlation capabilities to detect and respond to potential

threats more effectively.

Configuration

1. Enable SIEM integration.

a. Select Configuration > SIEM Integration from the left navigation of the Session Recording

service.

SIEM Integration

SIEM integration allows you to export session event data to SIEM services for further analysis.

Microsoft Sentinel & Splunk &
Destination Destination
Workspace ID: 9ed2e3cc-b08f-4310-a49d-2a03d9752a6f URI: https://http-inputs-citrixsys.splunkcloud

Data source Data source

None None

Events available (last 24 hours) Events sent (last 24 hours) Events available (last 24 hours) Events sent (last 24 hours)
0 0 0 0

b. Enable Microsoft Sentinel, Splunk, or both as needed. Then, click the Configure icon next

to the toggle to configure the destination and data source.

To send data to Microsoft Sentinel, provide the workspace ID and key for the Microsoft
Sentinel destination and select the target sites as the source of data to be sent. Only sites

containing Session recording version 2411 and later are supported for SIEM integration.
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Configure data export X

Microsoft Sentinel

Destination To send data to Microsoft Sentinel, provide the following information.
Data source o To find the QLIGEELAEWNEY, oo to your Azure portal, open the Log Analytics workspace

used by Sentinel, navigate to Agents, and see the information under Log Analytics agent
instructions.

Workspace ID

You can use either the primary key or secondary key. Make sure you
update the info here if you regenerate the key.

Table name

[ SiemTestl

( Remove destination )
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Configure data export
g p X

Microsoft Sentinel

Destination As new event data becomes available in a selected site, the data will be sent to the destination

automatically. Historical data is not sent.

Data source
o Exporting event data from a site requires the data to be uploaded to the Session Recording

service. For the selected sites, the option “Upload event data to the Session Recording
service” will also be enabled. This setting can be found in Configuration > Server Management
> Site settings.

() BDTESTSR

() BDNEWTEST

() AWTSVDA-19255

O

0O )03

() ASERVER-3

" Y= ©

To send data to Splunk, set up an HTTP Event Collector in Splunk. For instructions, see the

Splunk documentation: Set up and use HTTP Event Collector in Splunk Web. The Session
Recording service supports both Splunk Cloud and Splunk Enterprise. If you are using
Splunk Enterprise, ensure that inbound connectivity from the Session Recording service

(currently hosted on Microsoft Azure) to your Splunk Enterprise is configured.

Provide the URL, token value, and specify the index where you want the data to be stored
in addition to the source type and source. Then, similar to Microsoft Sentinel, select the
target sites as the source of data to be sent. Only sites containing Session recording

version 2411 and later are supported for SIEM integration.
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Configure data export X
Splunk

Destination To send data to Splunk, set up an HTTP Event Collector in Splunk and provide the URI and token

value. Additionally, specify the index where you want the data to be stored as well as the source type
Data source and source.

URL

{ https://t i _s.splunkcloud.com/services/collectc }

Token

{ P T T T T T TP TR T TP P ORI }

Index

{ xacinternal_xaxd_services }

Source type

{ xaxd:sr_aps }

Source

{ test_siem }

( Remove destination )
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Configure data export X
Splunk

Destination As new event data becomes available in a selected site, the data will be sent to the destination

automatically. Historical data is not sent.

Data source
o Exporting event data from a site requires the data to be uploaded to the Session Recording

service. For the selected sites, the option “Upload event data to the Session Recording
service” will also be enabled. This setting can be found in Configuration > Server Management
> Site settings.

() BDTESTSR

() BDNEWTEST

() AWTSVDA-192S5

() Jiansh

(J) LINLINKUANGOO3

() ASERVER-3

" Y= ®

2. Specify events to forward.

You must specify the types of events to be uploaded to the Session Recording service and

forwarded to the SIEM platforms you specified earlier. To do so, complete the following steps:

a. Go to Site settings for each of the sites that you selected earlier as the data source. For

example:
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f;“ @ TST_testing

Site settings <
LINLINKUANG002

General Event data analysis

You can choose to upload session event data and send them to third-party SIEM platforms for further analysis.
Storage maintenance ) ) )
Upload event data to the Session Recording service

Event data analysis (0 Enable data export to SIEM platforms

Generate reports with event data

Email alerts
Playback Scope

@® Allcaptured svents
Diagnostic logging O Specific types of events

b. Select Upload event data to the Session Recording service and then select Enable

data export to SIEM platforms. In the Scope section, specify the types of events to

forward. For example:

299



SESSION RECORDING SERVICE

Site settings %
AWTSVDA-192S5

General Event data analysis
You can choose to upload session event data and send them to third-party SIEM platforms for further analysis.

Storage maintenance . .
@ Upload event data to the Session Recording service

Playback

Event data analysis

Email alerts

Enable data export to SIEM platforms

@ Toexport event data to SIEM platforms, configure the relevant settings in Configuration

> SIEM Integration.

Scope

() All captured events
@ Specific types of events

(O App start

(O Append

(O) App not responding
(3 App uninstalled

() client drive mapping
() clipboard operation
() File creation

() File deletion

(0 File moving

() File renaming

() File transfer

(0) New app installed

(O Popup window

() RDP connection

() Registry create

(O Registry delete

() Registry delete value
() Registry rename

[ Registry set value
(O Top-most window
() Unexpected app exit
() usB drive insertion
C] User account modification
(O web browsing

©

3. Test the integration.

After configuring the integration, test it to ensure that events are being forwarded correctly to

the SIEM platforms specified.

4. Monitor and adjust.

Continuously monitor the integration to ensure it is functioning as expected. Adjust the

configuration as needed to fine-tune the event forwarding and improve the accuracy of the

alerts.

5. Visualize event data.

You can visualize event data in Microsoft Sentinel and Splunk. The following are example

views:
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Session Recording Event Analysis
Private dashboard

7 kit

R Add filter

t create T upload (O Refresh ./ Full screen £) share

Auto refresh : OFf UTC Time : Past 30 days

@ Get access to animproved dashboard experience and new mabile presence, Try it now

4 eport v [ clone

A7 Feedback

i Delete

ﬁWeb Browsing - Top visisted Websites O3 meb Browsing - Browsers Distribution O e %{men Time (mins) O =D e
Sriese - = STest e o SiTest aud
Websites Ty Count L AppName 14 ScreenTime "
iexplore (18.75%)
hitpsi//www.google.com 6 & sessionmsg 8543K
geogle.com 4 msedge 6075
hitpsi//supportmicrosoft.com 3 explorer 45217
hittps;//www.cloud.com 1 wishell 1065
T msedge (56.25%)
hitpsi//google.com 1 e iy C€DFCantrol 835
hitps;//support.google.com 1 chrome 2317
conhost 5,583
@ chrome @ iexplore ® msedge Taskmgr 3.433
ﬁ}\pplitatinn - Top started Application #3 om » prlicaliun - Top unexpceted exit application 5 i g prli:alinr\ - Top no responding application 7 e »
i O =B o O = o Rep O =0 &
AppName . Count T FileName . Count [ FileName 1y Count "
msedge.exe 20 CrashMe.exe 1 AppHang.exe 1
logman.exe 16
Conhost.exe 13
cmd.exe 9
powershell.exe B
dotnetexe 4
natepad.exe 1

Session Recording Events Analysis Export v
Server site VDA User
[ Losta0 aays - -] -] -] = i Fiters

Web Browsing - Top visisted Websites. Web Browsing - Browsers Distribution Screen Time (mins)

WebSites * count AppName & ScreerTime

https://www.google. con 6 texplose: sessionmsg. 8542.50540522

google. com 4 msedge 60.74168334

https://support.microsoft.com 3 explorer 45.26627384

https://support.google. com 1 msedge Wshell 10.63983333

https://google. con 1 chreme CoFControl 8.33858193

https://www. cloud. com 1 chrome 8.32533963
conhost 5.57943333
Taskmgr 3.44506667
Servertanager 0.72318333
me 0.64163333

N 2 Nexts

Application - Top started Application Application - Top unexpceted exit application Application - Top no responding application

AppName * counts  AppName * counts  AppName 2 count =

msedge. exe 20 CrashMe.exe 1 AppHang . exe 1

logman. exe 16

Conhost.exe 13

cmd. exe ]

powershell.exe 8

dotnet. exe 4

notepad.exe 1

To visualize event data in Microsoft Sentinel, contact Citrix Technical Support.

To quickly import and visualize event data in Splunk, use the following dashboard template by

customizing the search queries and visualizations to match your data:

<form version="1.1" theme="light">

<label>Session Recording Events Analysis</label>

<fieldset submitButton="false">

<input type="time" token="time_field">
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<label></label>
<default>
<earliest>-24h@h</earliest>
<latest>now</latest>
</default>
</input>
<input type="dropdown" token="Server">
<label>Server</label>
<default>*</default>
<initialvValue>*</initialValue>
<fieldForValue>Server</fieldForValue>
<search>
<query>index={{index}} sourcetype={{source_type}} source={{source}}
| table dvc
| rename dvc as Server
| dedup Server
| sort Server</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
</search>
</input>

<input type="dropdown" token="Site">
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<label>Site</label>
<default>*</default>
<initialvValue>*</initialvValue>
<fieldForValue>Site</fieldForValue>
<search>
<query>index="{{}}" sourcetype={{source_type}} source={{source}}
| table tenant.srSiteld
| rename tenant.srSiteId as Site
| dedup Site
| sort Site</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
</search>
</input>
<input type="dropdown" token="VDA">
<label>VDA</label>
<default>*</default>
<initialvValue>*</initialValue>
<fieldForValue>VDA</fieldForValue>
<search>

<query>index={{index}} sourcetype={{source_type}}
source={{source}}
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| table payload.deviceId

| rename payload.deviceId as VDA

| dedup VDA

| sort VDA</query>

<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>

</search>
</input>
<input type="dropdown" token="User">
<label>User</label>
<default>*</default>
<initialvValue>*</initialValue>
<fieldForValue>User</fieldForValue>

<search>

<query>index={{index}} sourcetype={{source_type}}
source={{source}}

| table payload.user

| rename payload.user as User

| dedup User

| sort User</query>
<earliest>$time_field.earliest$</earliest>

<latest>$time_field.latest$</latest>
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</search>
</input>
</fieldset>
<row>
<panel>
<table>
<title>Web Browsing - Top visisted Websites</title>
<search>

<query>index={{index}} sourcetype={{source_type}}
source={{source}}

| search type=Citrix.EventMonitor .WebBrowsing
| spath payload.ExtEventDatal
| stats count by payload.ExtEventDatal
| sort count desc
| rename payload.ExtEventDatal as WebSites</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>
</search>
<option name="dataOverlayMode">none</option>
<option name="drilldown">none</option>

<option name="percentagesRow">false</option>
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<option name="rowNumbers">false</option>
<option name="totalsRow">false</option>
<option name="wrap">true</option>
<format type="color" field="FunctionFailed">
<colorPalette type="1list">[#118832,#D41F1F]</colorPalette>
<scale type="threshold">1</scale>
</format>
</table>
</panel>
<panel>
<chart>
<title>Web Browsing - Browsers Distribution</title>
<search>

<query>index={{index}} sourcetype={{source_type}}
source={{source}}

| search type=Citrix.EventMonitor .WebBrowsing

| spath payload.ExtEventData3

| stats count by payload.ExtEventData3|sort count desc</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>

</search>
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<option name="charting.chart">pie</option>
<option name="charting.drilldown">none</option>
<option name="refresh.display">progressbhar</option>
</chart>
</panel>
<panel>
<table>
<title>Screen Time (mins)</title>
<search>

<query>index={{index}} sourcetype={{source_type}}
source={{source}}

| spath "payload.type"

| search "payload.type"="Citrix.EventMonitor.TopMost"

| rename payload.ExtEventDatal as AppName, payload.deviceId as DeviceId
| eval time=strptime(st, "%Y-%m-%dT%H:%M:%S.%7N")

| sort DeviceId time

| streamstats current=f window=1 last(time) as last_time by Deviceld

| eval time_diff = if(isnull(last_time), null(), time - last_time)

| table time, DeviceId, AppName, time_diff |eval time_diff = time_diff/
60

| stats sum(time_diff) by AppName |[sort by sum(time_diff) desc |rename
sum(time_diff) as ScreenTime</query>

<earliest>$time_field.earliest$</earliest>
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<option

<option

<option

<option

<option

<option

<option

<format

<scale

</panel>

</row>

<row>

<panel>

<table>

</table>

<search>

<latest>$time_field.latest$</latest>

<sampleRatio>1</sampleRatio>

</search>

name="dataOverlayMode'">none</option>

name="drilldown">none</option>

name="percentagesRow">false</option>

name="refresh.display">progressbar</option>

name="rowNumbers">false</option>

name="totalsRow">false</option>

name="wrap">true</option>

type="color" field="FunctionFailed">

<colorPalette type="1list">[#118832,#D41F1F]</colorPalette>

type="threshold">1</scale>

</format>

<title>Application - Top started Application</title>
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<option

<option

<option

<option

<option

<option

<format

<scale

</table>

<query>index={{index}} sourcetype={{source_type}}
source={{source}}

| search type=Citrix.EventMonitor.AppStart

| spath payload.ExtEventData2

| stats count by payload.ExtEventData2

| sort count desc

| rename payload.ExtEventData2 as AppName</query>

<earliest>$time_field.earliest$</earliest>

<latest>$time_field.latest$</latest>

<sampleRatio>1</sampleRatio>

</search>

name="dataOverlayMode'">none</option>

name="drilldown">none</option>

name="percentagesRow">false</option>

name="rowNumbers">false</option>

name="totalsRow">false</option>

name="wrap">true</option>

type="color" field="FunctionFailed">

<colorPalette type="list">[#118832,#D41F1F]</colorPalette>

type="threshold">1</scale>

</format>
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</panel>

<panel>

<table>

<title>Application - Top unexpceted exit application</title>

<search>

<query>index={{index}} sourcetype={{source_type}}

source={{source}}

search type=Citrix.EventMonitor.UnexpectedAppExit

spath payload.ExtEventData2

stats count by payload.ExtEventData?2

sort count desc

rename payload.ExtEventData2 as AppPath

eval AppNameSplit = split(AppPath, "\\")

eval AppName = mvindex(AppNameSplit, -1)

table AppName|stats count by AppName</query>

<earliest>$time_field.earliest$</earliest>

<latest>$time_field.latest$</latest>

<sampleRatio>1</sampleRatio>

</search>

<option name="dataOverlayMode">none</option>

<option name="drilldown">none</option>

<option name="percentagesRow">false</option>
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<option

<option

<option

<option

<format

<scale

</table>

</panel>

<panel>

<table>

<search>

name="refresh.display">progressbar</option>

name="rowNumbers">false</option>

name="totalsRow">false</option>

name="wrap">true</option>

type="color" field="FunctionFailed">

<colorPalette type="1list">[#118832,#D41F1F]</colorPalette>

type="threshold">1</scale>

</format>

<title>Application - Top no responding application</title>

<query>index={{index}} sourcetype={{source_type}}
source={{source}}

| search type=Citrix.EventMonitor.AppNotResponding

| spath payload.ExtEventData2

| stats count by payload.ExtEventData2

| sort count desc

| rename payload.ExtEventData2 as AppPath

| eval AppNameSplit = split(AppPath, "\\")

311



SESSION RECORDING SERVICE

<option

<option

<option

<option

<option

<option

<option

<format

<scale

</panel>

</row>

<row>

<panel>

| eval AppName

</table>

= mvindex(AppNameSplit, -1)

| table AppName|stats count by AppName</query>

<earliest>$time_field.earliest$</earliest>

<latest>$time_field.latest$</latest>

<sampleRatio>1</sampleRatio>

</search>

name="dataOverlayMode'">none</option>

name="drilldown">none</option>

name="percentagesRow">false</option>

name="refresh.display">progressbar</option>

name="rowNumbers">false</option>

name="totalsRow">false</option>

name="wrap">true</option>

type="color" field="FunctionFailed">

<colorPalette type="1list">[#118832,#D41F1F]</colorPalette>

type="threshold">1</scale>

</format>
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<table>
<title>File Transfer - Top transfered in file count</title>
<search>

<query>index={{index}} sourcetype={{source_type}}
source={{source}}type="Citrix.EventMonitor.FileTransfer"

| spath payload.ExtEventData3

| search payload.ExtEventData3 = "Host:*"

| rename payload.ExtEventData3 as filePath

| eval fileSplit = split(filePath, "\\")

| eval FileName = mvindex(fileSplit, -1)

| table FileName

| stats count by FileName

| sort bv count desc</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>
</search>
<option name="dataOverlayMode">none</option>
<option name="drilldown">none</option>
<option name="percentagesRow">false</option>
<option name="rowNumbers">false</option>

<option name="totalsRow">false</option>
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<option name="wrap">true</option>
<format type="color" field="FunctionFailed">
<colorPalette type="1list">[#118832,#D41F1F]</colorPalette>
<scale type="threshold">1</scale>
</format>
</table>
</panel>
<panel>
<table>

<title>File Transfer - Top transfered in file size by user</
title>

<search>

<query>index={{index}} sourcetype={{source_type}}
source={{source}}type="Citrix.EventMonitor.FileTransfer"

| spath payload.ExtEventData3
| search payload.ExtEventData3 = "Host:*"
| rename payload.ExtEventDatad4 as filesize
| eval filesize_mb =

case(

like(filesize, "% B"), tonumber(replace(filesize, " B", "")) /
1024 /1024,

like(filesize, "% KB"), tonumber(replace(filesize, " KB", "")) /
1024,

like(filesize, "% MB"), tonumber(replace(filesize, " MB", "")),
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<option

<option

<option

<option

<option

<option

<option

<format

<scale

like(filesize, "% GB"), tonumber(replace(filesize, " GB", "")) *
1024,

like(filesize, "% TB"), tonumber(replace(filesize, " TB", "")) *
1024 * 1024

| table payload.user, filesize_mb

| stats sum by payload.user |rename sum(filesize mb) as FileSize(MB),
payload.user as User</query>

<earliest>$time_field.earliest$</earliest>

<latest>$time_field.latest$</latest>

<sampleRatio>1</sampleRatio>

</search>

name="dataOverlayMode'">none</option>

name="drilldown">none</option>

name="percentagesRow">false</option>

name="refresh.display">progressbar</option>

name="rowNumbers">false</option>

name="totalsRow">false</option>

name="wrap">true</option>

type="color" field="FunctionFailed">

<colorPalette type="1list">[#118832,#D41F1F]</colorPalette>

type="threshold">1</scale>

</format>
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</table>
</panel>
<panel>

<table>

<title>File Transfer - Top transfered out file count by user</
title>

<search>

<query>index={{index}} sourcetype={{source_type}}
source={{source}}type="Citrix.EventMonitor.FileTransfer"

| spath payload.ExtEventData2
| search payload.ExtEventData2 = "Host:*"
| table payload.user, payload.ExtEventData2
| stats count by payload.user
| rename payload.user as User</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>
</search>
<option name="dataOverlayMode'">none</option>
<option name="drilldown">none</option>
<option name="percentagesRow">false</option>

<option name="rowNumbers">false</option>

<option name="totalsRow">false</option>

316



SESSION RECORDING SERVICE

<option name="wrap">true</option>
<format type="color" field="FunctionFailed">
<colorPalette type="1list">[#118832,#D41F1F]</colorPalette>
<scale type="threshold">1</scale>
</format>
</table>
</panel>
</row>

</form>
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Best practices

You can consult the following best practices documentation for deploying Session Recording:

* Integrate with Citrix HDX plus for Windows 365 in a Session Recording deployment

Integrate with Citrix HDX™ plus for Windows 365 in a Session
Recording deployment

This article walks you through the procedures of creating a Session Recording site through a host
connection and then integrating the Session Recording service with Citrix HDX plus for Windows
365.

Requirements for using this solution

To successfully implement the solution, the following requirements must be fulfilled:

Citrix requirements
e Citrix Cloud tenant with Citrix HDX Plus for Windows 365 entitlement
 Citrix Cloud™ administrator account with full administrator rights.

» The deployed environment must have access to:

o https:/I*.citrixworkspacesapi.net (provides access to Citrix Cloud APIs that the services

use)
o https:/I*.cloud.com (provides access to the Citrix Cloud sign-in interface)

o https:/I*.blob.core.windows.net (provides access to Azure Blob Storage, which stores

updates for the Session Recording cloud client)

Microsoft requirements

e Azure administrator account:

o Azure AD Global administrator
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Supported Configurations

The Session Recording service supports Windows 365 deployments with Entra joined, and Entra
hybrid joined Cloud PCs.

Step 1: Add a host connection to your Azure subscription

For a step-by-step guide, see Add a host connection.

Step 2: Create and deploy a Session Recording site through the host
connection

You can create a site to deploy the following Session Recording resources to your Azure
subscription from within the Session Recording service:
e Session Recording servers

e Databases

Storage

Load balancer

You can also get recommended VM and storage configurations, predict costs, and view the actual

monthly costs for using Azure from within the Session Recording service.

For an existing site deployed on Azure, you can add resources including servers and storage to it

and change the IP addresses that are allowed to access the load balancer.
This article guides you through the following procedures:

1. Select Configuration > Server Management from the left navigation of the Session Recording

service.
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Server Management

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

~+ Createsite (™ Refresh

7

- -

No data available.

2. On the Server Management page, click Create site. The Create Site page appears.

Create site

Site inf ti
@ e tformation What would you like to do?

S

e Create an empty site
LS Create a site and add servers later.

C\" Create and deploy a site through a host connection

Deploy Session Recording resources using a host connection that connects to
your specific cloud subscription. Learn more

Create an Azure Resource Manager template (ARM template) to deploy Session
Recording resources in Azure. Learn more

P Create and deploy a site through an ARM template
oo

Site name

Description (optional)
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3. Select Create and deploy a site through a host connection. The main steps are listed in the

left navigation.

Create site X

Site information

What would you like to do?
About your deployment
Optional l’_-i_‘l Create an empty site
Ao Create a site and add servers later.

Network

Virtual machines Create and deploy a site through a host connection

Deploy Session Recording resources using a host connection that connects to
Domain and certificate your specific cloud subscription. Learn more

@7

SNONONONONONONONONGC)

Storage
— Create and deploy a site through an ARM template
|-CIDI:I Create an Azure Resource Manager template (ARM template) to deploy Session
Databases Recording resources in Azure. Learn more
Load balancer
Tags .
Optional Site name
Secure client
@ Summary Description (optional)
: ary

Host Connection
[ APlAutoTestTurnkey v }

( Add connection )

®

4. Enter a site name and description, select the host connection that you added in Step 1, and

specify a region. Azure Government regions aren't supported.

5. After completing the site information, click Next to continue.

6.

(Optional) To get recommendations for VM and storage configurations, provide information

about your recording needs.

You can skip this step by clicking I'm good, skip this step or by clicking Next with nothing

selected.
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Create site X

Site information ) ) :
Tell us about your recording needs, so we can provide some recommendations for your

VM and storage configurations.
About your deployment 8 g

Optional I'm good, skip this step.

Network

Virtual machines The following information helps determine the recommended number of Session
Recording servers.

Domain and certificate
How many concurrent sessions do you have at most?

[ 4,000-6,000 v ‘

Databases
Recommended number of servers: 3 €Y reset

Load balancer
Tags
Optional

The following information helps determine the recommended storage capacity.
ire client

How much visual movement do your sessions typically have?

SEBNONONONONONONORBON

Summary ‘ Some, the display changes but not drastically % ‘

How many sessions do you need to record per day?

‘ 5,000-10,000 v ‘

For how long do you need to retain each recording file?
‘ 15-30 days % ‘

Recommended storage capacity: 30TiB €) reset

< ®

When you select an option from the drop-down list, a recommendation is presented according

to your selection. A reset button is available next to the recommendation. It lets you clear your

selections and the corresponding recommendation in that section.

7. Go to the Azure portal and create a new virtual network in the region you selected and set up
virtual network peering between the new virtual network and the one that your VDAs are
connected to. Then, add a subnet in the new virtual network. Find and enter the subnet ID

below.
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Create site X

Site information Before you continue, head over to Azure and create a new virtual network in the region

you selected and set up virtual network peering between the new virtual network and
About your deployment

Optional the one that your VDAs are connected to. Then, add a subnet in the new virtual network
and enter the subnet ID below. This will be the subnet for your Session Recording
Network resources to connect to.

How to find the subnet ID?

Virtual machines

Subnet ID
Domain and certificate ‘

Databases (0) Create private endpoints for storage and databases

Load balancer @ Use this option if you need to keep the connections between resources within the
private network.

Tags

Optional

Secure client

SOMONONONONONONON < I

Summary

«@ ®

To keep the connections between resources within the private network, select the Create

private endpoints for storage and databases check box.

After you select the Create private endpoints for storage and databases check box, decide

on whether to enter another subnet ID by taking the following into consideration:

* If you do not plan to join your Session Recording servers to an Active Directory domain, the

subnet is not needed and thus leave the subnet ID field empty.

« |f you leave the subnet ID field empty, you are joining your Session Recording servers to an

Azure Active Directory domain.
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Create site X

Site information . ) ) )
Before you continue, head over to Azure and create a new virtual network in the region

you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to.
Then, add a subnet in the new virtual network, this is the subnet that your Session
Network Recording resources will connect to.

After you set up the new virtual network and subnet, select them below.

About your deployment
Optional

Virtual machines
Virtual network

Domain and certificate [ turn-key-v2-vnet (Resource group: a-turn-key-v2-xinzh) v }
Storage Subnet
[ session-recording-subnet v }

Databases

Select a subnet that your VDAs can connect to.

ONONONOMONON I

Load balancer

Tags

Optional @ Create private endpoints for storage and databases

Using private endpoints requires a DNS private resolver, which needs a dedicated
subnet. In the same virtual network you created, add another subnet and select it
below.

Secure client

® 6 ©

Summary
Note: If you do not plan to join your Session Recording servers to an Active Directory
domain, the subnet is not needed.

Subnet

dns-private-resolver-outbound-endpoint-subnet v

Estimated cost (per month)
$182.5

8. Create virtual machines (VMs) as your Session Recording servers.
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Create site X

Site information ) . ) )
Create virtual machines as your Session Recording servers.

About your deployment
Omicna%! ploy Session Recording server version to install: | 2311 W ‘

Network
Image

Virtual machines ‘ Windows Server 2022 Datacenter; Azure Edition-x64 Gen2 v ‘

Domain and certificate Size
‘ Standard_D4s_v3-4vcpus, 16 GiB memory v ‘
Number of VMs

Databases (
‘ 3 }%{ e Recommended for you: 3

Load balancer

Estimated cost (per month)
Tags

Optional $812.16

Secure client

Create an administrator account for the virtual machines.
Summary

(SEGMONONONONMORON N BN

Administrator account username

Password

| °

Confirm password

| °

« ®

Note:

* The Number of VMs field is prefilled with the recommended number if there's one.

Change the number as needed.

» Estimated costs are based on standard pricing and don't take discounts into

consideration. You can expect lower actual costs than estimated.
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9. Join the Session Recording servers to the same domain with your VDAs and specify a

certificate for the Session Recording servers.

« |f your VDAs connect to an Active Directory domain, select the Join servers to an Active
Directory domain check box and enter the relevant information. By selecting the Join
servers to an Active Directory domain check box, you are configuring the deployment for

a hybrid scenario, integrating on-premises Active Directory with Azure AD.

* If your VDAs connect to an Azure Active Directory (Azure AD) domain, clear the Join
servers to an Active Directory domain check box. After you complete creating the current
site, make sure to manually join the Session Recording servers to the same Azure AD
domain. Notice that pure Azure AD deployment is available only for Session Recording
2402 and later.
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Create site

Site information

About your deployment
Optional

Network
Virtual machines

Domain and certificate

Load balancer

Tags
Optional

Secure client

Summary

® 6 00000000

@

X

Join servers to an Active Directory domain

0 This should be the domain where your VDAs reside.

Domain name
Domain controller IP address
Username

Specify a domain user with sufficient rights to join machines to the domain.

Password

| ® |

Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

| ®
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Create site X

Site information : : : :
(0) Join servers to an Active Directory domain

ébQUt %’OW deployment o Supported only on Session Recording server version 2402 or later. Please select a
ptiona compatible version in the previous step. Go back

Network

Virtual machines Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

Domain and certificate

Databases ‘ ®

Load balancer

Tags
Optional

Secure client

Summary

® 6 000000

« ®

Note:

Since July 2023, Microsoft has renamed Azure Active Directory (Azure AD) to Microsoft
Entra ID. In this document, any reference to Azure Active Directory, Azure AD, or AAD

now refers to Microsoft Entra ID.

10. Configure an Azure storage account and file shares to store your recording files. For pricing

information, see Azure Files pricing.
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags

Optional

Secure client

Summary

® 6 0000000040

«

X

Configure a storage account and file shares to store your recording files. For pricing
information, see Azure File Pricing.

0 A separate storage account will be created for your archived recordings, which does
not generate any cost if not used.
Storage account

Performance

@ Standard: Recommended for most scenarios (general-purpose v2 account).

O Premium: Recommended for scenarios that requires low latency.

Redundancy

‘ Locally-redundant storage (LRS) %

File shares

Tier

Transaction optimized

Maximum capacity
5TiB

Number of file shares

5] }%{ e Recommended for you: 6

Estimated cost (per month)
51843.2 (max.)

$0.06 per used GiB, actual cost depends on your usage.

11. Create two SQL databases in Azure. One is used as the Session recording database (named

sessionrecording) and the other as the administrator logging database (named

sessionrecordinglogging).
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags

Optional

Secure client

® 6 0000000

Summary

<

X

Create 2 SQL databases for recording and logging data, respectively.

Compute + storage

Service tier
General Purpose

Compute tier
Provisioned

Hardware configuration
Standard-series (Gen5)
Up to 128 vCores, up to 625 GIiB memory

vCores
' A
O ‘ 2 v
Data max size (GiB)

Estimated cost (per month)
$441.3

Database administrator

Username .
‘. dbadmin1 ‘
Password

e o |
Confirm password

[T o |

12. Create a load balancer to distribute workload among the Session Recording servers. Enter the

IP addresses or ranges of your VDAs and separate them by a comma (,) in the Restrict

access of the load balancer to only the following addresses field. For pricing information,

see Load Balancer pricing.
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® 6 00000000

Create site

Site information

Create a load balancer to distribute workload among the servers. For pricing
information, see Load Balancer Pricing.

About your deployment
Optional

Azure load balancer
Network

SKU
Virtual machines Standard
Domain and certificate Type

O Public
Storage ® Internal
Databases Tier

Regional

Load balancer

Estimated cost (per month)

Tags $61.6
Optional
Secure client Access

Summary

Restrict access of the load balancer to only the following addresses @

0.0.0.0/0

X

13. (Optional) Apply tags to the Azure resources to be created.
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Create site X

Site information You can apply tags to the Azure resources that will be created.

If no tags are needed, simply click Next to continue.
About your deployment
Optional

Network Name Value

~+ Add
Virtual machines

Domain and certificate

Storage

Databases

Load balancer

Tags
Optional

Secure client

Summary

® 00000000

D ®

14. Create a secure client to onboard the Session Recording servers to the Session Recording

service.

Click Create client to let Citrix create a secure client on your behalf. Alternatively, you can
create a secure client through the Identity and Access Management > API Access tab of the

Citrix Cloud console and then fill in the information below.
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Create site X

Site Information Create a secure client to onboard the Session Recording servers to the Session

Recording service.
About your deployment g

Optional Click Create client and we will create a secure client on your behalf. Alternatively, you
can create a secure client through the Identity and Access Management > AP| Access tab of
the Citrix Cloud console and then fill in the information below.

Virtual machines Create client

Domain and certificate

Network

ID
‘ 6b63afdf-d048-49e1-b27d-781bffead7a? ‘

Storage

Databases Secret

Load balancer

Tags
Optional

Secure client

®©® 0000000000

Summary

@ ®

15. View the summary about the site to be created. Click the pencil icon to edit your settings if

needed or click the button to start deployment.
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Create site X

Regiun o Cdst &

Site information

Resource group
About your deployment
Optional
3 Virtual machine 9 V74
Network

Image Windows Server 2022 Datacenter: Azure Edition-x64 Gen2

. . Size Standard_D4s_v3-4vcpus, 16 GiB memory
Virtual machines

Domain and certificate [ Storage account V7 [ Storage account (for archive)
Performance Standard Performance Standard
Storage
Redundancy LRS Redundancy LRS
Databases File shares File Share
Maximum capacity 5TiB Maximum capacity 5TiB

Load balancer

© 0000000000

Tags
Optional
: 8 Databases @ V4 o& Load balancer V4
Secure client Service tier General Purpose SKU  Standard
vCores 2 Type Internal
Summary Data max size 32 GiB Tier  Regional
Estimated cost (per month) $1534.04

Virtual machines 5$541.44 Databases $441.30

Storage $307.20 Azure load balancer $61.60

Azure DNS $182.50

Start deployment

The following are examples of the deployment process:

Deployment in progress:

Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

~+ Createsite (> Refresh

My test site (Some description for my test site.) .
View status
A7) Site deployment in progress

While a site deployment is in progress, you can click View status to view the progress.

Deployment failed:
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®

Server Management

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

~+ Createsite (> Refresh

My test site (Some description for my test site.)
View status

A O Site deployment failed

If errors occur during the deployment process, click View status to view the error details. For

an example of the error detalils:

X

Create site

0 Error

Go back to adjust your input as needed and then try again. When you retry, we will delete the resources that have been

created and start afresh.

Don’t want to create this site anymore? You can cancel the deployment and we will delete any resources already created.

N

\

&

Back to configuration
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You can click Back to configuration or cancel the deployment. If you click Back to
configuration, you're taken back to the Create Site page where you can alter your
configurations and try again. If you're sure to cancel the deployment, follow the wizard to

remove the site and the Azure resources created for the site. For example:

Cancel deployment X

O Deleting site and resources...

You can now close this dialog. The site will be removed once the resources are deleted.

Deployment success:

When a site deployment is complete, you can expand the site and view and manage the

resources created under it. The View status button changes to Settings. An Azure icon is
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available to represent sites deployed on Azure. For information about site settings, see Site and

server settings.

Server Management @

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

~+ Createsite (> Refresh

My test site (Some description for my test site.)
. . Settings
A 2 servers, 2 available 2 storage locations Cost {current month):

Keep a record of the storage location and the DNS name listed in the load balancer section.
The DNS name will serve as the Session Recording server name that you need to fill in later for

communicating with the VDAs.

Step 3: Install and configure the Session Recording agent on Windows 365
cloud PCs

On the target Windows 365 cloud PCs, install the Session Recording agent. During the agent
installation, make sure that you complete the following steps on the Agent configuration page:

» Enter the DNS name you previously recorded in the Session Recording Server name text

box.

* If you are installing the Session Recording agent on an Azure AD joined machine, select
Enable Azure AD support. Otherwise, clear the check box. By clearing the check box, you are
configuring the deployment for a hybrid scenario, integrating on-premises Active Directory with
Azure AD.
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Citrix Virtual Apps and Desktops 7

Agent Configuration

# Licensing Agreement ;i i
Configuration
v Core Components
Session Recording Server name:

Agent
Summary | | °
Install Mote: Enter information for connecting to the Session Recording Server, You can modify
Finish such information later in the Session Recording Agent Properties.
inis
Pratocol:
|HTTPS - |
Port
o
Enable Azure AD support

O This option lets you make Session Recording available only for Azure AD joined
o machines. Later when configuring policies, you can specify Azure AD users and
groups whao launch sessions from Azure AD joined machines,

Step 4: Configure policies

The Session Recording service lets you view and configure session recording, event detection,
and event response policies for a specific site. Each policy you create or activate applies to all

Session Recording servers of a site.
For more information, see;:

» Configure session recording policies
» Configure event detection policies

» Configure event response policies

Step 5: Replay recorded sessions

To replay recorded sessions, go to the All Recordings and Archived pages. each recording has a
play button on the right side. You can play live and completed recordings. For more information,

see the View recordings chapter.
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Troubleshoot

The troubleshooting information contains solutions to issues that might occur when you use the

Session Recording service, for example:

 Diagnostic logging
» Server troubleshooting from the cloud

e Servers not seen in the cloud

Diagnostic logging

Overview

Issues detected on the VDASs (such as message queue quota exceedance) can be sent to the

Session Recording service as diagnostic logs for display.

Note:

Diagnostic logging is available and enabled by default with Session Recording 2411 and
later.

For an example diagnostic logging view, see the following screen capture:
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CCID:

B Daas > SessionRecording > Diagnostic logging

Diagnostic logging | aserver3 v
View diagnostic logs from VDAs
‘ Q O Refresh

D voar €5

Latest: Oct 29, 2024, 3:46:05 PM
POLICY_QUERY_ERROR

[ Activity feed

[\ Notifications

N 10/page ¥
£ Admin logging

£ Diagnostic logging

32 Configuration

(IR Resource library

Message queue quota exceedance
In any of the scenarios outlined below, there's a chance of exceeding the maximum size of the
Microsoft Message Queuing (MSMQ) directory on a VDA, resulting in packet drops or pushback.

* On the VDA side, the incoming rate of Message Queuing messages exceeds the outgoing rate.

* The network connection between the VDA and the Session Recording server is poor and thus

messages are stuck in the queue on the VDA side.

* The queue quota on the Session Recording server side is used up and messages are stuck in

the queue on the VDA side.

Configuration

Diagnostic logging is enabled by default. You can disable and re-enable the feature by using the

following registry value on the target VDA:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent\DiagnosticLoggingEnabled
Value data: 1 = enabled, 0 = disabled

You can also set how long these logs can be retained on the Session Recording database. To do
S0, go to the site settings for the target site and configure the retention period for diagnostic logs.

The default value is 30 days.
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= CilrX DaasPremium a8 @ o v
Site settings <
ASERVER-3

General Diagnostic logging
Storage maintenance Diagnostic logs are collected from your VDAs and stored in the database.
Retention period for diagnostic logs.
Event data analysis N
\ 30 Lloays
Email alerts
Playback
Diagnostic logging
®

View diagnostic logging

1. Signin to Citrix Cloud.

N

In the upper left menu, select My Services > DaasS.

3. Inthe DaasS tile, scroll down in the left navigation pane and select Session Recording. You
can hover over and pin the Session Recording menu to the top PINNED section of the
navigation pane for quick access. You can reorder pinned menus by dragging them to the

desired places.

4. In the Session Recording service view, select Diaghostic logging from the left navigation.

All VDAs with diagnostic logs are presented and sorted by their total log counts. You can also
view the time the latest log is generated on each VDA and click Refresh to check for more

incoming logs.
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iFrix 570,
= CilrX  Dpaas Premium a9 e v
B Daas > SessionRecording > Diagnostic logging
Dashboard
©) =i Diagnostic logging | aserver-3 -
View diagnostic logs from VDAs.
Comments
‘ Q C Refresh
Policies
D voal @B

e Latest: Oct 29, 2024, 3:46:05 PM

POLICY_QUERY_ERROR
Q) Notifications

10/page ¥

Fig Admin logging

R Diagnostic logging

3 Configuration

[\ Resource library

Collapse & %

5. Click a target VDA to view its diagnostic logs.

By default, logs are grouped by type. For example:

Diagnostic logging > VDAl

Diagnostic logs for VDAL

All time v C Refresh ® Clearall logs Group by log type

Log type Time
CONSOLE_MODE_ERROR (1
EXTRACT.DATA_FROM_WRAPPER_PROCESS_ERROR (20
FAILED_TO_SEND_DISABLE (ED
FAILED_TO_SEND_ROLLOVER (1

FALLBACK_PoLicY (€

FATAL_ERROR (EB

LicensiNg_FAILED (€8

LOG_DRIVER_DATA_ERROR (€8
MSMQ_STORAGE_EXCEEDED
POLICY_QUERY_ERROR

RECEIVED_EXISTING_SESSION @&

+ 0+ + 4+ + 4+t + o+ o+ o+t

VIDEO_AUDIO_DATA_ALIGN_ERROR (@&

You can disable log grouping by type and list all logs in chronological order instead.

For example:
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Diagnostic logging > VDAL

Diagnostic logs for VDAL

All time v Q Refresh ® Clearall logs

Time Log type Count

Oct 29, 2024, 3:50:06 PM POLICY_QUERY_ERROR 16
Oct 29, 2024, 3:48:06 PM POLICY_QUERY_ERROR 29
Oct 29, 2024, 3:46:05 PM POLICY_QUERY_ERROR 28
Oct 29, 2024, 3:44:05 PM POLICY_QUERY_ERROR 24
Oct 29, 2024, 3:42:05 PM POLICY_QUERY_ERROR 22
Oct 29, 2024, 3:40:05 PM POLICY_QUERY_ERROR 25
Oct 29, 2024, 3:38:05 PM POLICY_QUERY_ERROR 23
Oct 29, 2024, 3:36:05 PM POLICY_QUERY_ERROR 26
Oct 29, 2024, 3:34:.05 PM POLICY_QUERY_ERROR 27
Oct 29, 2024, 3:32:05 PM POLICY_QUERY_ERROR 27

23456>\m

6. Use the time filter to select and view logs generated during the specified time frame.

Diagnostic logging > VDAL

Diagnostic logs for VDAL

All time v C Refresh ® Clearall logs Group by log type

Last 24 hours Log type Count

Last48 hours  :50:06 PM POLICY_QUERY_ERROR 16
Last 7 days 48:06 PM POLICY_QUERY_ERROR 29
All time 46:05PM POLICY_QUERY_ERROR 28
Custom 44:05PM POLICY_QUERY_ERROR 24
Oct 29,2024, 3:42:05PM POLICY_QUERY_ERROR 22
Oct 29,2024, 3:40:05PM POLICY_QUERY_ERROR 25
Oct 29,2024, 3:38:05 PM POLICY_QUERY_ERROR 23
Oct 29,2024, 3:36:05 PM POLICY_QUERY_ERROR 26
Oct 29,2024, 3:34:05 PM POLICY_QUERY_ERROR 27
Oct 29,2024, 3:32:05PM POLICY_QUERY_ERROR 27

2 3 4 5 6 > [10/page ¥ |

7. To check for any incoming logs, click Clear all logs to hide the currently displayed logs, and

then click Refresh.

Server troubleshooting from the cloud

When a Session Recording server does not work as expected even though it shows Available on

the cloud, you can perform a few troubleshooting actions from the cloud:

1. Select Configuration > Server Management from the left navigation of the Session Recording

service.

2. Expand a site to locate the target Session Recording server and then click the

Troubleshooting icon next to it. The Troubleshooting page appears.

Tip:
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The Troubleshooting icon is present only for servers in Available state.

2308SRN

Settir
v 1 server, 1 available e
& Servers Troubleshooting
Server version Cloud client version :
2308SRN 22.3.3000.4 7.39.25758.25384 O Az ? &
ATEST \
Setti
v 2 servers, 0 available euings
B senvers
79880BF6B8O1 @ ofiline o
Server version Cloud client version
AUTOSERVERS ] et @ Uninstalled o

AutoTestApiSite202306301601 .
v Settings
2 servers, 0 available

B senvers

AUTOSERVERL S Cloud client version

erver version
2210.08 7.39.25758.25384 O T @
Serverversion Cloud client version

AUTOSERVERZ S e e @ Uninstalled

3. Perform the following troubleshooting actions on the target server as needed :

a. In the Service monitoring section, check and restart the following services running on the

Session Recording server:

The IS,

The Citrix Session Recording Analytics Service (CitrixSsRecAnalyticsService),

The Citrix Session Recording Storage Manager Service (CitrixSsRecStorageManager),

and

The Citrix Session Recording Cloud Client Monitor Service
(CitrixSsRecCloudClientMonitorService).

For example:
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Troubleshooting ><

23085EN

Service monitoring
Check and restart the following services running on the Session Recording serve

Service name CPU usage Memory usage Action

ns 0.0% 174.0ME Restart

SIOTARS MANAEET 0.0% 31.2MB Restart
Analytics service 0.0% 449 MB [- Restarting...
Cloud client B.3% 107.3MB Restart

Cloud client monitor 0.0% 15.8ME Restart
Registries

View, modify, or create relevant registry values

Log uploading

the cloud to help us identify issues for you. After you turn on log uploading for a service. it will be automatscally turned off in

If you restart a service successfully, the Restarted status initially appears and then the

Restart button is displayed.

If your attempt to restart a service is unsuccessful, the Failed status initially appears and

then the Restart button is displayed.

b. In the Registries section, click Check Registry to view, modify, and create relevant registry

values.

Select a registry key from the drop-down list.
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Check registry X

Specify a registry value to check or update its data,

Registry key
SDFT'L'.I’II.H‘E'-Cnrlxll SmartAuditor\Server M
Value name . tAuditor\Server

SessionRecording\CloudClientService
Auditor CloudCloudClisntService

Auditor Cloud Monitor\CloudClientMonitorService

©

Enter a registry value to check whether it exists. If a registry value you enter does not exist,

you can create it as needed by following the instructions.
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Check registry X

Specify a registry value to check or update its data.

Registry key
SDFTWARE'II:itrix'I[ SmartAuditor\Server W

Value name

l installation

Check value

The specified value does not exist. You can create it by specifying its type and data.

Registry key SOFTWARE\Citrix\SmartAuditor\Server

Value name installation

Type

(@) String

() Multi-String
(") DWaord

() OWord

Data

= ®

If a registry value you enter exists, you can view its information and modify its value data as

needed.
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Check registry pd

Specify a registry valus to check or update its data.

Registry key
SOFTWAREWCitnx\ | SrnartAuditor\Server W

Value name

| installlocation

{ Checkvalue )

Registry kay SOFTWARE\Citrix\SmartAuditor\Server

Value name inzstalllocation
Type String
Data C\Program Files\Citnx\SessionRecording

You can change the value data in the following Hield and then click Save to apply.

L2,

c. Inthe Log uploading section, select services of your choice to upload logs about them to

the cloud. The logs help Citrix identify issues for you. Click Save after making your

selections.
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Troubleshooting X
2308SRN

Service name CPU usage Memory usage Action

s 0.0% 173.9 MB Restart

Storage manager 0.0% 30.9 MB Restart

Analytics service 0.0% 46.6 MB Restart

Cloud client 18.7% 98.5 MB Restart

Cloud client monitor 0.0% 18.8 MB Restart

Registries

View, modify, or creste relevant registry values.

Check registry

Log uploading
Upload service logs to the cloud to help us identify issues for you. After you turn on log uploading for a service, it will be autematically turmed off in
an hour.

15
@ storage manager
a Analytics service

Broker service

loud client monitor

Save

©

Servers not seen in the cloud

A Session Recording server you connected might not show in the cloud.

Possible cause: Outbound traffic is denied for the Session Recording server to reach the Session

Recording service through port 443 or ports 80, 443, 8088, and 9090-9094 depending on the

version of your cloud client.
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With versions 7.40.13020.11 and later of the cloud client, you need to only open a single port (TCP
port 443) for communication. Cloud clients earlier than version 7.40.13020.11 require you to open

more ports. For more information, see Ports.

If you are using version 7.40.13020.11 or later of the cloud client, complete the following

steps to address the issue:

1. Check whether port 443 is open by running the following script on the Session Recording
server:

# Copyright (c) Citrix Systems, Inc. All rights reserved.

<#
.SYNOPSIS
This script is used to check whether or not port 443 is open.

Note: Execute this script from the machine where you installed the
cloud client.

#>

$SR_CLOUD_DOMAIN = "srs.apps.cloud.com"

function Check-PortStatus {

$ctResult = tnc $SR_CLOUD_DOMAIN -port 443
if($ctResult.TcpTestSucceeded -ne $True) {

Write-Host "Error : $SR_CLOUD_DOMAIN : $_ is unreachable"
-ForegroundColor Red
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else {

Write-Host "$SR_CLOUD_DOMAIN : 443 is open" -ForegroundColor

Green

Check-PortStatus

The output of the port checking script can be srs.apps.cloud.com <port humber\> is

unreachable or srs.apps.cloud.com <port number\> is open.

2. Allow outbound traffic on port 443 for the Session Recording server to reach the Session

Recording service.

3. Reinstall the cloud client on the Session Recording server.

After the Session Recording cloud client completes installation, the target server is connected
to the Session Recording service. Click Refresh on the Server Management page to update

the list of connected servers. It might take a few minutes for your servers to be detected.

If you are using a cloud client earlier than version 7.40.13020.11, complete the following

steps to address the issue:

1. Check whether ports 8088, 443, 9090, 9091, 9092, 9093, and 9094 are open by running the

following script on the Session Recording server:

# Copyright (c) Citrix Systems, Inc. All rights reserved.

<#
.SYNOPSIS

This script is used to check whether or not ports
8088,443,9090,9091,9092,9093,and 9094 are open.

Note: Execute this script from the machine where you installed the
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cloud client.

#>

$SR_CLOUD_DOMAIN = "sessionrecording.apps.cloud.com"
function Check-PortStatus {
(8088, 443,9090, 9091, 9092, 9093,9094) | ForEach-Object {
$ctResult = tnc $SR_CLOUD_DOMAIN -port $_
if($ctResult.TcpTestSucceeded -ne $True) {

Write-Host "Error : $SR_CLOUD_DOMAIN : $_ is unreachable"
-ForegroundColor Red

else {

Write-Host "$SR_CLOUD_DOMAIN : $_ is open" -ForegroundColor
Green

Check-PortStatus

The output of the port checking script can be sessionrecording.apps.cloud.com <port

number\> is unreachable or sessionrecording.apps.cloud.com <port number\> is open.

2. Allow outbound traffic on ports 80, 443, 8088, and 9090-9094 for the Session Recording server

to reach the Session Recording service.

3. Reinstall the cloud client on the Session Recording server.
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After the Session Recording cloud client completes installation, the target server is connected
to the Session Recording service. Click Refresh on the Server Management page to update

the list of connected servers. It might take a few minutes for your servers to be detected.
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Session Recording service document history

The following table describes important changes to the Session Recording service product

documentation. To receive notifications about these updates, subscribe to the RSS feed.

DATE CHANGE DESCRIPTION

11 Mar 2025 Release For a summary of new
features, see What's new.

15 Nov 2024 Release For a summary of new
features, see What's new.

26 Jul 2024 Release For a summary of new
features, see What's new.

19 Jun 2024 Added an article See Integrate with Citrix HDX
plus for Windows 365 in a
Session Recording
deployment.

26 Apr 2024 Release For a summary of new
features, see What's new.

12 Mar 2024 Added a known issue See Known issues.

30 Jan 2024 Release For a summary of new
features, see What's new.

31 Oct 2023 Release For a summary of new
features, see What's new.

06 Sep 2023 Release For a summary of new
features, see What's new.

20 Jul 2023 Release For a summary of new
features, see What's new.
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DATE

28 Apr 2023

16 Feb 2023

11 Dec 2022

09 Nov 2022

08 Nov 2022

20 Sep 2022

28 Jul 2022

16 Jun 2022

26 Apr 2022

01 Apr 2022

Release

Release

Release

CHANGE

Added an article

Release

Release

Release

Release

Release

Release
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DESCRIPTION

For a summary of new
features, see What's new.

For a summary of new
features, see What's new.

For a summary of new
features, see What's new.

See Administrator role
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